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This Guide

Welcome to the “eControl 3.5 for eDirectory and GroupWise Administrator Guide”. This
guide is for system administrators and deals with creating and managing the “back-end”
eControl elements using the eControl administration panel.

Other guides in this series includes:
+ “eControl 3.5 Requirements Checklist for eDirectory and GroupWise”
« “eControl 3.5 for eDirectory and GroupWise Installation and Update Guide”
« “eControl 3.5 for eDirectory and GroupWise Operator Guide”
« “eControl 3.5 for eDirectory and GroupWise Self-Service Guide”

eControl 3.5 for eDirectory and GroupWise delivers a simplified, web-based management,
provisioning, self-service and audit application designed for non-technical users. eControl
empowers junior administrators, help desk operators, HR staff, department managers, support
staff and even end-users to perform common user account management tasks in eDirectory
and GroupWise - from a web browser, with NO security permissions and NO access to Novell
ConsoleOne or iManager.
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How eControl Works

eControl 3.5 provides a web-based directory and email service management system with
special features designed to empower non-IT staff with the ability to manage users without
requiring SUPERVISOR or ADMINISTRATOR rights! With eControl, concerns such as WAN
bandwith, distance, time-zones, training of IT staff, improving helpdesk effectiveness, costs,
and security are overcome.
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eControl installs as a Windows service that can connect directly to the configured mail and
directory systems via native API, SOAP and/or LDAP calls. This enables support staff to
manage mixed and multiple Active Directory, Exchange, eDirectory and GroupWise systems
from a single web interface. eControl 3.5 now supports 3™ Party Extensions integrating SQL
database systems.
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eControl comprises four feature modules that are enabled through the licensing process and
provisioned in the administration panel:

Provide simplified, role-based management of user accounts, email lisks, groups and
other directory objects bo support skaff, eContral Manage allows you to conkrol users'
ﬁ"'_ search and task authority, MO special permissions required,
eControl
Manage
- Ise eControl Create to empower HR. and office skaff to provision user acoounts, email
_|S lists and groups based on pre-configured profiles, Simplfiv and skandardise wour
[ provisioning processes and ensure compliance with naming standards and password
requirements,
eContral
Create

Deliver user self-service functions for Ackive Directory, Exchange, ebirectory and
Grouphvise, These functions include password changes, “forgot-rmy-password” challenge
phrases, subscriptions ko distribution lisks and the ability to update demographic
information.

eControl
Self-Service

"gjg, Al changes made in eConkrol are writken to an audit log For administrator oversight,
% eControl Audit Wiewer and Reporting enhances compliance and securiby audits,

eCantral

Audit

Types of eControl Access

Access to the eControl web portal is limited to users who have been assigned some type of
access:

= eControl Service Account - accounts that are configured in the Riva eDirectory or
Active Directory connections. These accounts have supervisory rights / permissions to
their corresponding eDirectory tree or Active Directory domain. These accounts have
automatic access to the "Administration” panel.

= eControl Delegated Administrators - eDirectory or Active Directory group members
assigned “Delegated Access” do not need supervisor rights / permissions to their
corresponding eDirectory trees or Active Directory domains. These accounts are
granted access to the “"Administration” panel.

= eControl Operators - eDirectory or Active Directory groups that are assigned to a task
collection, create profile or audit view assignment. These accounts can perform
delegated administrative tasks in the “"Manage”, “Create”, or “Audit” panels.

= eControl Users - eDirectory or Active Directory groups that are assigned to a user self-
service assignment. These accounts can change their own password, configure ‘Forgot
password’ settings, and personal information.
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Login to the eControl Portal

To access the eControl web portal login:

= http://localhost using a web browser on the eControl host server
= http://<eControl host server IP address or DNS name> from any desktop web browser

&S eControl

eControl Login:

Lisarname: econtral
PﬂsE'ﬂ!’ﬂl"d:’ (ETTTRTIT I L]
Language:

ao Francais {Canada)
Forgot ¥our Password?

+ Username - provide the login name configured to the eDirectory connection configured
during the installation. If there are multiple AD connections, choose the domain where
the eControl management accounts are located.

+ Language - This will appear if eControl was installed with multiple language support.
The visible language of the eControl web pages will be localized to the language selected
during the login.

Access the eControl Administration Panel

eControl is administered using an “Administration” panel available only to eControl service
accounts and delegated administrators. Only those accounts will see the Administration link
in the menu tool bar.

s i
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Provisioning eControl is performed from the “Administration” panel. Only eControl service
accounts and delegated administrators can configure how eControl works and can provision
management task collections, create profiles, self-service assignments, and audit file access to
other users in the environment.
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Assign Delegated Administration

Initial access to the eControl "Administration” panel is limited to eControl service accounts.
Assigning eControl delegated administrators should be the first management task performed.

For eControl installations that have been upgraded from eControl 3.4
or earlier, this procedure is now available.

To assign “"Delegated Administration”:

1. Create a group in eDirectory for eControl delegated administrators (e.g. econtrol-
admins) and add members that should be provided access to the eControl administration
panel.

Login to eControl as the eControl service account.
Click on “Administration” in the menu bar.

4. Click on the “Delegated Administration” link in the footer of any “"Administration” panel
page.

5. Click Add. Navigate to and select the eControl delegated administrators group created
in step 1. Click OK and click Accept.

Navigate to the “"Manage” page and click the Apply Settings button.
Logout and login as a delegated administrator.
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Configure the Manage Module
The "Manage" module provides web-based Directory object management tasks for eControl
operators.
How it Works
For the Manage Module:
1. Task collections are created and configured. This defines what tasks can be carried out.

2. Task collections are assigned to Directory groups. This defines who has the authority to
carry out the assigned tasks in a task collection (we refer to this as "Task Authority").

3. Search paths are assigned to each Task Authority and task collection assignment. This
determines where (in which containers and therefore against which users and groups)
the assigned tasks can be carried out (we refer to this as "Search Authority").

Task Collections are based on the types of tasks available for the type of Directory and email
system being managed. eControl 3 currently supports:

» eDirectory 8.5+
e« GroupWise 5.5 EP+

Calculating Cumulative Authorities
Important concepts to remember are:
e« A user can be a member of multiple groups
e Task collections are assigned to groups
e A task collection can be assigned to more than one group

« A group can be assigned only one task collection but can be configured for multiple
search contexts and exclusions

» Search contexts can be specific to a single container or can allow for sub-containers to
be searched and containers can be excluded from a search context

e Each task collection assignment may be assigned to multiple search contexts in multiple
Directory systems

The cumulative affect is that a single user can be assigned conflicting task sets (e.g. a
restricted set from task collection "A” and a fully-enabled task set from task collection “B") for
the same group of target users being managed. In that case, eControl calculates:

« Search Authority - the cumulative list of all containers in all managed directories that
can be searched by the operator, and

« Task Authority - the cumulative list of tasks that can be performed by the operator
against the selected user is based on adding together all of the assigned tasks for every
task collection that applies to the selected user. eControl will apply the least restrictive
(most permissive) set of tasks.

If an eControl operator is assigned to a “"Task Collection”, the *“Manage” tab will be visible when
they login to the eControl portal. Search operations will only work for those search contexts
defined in the task collection that has been assigned to the group the Operator is a member of.
This limits the scope of task ability for each eControl operator to assigned task collections.
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No Administrative or Supervisor Rights Required

User accounts that will be enabled to use eControl to manage network users and resources
require NO supervisor or administrator rights in the file system, in the Directory or to email
systems being managed. Management tasks are assigned to eDirectory or Active Directory
groups through the eControl Administration panel. Any member of a group that has been
assigned a specified task can carry out that task.

Planning for eControl Manage

To implement eControl *‘Manage’, some time must be taken to create and configure objects in
advance. Some things to consider are:

« What different types of administration do you want to implement:
o Will there be system-wide administrators?
o Will there be container specific administrators?
o What other types of administrators do you want to enable ... for example:

= IT help desk operators who can enable/disable accounts, change
passwords, and modify group membership

= Office Managers who can enable/disable accounts and change passwords

= Regional Administrators who can perform user and group management
across multiple locations

« What types of tasks do you want each type of administration to perform? This will help
to define task collections.

*  Where in the Directory will each type of administration be able to perform assigned
tasks? This will help to determine “scope” defined as the “search context” (the parent
and child containers) that can be assigned to each task collection assignment.

Planning Concepts for Task Collections

Careful planning is required to determine where to add, remove or adjust task.

When looking at what task collections to create, it is helpful to use the following strategy:
e« STEP 1 - Determine which containers are going to be managed by eControl.

e STEP 2 - Determine the types of task collections that are needed to support the desired
user account and email account management strategy, e.g. all tasks, tasks for office
managers, tasks for user support staff. In this step, you should always have an “All
Tasks” collection and a list of additional task collections that are required. Each task
collection should have the exact set of tasks to be configured in that collection. (e.g. a
set of minimal tasks that a junior level help desk operator can perform). Be detailed with
this step and decide on an appropriate naming strategy for each task collection.

« STEP 3 - Determine which group of “operators” will be assigned to each task collection.
You can choose existing Directory groups or create additional user groups as required.
Decide on an appropriate naming strategy for each “eControl” group.

After the plan has been completed, the next step is to create the new task collections and
assign them to groups to match the user account management strategy.
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Configure Super Administrator Task Collection

The recommended first task after assigning “"Delegated Administration” is to enable system-
wide administrators (e.g. “econtrol-admins” group). This includes:

« Modify the “All Tasks” task collection to select appropriate tasks, and

e Assign the “All Tasks” task collection to the “econtrol-admins” group.

Modify the “All Tasks” Task Collection

The recommended first task after the initial login to the administration panel is to modify the
“All Tasks” task collection to ensure that the desired tasks are enabled:

1. Login into eControl as the eControl service account.
2. Select the Administration tab in the top tool bar. This will take you to the eControl

Administration panel.

3. Select the Manage tab in the top tool bar. This will take you to the administration panel

for the "Manage" module.

4. To modify the task collection to be assigned to the econtrol-admins group, click the
Manage Task Collections button. The “All Tasks” task collection will be selected and

there are no groups listed as having this task collection assigned to them.

[Z] Manage Task Collections

Systems and Tasks
o Al Tasks
@ ehirectory

Assigned Groups

System [d

Path

No records to display

Click on “eDirectory” to display the full list of available tasks.

5. Scroll down through the available tasks and select the ones that should be made
available to the eControl system-wide administrators.

{=) Manage Task Collections

~Systems and Tasks
&5 All Tasks
@ aDiractory
¥ account Status
[ adventureWorks Details
¥ BULK: Account Status
I BULK: Delete Object
& BULK: Identification
& BuULK: rMembership

|

~eDirectory
[T Select / Deselact all
¥ Task: Account Status
M view Account Disabled
¥ Disable account
¥ Enable account

1 custom Task: AdventureWorks Details
™ view adventureworks Details
¥ Modify AdventureMWorks Details
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6. Click the Update button to record the setting changes. Click the OK button to close the

“Success” window and the click the Save button to save the changes and close the
Manage Task Collections window.

i = Su:uisl”

| Fi S B
I futhority was updated,
I N
[Lok |
|
_Jﬂ OB rask: BLLK: Mombership
k oL e e e e,
(] Update
:__ S _: Cangal

Assign the “All Tasks” Task Collection

Once the desired tasks have been selected, the “All Tasks” task collection must be assigned to
the the system-wide administrator group (e.g. “econtrol-admins”):

1. In the “Groups” pane, click the Add button.
2. Ensure that the correct Directory is displayed for the "System Name”. Beside the

“Group or Container:” field, click the browse icon open the Directory browse window.
Navigate and select the system-wide administrators group and click the OK button.

__‘,‘j Add Growp or Contalnes L= =0 X |
—Group or Centamner Information
System Mame; i R -
Group oF IF
Container: . |
Task Cd = ecantrol Directory Brovwser e
Copy Fr’ -
| @ DEMO2-TREE =
= b ACME
A al- “H Berlin
“d eContral
|
& acme eDir Group
! - B Acme-tdmins
| - B Acme-HR
& eControl-Admins
“# Edmonton
*H New Tork 1
5 omni >
[ Ok [ cancel

3. In the “Add Group or Container” window, click Accept.

Revised: June 11, 2010 © 2009-10 Omni Technology Solutions, Inc.

Page 11 of 68



eControl 3.5 for eDirectory & GroupWise Admin Gu

ide

omnb

WWW.0omni-ts.com

4. The selected system-wide administrators group will now appear in the “Groups” pane
and the “"Group Information” window will automatically open.

ga eControl sumstaon

Walcome, scontrol {scontrol ) Dmm)

HOME DASHBOARD MANAGE CREATE BELF-SERVICE AUDTT LOGOLT
[l Bt Tk Gelictionin. | [ bl ioisgpe labinthic o et | b arige Senrii Fommiz | | Manigs Gl Tatin] [N et
Graups I—D-éhﬁﬁl:;-
Double-click group rode to edit group details, Group:
= , DEMOZ-TREE en=eContal-Admms, ouseContral o= CHE
- e Task Collection;
« 8 eControl Al Tasks
B econtrel-Adming Search Doleted Objects?  Ho
EG'WFH-'-"I-‘ S Lant LiLir bl _i=l E_Jﬁ
riGrowp Information =
System MName: DEMOZ-TREE
Group: tr=&Contral-tdming ou=aContral o=AC ME
Task Collection: |-_.5]| Taiks -‘! Manage
Search Deleted Objectsz [~ &8
 Search Contawts | Mail Stores |
] |l _
4 | Lsvstemia Path 20 5 e St
Mo records to display
N S —
[ o

In the "Group Information" window below "Search Contexts" click the Add button to
select the search contexts which also define the “scope” of administration for this

assignment.

Revised: June 11,2010 © 2009-10 Omni Technology Solutions, Inc. Page 12 of 68



omnb

eControl 3.5 for eDirectory & GroupWise Admin Guide Www.omni-ts.com

5. In the “Add Search Context” window, use the drop-down button to select the System
Name and click the browse icon to select the top level container for the search context
(e.g. 0=ACME). Click the Ok button to add this search context.

[ Groop Informatian [
Group Tnformation =
System Mame: DEMOZ-TREE
Group: er=gCantral-Adming ou=aCantral o=ACME
Task Callection: [anTama | Mansgs

Search Deleted Ohjectsr [~ £

R [7] Add Search Cantext i
Search Confexts | [
. % DEMOR-TREE system Name: S8BT .
Systam [d o S ACME Container: | e=hLHE -
T 8 perlin -
ho racords to displiy. %8 eco Search: | Cantainer and =il chitdren -
8 Edmanton advanced .. o
i
“d Taronta I agd another search context
T . ' = - .
ﬂ.l:lm:n e | Acerpt | | Ean.ul__J
]

Click the down arrows beside the “Advanced ...” field.

Advanced ... &
Is excluded #: r @

Is browsable #: [

Object classes: [ comma separated fist

™ add another search context

[ Accept j | Cancel ]

» Select Is excluded? to specify that this container is excluded from the search
context (used to create exclusion filters).

* Select Is browsable? To enable viewing this container in a tree-view pane for
object searching.

« Object classes: is used to add a list of object types that can be searched and
displayed.
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If Add another search context was checked, when the Accept button is clicked, the
container will be added to the search list. At the “Success” window, click OK, and the
“Add Search Context” window will open again to allow the selection of another
container. With the final container to be added, uncheck the Add another search
context option and then click Accept.

6. If a container was missed, repeat steps 4 and 5 to add as many additional search

7.  Select the “Mail Stores” tab to manage the available email systems.
= Group Information
System Mame: DEMO2-TREE
Group: cry=aControl-Adming, ou=eControl o =ACME
Task Collection: | Al Tasks = | Manags
Search Deleted Objects? [ &
Search Contexts
Ohbyject
System Id Pt w o L
DEMCZ-TREE B=ACME : o 2 |
DEMOZ-TREE ou=Lisers,n=0mni 5 o 2 |
[ _‘.-‘mre =] _ _':M!E!I
8. Ensure that the “Enabled” is checked for the email system listed.
_ Search Contexts | Mail Stores
Epablad Deniad
Eyskam Id Narmia - :
DEMOZ-TREE DOM1.POZ =
DEMOZTREE DOMLPOL )
9. Click the Save button to save the task collection assignment to the sys-wide
administrators group.
10. Click on the “Group Members” tab to view the users that are members of the group

Revised: June 11, 2010
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11. Click the Apply New Settings button to apply the changes to the eControl portal.

12. eControl will switch view to the "Manage” tab and display the default Manage page
that is available to eControl operators. Click the Administration tab to return to the
administration panel.

ﬁ'a Ecnntrﬂi Welconi, ssoniral {ecaniral) o'm’b
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Create and Manage Task Collections

Different task collections can be created and modified allowing granular assignment of tasks to
those groups that will manage resources using the eControl portal.

To create and manage task collections:
1. Click the Manage Task Collections button.
2. Click the Add button.

3. In the “Add Task Collection” window, provide a name for the task collection. Select “All
Tasks” from the “"Copy From” drop-down list to use the same tasks as the “All Tasks”
task collection.
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=] Add Task Collection

=]

add Task Collectiaon

Collection Name: Net Adrmins

Copy From: | Al Tasks

¥ add another task collection

| Accept ||

Cancel

If the Add another task collection option is checked, then the "Add Task Collection”
window will open to allow the creation of another task collection after the Accept button
is clicked. Click Accept to create the task. For this documentation, a Net Admins and
a Helpdesk task collections will be created and modified.

4. Repeat step 3 to create as many new tasks collections as needed. Uncheck the Add
another task collection option before clicking the Accept button for the last task

collection to be created.

5. Select the Net Admins > eDirectory task collection and modify the assigned tasks as

desired.

=~ oy | B | e
~Systems and Tasks [ eDirectory— R
B Al Tasks = 3 Task: Move Object 2
& HelpDesk F Move Object
o het m?lmins 8 Task: Password Restrictions
P eDirectary F Manage Password Restricions
f‘ Accaurnt Status A* Task: Bename GroupWise User
!_1 AdventureWorks Details ™ Rename GroupWise Object
¥l BULE: Account Status - * Task: Bename Ohject
17 BuLE: Delete Dbject F Rename Objact
& sBuLk: 1dentification ™2 Task: Beset Password
& BULE: Mambearship W Reset Pacsword
8 BULE: Password Restrictions ¥ Email
™2 BULE: Reset Password F Diractary
¥ Delste Objact W Do not espire password
[ eDirectory User Export M Same directory and emal passwords
@ Enable SroupWise Mailbox W Differant directory and email passwords
@ Groupwise Internet Addressing & Task: UNIX Profile
a [ GrounWise Junk Manllr-landlmu LH F Wiew UMIX Brofile =

Remove

——

|| [ Update |

Swe ||

Concel |

Click Update to save the settings.
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6. Select the HelpDesk > eDirectory task collection and modify the assigned tasks as

desired.

) Manage Task Collections = | peER
Systems and Tasks- elinectory '
& Al Tasks e |1 Task: Move Object =]
& Helpbesk ™ Move Object

P cnirectary «8 Fask: Password Restrictions
¥ Account Stakus ™ Manage Password Restrictions
¥ BULE: Aceount Status AF Fask: Benarme CroupWise Liser
M euLr: Delete Object [T Rename GroupWise Objact
& suLk: identification Jii ¥ Task: Benarme Object
& puLs: Membershp ™ Rename Object
= BiLE: Password Restrickions ™ Tark: Reset Fassword
w5 BULE: Reset Paseword W Reset Password
0 pelete Object M Email
& Enable GroupWise Mailhox ' Directory
@ GroupWise Internet Addressing ¥ Do not expire password
[ GroupWise Junk #ail Handhing W Same directory and email passwords
¥ GroupWise Massenger Settings W Different directory and email passwords '[
® GroupWise Optians & Task: UNIX Profile
R GrounWise Proxy -‘5-¢E|E'55- -j':‘ ¥ wigw LUINLE Profite
il L I Medify LIMEX Profile =
L age | | update
s;'" i -_ .EﬂﬂtE.Iu

Click Update to save the settings.

7. Click Save to save all the new task collections and close the "Manage Task Collection”
window.

Assign Task Collections

The “"Manage” module depends on the assignment of task collections. Observe the following
considerations when assigning a task collection:

e A task collection can be assigned to multiple groups.
e« A group is limited to one task collection assignment.

« Each task collection can be assighed more than one search context. The combination of
all Directory containers in all search contexts assigned to a task collection define the
management “scope” of that task collection. A member of an group assigned to a task
collection is limited to managing those objects that are “in scope” or exist in the path of
the assigned search contexts.

To assign task collections:
1. Add one or more Directory groups to the list.

2. For each group, assign a task collection.
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3. For each task collection assignment to a group, specify the search context and the
manage email stores.

Add Groups
To add multiple groups to the list:
1. In the “Groups” pane, click the Add button.

2. In the “Add Group or Container” window, click the Group or Container browse icon.

3. Select the desired group and click OK.

[=] eControl Directory Browser

. @ DEMO2-TREE
' din BCME
“d eerlin
4 “H eControl

& acme eDir Group
& acme-admins

& Acme-HR

&8 =Control-Admins

4. In the “Add Group” window, ensure that the correct Directory is displayed for the

“System Name”. Click the “...” ellipse to open the Directory browse window. Navigate
and select the desired group and click the OK button.

=] Add Group or Container

- Group ar Container Infarmation

System Name: =
Grnup_ or: [ cn:;'lc rre-Audrningousel n%tml,c:ﬂEME - | i
Container: - _
Task Collection: |J-‘JJI T '_]
Copy From: All Tasks

HelpDask

HE

F add another group  BAEEEIEIRE
Accept | | Cancel |

Select the desired task collection from the drop-down list. If Add another Group is
checked, the “Add Group” will open after this group is created and confirmed. Uncheck

the Add another group option before accepting the last group to be created. Click
Accept to continue.
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Configure the Task Collection Assignments

When all the groups have been added, they will be visible in the list. Each group must have its
corresponding task collection modified to define the search contexts and enable the email store

ﬁ.a eCo ntrﬂl Adminstration

HOME DASHEDARD MANAGE

CREATE

Welcome, econtrol (#control )

SELF-SERVICE AUDIT LOGOUT

| | tarage Task Collactons I i Manags Identification Fanms | | Msnage Search Foren | | Mansgs Custoen Tagks E_ﬁnpymmng:__l
Eroups eetails -

Doeeble-ciick group node fo edif growp details, Group: en=BCME-HelpDeik su=eContral o=ACME

« % DEMOR-TREE Task Callection: HelpDesk
| = "@acme Search Deleted Objects? Mo

+ “d Borin Sparch Contexts | Group Membears
+ g aControl :
3 parkn-HDO-ATasks System (4. Path

& pertn-HR-Cretatnly

Ho records to desplay.

+ ™ ecanzrol
& srme-adming
B scME-HalpDesk

[ semeve | =

To modify the task collection of a group, either double-click the group or select the group and
click the Edit button.

To configure each group assignment:

1. In the “Group Information” window, ensure that the correct task collection has been
assigned. Click the Add button.

~Graup Informaton —
Systam Mame:

DEMOZ2-TREE
Group: cn=ACME-HalpDask ou=eControl o=ACME
Task Collection: HalpDusk »| Manage
Search Deleted Objects? [~

Search Contests

" Mail Stores
System 1d Path AR 3;’“;'?
Mo records to display.

L |

Save Cancel

Revised: June 11,2010 © 2009-10 Omni Technology Solutions, Inc. Page 19 of 68



omnb

eControl 3.5 for eDirectory & GroupWise Admin Guide WWW.omni-ts.com

2. In the “eControl Directory Browser” window, select the top-most container for a search
context and click OK.

[Z] eControl Directory Browser X
1 -
s % DEMOZ-TREE [ Add Search Cantesxt e,
¢ & BCME =
23 Barlin System Name; : TEE "
*2 econtral Container: omAME -
“H eCantrol : = 5
: Search: Contaner and all children -]
“H Edmonton L
8 New York fdvancad ... b
"@ Toronto
b " vancouver 15 excluded 7; 3 5}
& omni Is browsable 1 @

oObject classes:

Dk | Cancel

W add another search contest

Accept . Cancel

In the "Add Search Context” window, check the Add another search context option to
select another Directory container. Click the Accept button. At the “Success” window,
click OK.

3. In this example, we want to add a child IT container and exclude it. This will prevent
the HelpDesk operators from seeing and managing the IT department objects.

(=] Add Search Context. (3 Ensure that the Search

= option uses Container only

System Name: e =1 | or Container and all
: children as desired.
sl [ou=eContralo=aCE =i
Search: (i anty. <1 Drop the Advanced options
and ensure that Is excluded
AR ,.. is checked.
Isexciuded: @ Uncheck the Add another

search context option if this

15 browsable 7
= is the last search context to

Object classes:  Errar comme separated [ be added.
W add another search cantext Click the Accept button.
Accept | s Cancel .

4]
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4. Confirm that the “Scope” and “Is Excluded” options are correctly indicated.

—Group [nformation

System Mame;
Group:
Task Collection:

DEMO2-TREE
tn=ACME-HelpDesk, ou=eContral o=aCME

| HefpDe:k

Search Deleted Objects? [~ @3

Search Contexts { Mail Stores |
System Id Fath

DEMOZ-TREE D=ACME
DEMOZ-TREE ou=eControl o=ACME

= | Manage
Ghject
& X dasses
. Tl ‘J‘ "
2 X W 2 0

Click on the Mail Stores tab.

5. Ensure that the mail store(s) and enabled.

| searchContexts | Mail Stores
Systam Id hame
DEMO2-TREE DOM1 o2
DEMO2-TREE DMl POL

6. Click Save to the changes to the task collection. Once all task collection assignments

have been configured, click the Apply Settings button to make the task collections
available in the Manage page for the assigned eControl operators.
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Manage Identification Forms

eControl Operators who are granted “"Manage Identification” tasks in their assigned task
collection can view and modify the personal information of user accounts. Click the Manage
Identification Form to modify how the form works.

Q ECBI’ItI’Dl Adminiatratian ED
gu Waelcome, eControl Admin {ocadmin) om
HOME FASHEDARD MAMAGE CREATE SELF-SERVICE AUDIT LOGOUT
i | Manadge Task Collactions. li Manage ldentification Farms |i Mankge Search Form: bannge Custorn Tatks | | Agphy New Settings i
[ Groups | = Manage dentification Forms L T |
Doublyl ldentification Forms
rl @nr . T o -
« & ~Field Collactions — — r Details (Type:1PEG Photo)-
o + _lomnidevlabs com A Label text: | Pt B
. Genaral Label align: (Lot «| Isread-only? [~
[ photo -k .
™ Emal attribute name: jpeaPhatn
[3 First Name || 15 required? o
el Hovlabs:
13 Middle Irsnals .
Displaye  plign right
- U Fas- Bpn & align left (withous labal)
4= 19 Full Name
i, File size limit: w0 - B
9 Generatonal Qualdier B
4 Titke E‘gu“?‘i:lispluv 19 - [ 7] |
i
- Besatun _"_1 Image display a0 A ﬂ
= — | <
L | [ oty || movetip | [ Mo Do | | Upclate: | it ‘Update’ to save charges to the datalls —
1]
| Previes Foren |
| S | | Cancel

The “Manage Identification Form” can be modified in the same manner as "Manage Create
Forms” (see “Create” then “"Manage Create Forms” for more details).
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The important differences is that with "Manage Identification Form”, the Headers match the
Tabs in the actual form and the Fields match the Input Fields in the actual form.

(=] Mansge Kentification Fos ms il A3 | = 6

- [dentification Forms

- Cretails

[ Fiald Colectians
S el Header:

Beneral =

Display header?: =
I Disabled?: r

[2) Preview Form

[+ 1?

& middle Ini
[ Last Nams
[ Full Hame
[ Generational Qualific
3 Tidde

9 Degeriphion

M Emmdnves M

[ oty || Moveup || Move pown |

Y corporate | Telephones |\
IEmaiI l
e

Middle Intials
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Manage Search Forms

eControl Operators are granted the ability to search for objects in the “search scope” defined in
the assigned task collection. Click the Manage Search Form to modify how the search form

works.
e’ I Administration u"ul
““ econtru Welcame, eContral Admin { ecadmin)
HOME DASHEDARD MAMNAGE CREATE SELF-SERYICE AUDLT LOGOUT
i .Mn_mnguk Callections ' Manage Identification Farms E . M;npgtw;:f:F.wms _[ Manzge Cusbom Tazks i i ﬁﬂﬁ-bl'NHS'&ﬂDﬂgl
~ Groups = 5
= Manage Sessch Farms o |
Doulie :
=4 Search Farms Details -
s Bom
s B !' Object types: InetCrgPeron,organzationalPerson, Persan group O i}
Grougps - e
drganizational Roles Search Fields " Search Result Columns
Mame: (min 1chr)
Last Hama; (min 1 chr.)
= L
Attribites: en, b8 countflame ﬂ Eylahs
. = Move Up || Move Diown |
— | Moveup || MoveDown | s [
IS L S [ agd |l et || Deetn
| Enable fDisabile | it Deefnil
E [ ndd Edit | Dl te
swe. || Canent |

The “Search Forms” and “Search Fields” details control how search form area of the Operators
“Manage” page will look like and perform.

“Search Forms” can be used to add, modify or remove search types. Each search type is
associated with one or more object types (LDAP object classes). “Search Fields” is used to
define the field name and matching LDAP attribute and how many minimum characters to
match.

Note: Modifying the default provided search form types and search fields
requires extensive knowledge of LDAP classes and attributes for the
associated Directory systems being managed. Do not attempt to modify
any Search Form or Search Fields settings without assistance from
Omni Technical Support.

“Search Results Columns” can be used to modify the order that the search columns will display
search results. Existing results columns can be removed or modified. Other search results
columns can be added.
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Manage Custom Tasks

Custom tasks can be created and added to eControl and the corresponding custom tasks can be
enabled in task collections.

Note: Modifying the default provided custom tasks requires extensive
knowledge of LDAP classes and attributes for the associated Directory
systems being managed. Do not attempt to modify any Custom Tasks
without assistance from Omni Technical Support.
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Configure the Create Module

The "Create" module provides web-based enable eControl operators to create objects within the
Directory(s) being managed. Complete granular control is provided through the eControl
Administration panel where the eControl administrator can control what objects are created by
which group of users and in which containers in the Directory.

How it Works

For the Create Module:

1. Source objects are created in the Directory(s). This provides an object that can be used
as a template for creating objects of the same type.

2. “Create forms” are built and configured. Those forms will be used by eControl
operators to create new objects.

3. “Create Profiles” are built which define:
» the create form to use;
« the source object (the template) to use;
« the target location where the new objects will be created;
» whether bulk create will be enabled;
« which eDirectory groups can be assigned to those create objects; and
« which additional groups to make the new objects a member of.

If an eControl operator is assigned to a “Create Profile”, the “"Create” tab will be visible when
they login to the eControl portal. Operators will only be able to see and use those “Create
Profiles” that they have been assigned to.

Types of Objects that can be Created

The Create Module supports the individual and bulk creation of:

« eDirectory user objects — whatever common settings are applied to the base object will
be copied to the new user created including GroupWise account settings, home directory
settings, and group memberships

« eDirectory objects where a base object has been created in the Directory that can be
used as a template.

No Administrative or Supervisor Rights Required

Directory groups will be assigned to create new objects and members of those groups require
NO supervisor rights or administrator-level permissions in the file system, in the Directory or to
email systems being managed. Create tasks are performed by the eControl service accounts on
behalf of those users that have been assigned to a create profile.
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Planning Concepts for eControl Create

Careful planning and preparations will result in the creation of the correctly functioning “create
profiles”. When looking at what create profiles to create, it is helpful to use the following
strategy:

STEP 1 - Determine the target objects to be created in terms of context (location in the
Directory system) and the configuration of the new objects that will be created. For
user objects consider home directories, GroupWise account, common identification
information (like department, location, mailing address, telephone numbers, etc),
account profile, terminal services configuration, remote access settings, and group
memberships.

STEP 2 - Create an appropriate source or base object to be used as a template that will
be used to create the new object. Since a Create Profile can specify a create form, a
target location, and group membership (for user objects), create the minimum number
of source objects needed. Focus on creating source objects that specify configurations
that can be common for all as many target objects as possible and specify unique
settings using the combination of a create form and create profile settings.

STEP 3 - Determine which values the eControl operator must provide in the create form
when creating the new target object. Keep in mind that you may need different create
forms for the same target objects: one for single object creation and one for bulk
import. This step involves identifying the field definitions that will be mapped to the
target Directory system.

STEP 4 - Determine which Directory group(s) will be assigned to use each create
profile.

Build the Source Objects

Once planning and preparations have been completed, source objects that will be used as
templates for new objects need to be created. Consider the following factors:

User objects - create source user objects that are common to a context and configure
the object with the common settings (e.g. home folder, terminal settings, common
identification information, common group memberships, etc). For example, if the
Directory has containers based on geographic location, and users are differentiated by
the group memberships (Sales or Marketing or Administration), create a single source
user object for that location. Unique information can be specified in the create form and
uniqgue membership associations can be specified in the create profile. Using this
strategy a single user template object can be created for the "New York” container and
multiple create profiles such as "New York — Sales” and “New York — Administration” can
be created to meet unique requirements.

Group type objects - there is not a lot of unique information that can be
pre-configured in a source group type object. Typically, a single source object for each
type can be created per eDirectory tree or replica partition.

As a best practice, it is recommended that:

source objects are located in a ‘Resources’ child container inside the ‘eControl’ container,
and

the *‘eControl’ container should be outside the scope of management for all task
collection assignments except for the eControl service account.
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Build the Create Forms

Once source objects have been created, create forms need to be built and configured. eControl
ships with 4 pre-built create forms which should not be modified in any way. Those create
forms are normally used as a source to create new unique create forms. The pre-built create

forms include:
e User (Active Directory) - not used in eDirectory only environments

e Group (Active Directory) - not used in eDirectory only environments
* User (eDirectory)
e Group (eDirectory)

To build a new create form for a user object:
1. In the Administration panel, select the “Create” tab.

a Ecnntrﬂl i Welcame, ecantral (scantrol] m@

DASHBEDARD MANAGE SELF-SERWICE AUDET LGOI

r Profiles

Right-click trea rode fo view options. Dowble-click free rode fo
it Fo move nodes wse drag & drop,

1 Datails

—1 Profilos

2. Click the Manage Create Forms button.
3. In the "Manage Create Forms" window click the Add button in the "Forms" pane.

4. In the "Add Form" window, provide a descriptive name for a new form.

E Add Form
Mame: ACME eDir Users
Copy From: | User (eDirectary) -
Description: Create new eDirectony accounts
in DEMOZ-TREE
[ Accept I < Cancel I

Enter a description for this form (optional). Select the applicable pre-built create form
as a source object from the Copy From: drop-down list and provide a suitable
description. Click the Accept button.
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5. In the “"Manage Create Forms” window, select the new create form (e.g. ACME eDir
User) from the forms drop-down list. Click the Save button to save the new create
form. You can then manage the create form:

=] Manage Create Forms E=RR—R
[Foms -
|'EE-H£*_FEUF“ = Descrption:  Crae new eDiireckorny accounts in DEMOZ-TREE
[ tidd Edit | Remove
I ACME aDir Users = Label text: First Manne - =
& F'-E'FSIJI'IM Infarmation Label align: Left - :
3 First Name —
[ Middle Initials Attribute name: givenMarme
[ Last Hama 15 required?  Foraute-complete only: [~ &)
13 username Default text:
% Full Mame A
- Empty message: ke
3 Qualifier
[ Tide Max Length: 0 -
3 Location Number of rFows: @ -
(3 pepartmant
; #F Cankact trformatinn = ‘Max Length’ se? to 0 (default) means mo limit. =
! f : ___'}_r_\._..:u:,{.ﬂ_.-_gflw-....nf R o T R A e |
L | Meodify || MoveUp || MoveDown | | _ Update | etiek ‘Undate’ to save changes to the details
Preview Forrn |
Save [ Cancel |

The "Manage Create Form” is made up of three panels:

« The “"Forms” panel allows the administrator to select the create form to manage.
In addition, the administrator can add a new create form, and edit or remove the
create form that is displayed in the form drop-down list.

« The “Field Collections” panel displays in a tree-view the fields that will be used
in the create form. Fields are contained in categories.

o An administrator can create a new category, edit the category currently
selected, move the category currently selected up or down (which changes
the order of categories as displayed in the create form), and remove an
existing category (that contains no fields).

o An administrator can create a new field, move a field up or down in the
current category (which changes the order of the fields as displayed in the
create form), change the type of a field, and can remove a field.

« The "Details” panel shows the unique information for each category or field.
This is where changes can be made and updated.

« Below the “Details” panel is a "Preview Form” button that can be used to
display a sample create form using the settings currently saved for that form.

4. Make the necessary modifications to the create form and click Update.
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5. Use the Preview Form button to open a preview form and test the changes that have
been saved.

6. Click Save to save all changes to the create form and make it available to a create
profile.

How to remove an existing field

In some cases, existing fields will need to be removed, e.g. if the source user object that will be
assigned to the create profile that uses this create form is configured with an GroupWise
account, then the email field should be removed to prevent problems. Warning - do not
remove an existing field marked as “Required”. Those fields are required by eDirectory and if
removed, the object create process will fail.

To remove an existing field from a create form:

1. Right-click the field to be deleted and select "Remove”

2 4 Contact Information

[§ Telephone Mumber
Note - Removal of fields cannot

5 Eml'_L| Copy be undone. Once a field has been

9 we ~ removed the only way to add it
L3 Change Type back is to manually recreate it.
o & Passw P
[q Pas
E Mowve Down

[ modty ][] memove

2. Verify the removal action.

How to add a new field
To add a new field to an existing create form:

1. Right-click the category which will contain the new field and select “"New Field”

—Field Collections
¢ _1ACME eDir User

N Personal Information
[ Mew Field...

Move Lp

Maove Down

] Togl Togl T

Femove
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2. In the “Add Field” window:

(=] Add Field =
— Add Field
Label text: | Department -
Attribute name: depzrtrment
Field type: |T.=_-;¢ g |
W add another field
| Sccept l l Cancel |

e Select the label text from the drop-down list, or type in the desired label text.

« Provide the LDAP Attribute name that eControl will use to link the field to the
applicable eDirectory attribute for the object type. Refer to Novell documentation
for LDAP names for eDirectory attributes.

« Select the desired field type from the drop-down list. The most common are:
o Text used to record text values,

o AutoComplete used when values from other attributes will be used to
automatically fill in the value,

o Pick List used to create a drop-down or radio button pick list, and
o Multi-Select List used to create a multiple-select list box.

« Select the Add another field option to open a new “Add Field” window after the
current new field is added. Uncheck this option when configuring the last new
field to add.

e Click Accept to add the new field to the create form.

How to change the type an existing field

In some cases, the administrator may want to change the type of an existing field. This is
commonly done to change a “Text” type to a different type to better automate the create form,
e.g. change a “"Department” field from a “"Text” type to a “Pick List” type.

To change the type of an existing field in an existing create form:
1. Right-click the field to be modified and select “"Change Type”
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D Delr:nar.TmEmr..
(9 Copy

Ll Ghanga Tipe

Move Up

Move Down

Femove

Note - Changing field type removes the current settings associated with the field. Once
a field type has been changed the only way to revert it back is to change type back and
manually recreate the desired settings.

2. Select the desired type and verify the action.

Modify Details - Common Settings

All field types share the follow common settings:

Label text: is the
label for the field that
will be displayed in
the create forms.

Label align: the
alignment that will be
applied to the data

inputted into the field.

Attribute name: is

Label text: | First Marme -
Label align: | Left -

Attribute name: givenMarme

Is required? [¥ For auto-complete only? r @

the LDAP attribute name that is being mapped to the field. Refer to Novell
documentation for LDAP attribute names for eDirectory attributes.

Is required: this field must contain a value.

For auto-complete only? - data inputted to this field will not be saved to the
Directory. It will be used for other auto-complete type fields in this form. If this option
is selected, ensure that the “Attribute name:” field is set to NOFIELD.

There are two buttons that apply to all field types:

Revised: June 11, 2010

Update button
will save the

|
g | Update Click ‘Update’ to save changes to the details

in to the

settings for the
field.

Prewiews Form ]

Preview Form

button will open a window and display the form that includes the field being modified.
Changes made to a field being modified will not appear in the “Preview Form” unless the
Update button is clicked before clicking the Preview Form button.
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Modify Details (Type: Text)
“Field Type: Text” is used to record text values. Settings specific to “Field Type: Text” include:

+ Default Text: The
value in this setting
will be displayed and

- Details (Type: Text)

mg E:Ijﬁ’?rﬁs to Default text: Enter default value
operator does not Empty message: Enter empty message
modify the value

while running the Max Length: 0 =
create object

wizard. Leave blank Number of rowes: 0 .

if a default value is

not required. o
‘Wax Length’ set o 0 {defawilt) means no limit,

« Empty Message: Womnber of rows” set to 0 (defallt) reans single line text field,
The value of this
setting will be
dlspla_yed as a note Click “Undate’ to save changes o the details
but will not be
applied to the field
value if the operator does not modify the value while running the create object wizard.
Use this to provide additional instruction to the operator.

+ Max Length: Specify the maximum number of characters for this field’s value
(optional). Leave as ‘0’ to indicate as no limit (default).

« Number of rows: Specify the maximum number of rows available in the create form.
Leave as ‘0’ to indicate no limit (default).

Modify Details (Type: Autocompletion)

“Field Type: Autocompletion” is used to create a value based on a “pattern” by using data from
other fields. Settings specific to “Field Type: Autocompletion” include:

+ Display Mode: Specifies
how the value will be
displayed on the create
form.

Display mode: | Bisplay in form| 5

Display in preview
Do not display

o ‘“Display in form” -
this field will display
onn the create form
and can be modified
by the operator.

o “Display in Preview” - this field will display on the create form in a read-only
mode.

o "“Do not display” - the value is created but is not displayed on the create form.

+ Pattern: The value of
(tjr;laswﬂneﬁoﬁejtr?::a Pattern: (LgivenName)(Llinitials)(T|sndir| Y ([ |
fields.
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Click the elipse to open the “Pattern Builder”.

=] Autocomplete Pattern Builder 5

fwailable form fislds

Pattern sagments

Departmant
Cescription
Email

Fax Number
First Mame
Last Name
Location
Middlz Initials
Qualifiar
Telephone Number
Title

Mumber of characters

 Add segment

=

&l

Take "1° chars. from 'First Name®

Take ‘7" chars. from ‘Last Mame®
Remove text '’

Remove text ™

Result will ba 'lowercase’

Take "1° chars. from "Middle Initials'

Separator text
Remove text

| Make result

i |
| Replsce accents | &5

 Add sugment | &

Add s:gme.nt s}

PRERCA wescase | Mevelip | | M Down | Rrafiane

| Remee il

Sawe ' i_._‘,:mcel |

lak

To use the pattern builder:

o

Highlight a field from the “Available form fields” list box and specify the number
of leading characters to use, or check “All” to use all characters. Multiple fields
can be selected, which will result in the resulting characters being concatenated

together to form a new resulting value.

To add separator text, like a blank space or a hyphen *-', enter the desired value
and click the Add segment button.

To remove blank spaces, hyphens or other symbols, enter the desired value and
click the Add segment button for "Remove text”. Use this to remove a null
space at the end of a character string.

Click UPPERCASE or lowercase buttons to force the result value to be all caps
or all lower case characters.

“Pattern segments” list box contains all selected patterns. Use the Move Up and
Move Down buttons to place patterns segments in a specific order if required.

Click Save to save the configured pattern to the field configuration.

Do not forget to click Update to save the changes made to this field and test the
pattern using the Preview Form button.
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—Details (Type:Autocompletea)

Display mode: |Disp|a}finfnrm v|

Pattern: 1|givenMarmed(Linitials)(T|sn){r] 2|20\
Syhigx
{9 |attribMarme)(r| s |separator)(Q|attribName ) |attribName)
fu|e i)

mare =

Click "Update” fo save changes fo the detalls

Modify Details (Type: Pick List)

“Field Type: Pick List” is used to create a means for the operator to select a pre-defined value
from a list. The default list type is a drop-down selection. Settings specific to “Field Type:
Pick List” include:

Detats (TypeiRick list)

Attribute name: 1 |
1% required? I~ For awto-camplote anly? [~ &0
Allaws costom text? & @ | chocied duplues " il R My k s

This Fatad-buthons” ofbor

Rodio-buttons? = ﬁ 11 chaecked displays the options a8 & |-".|'I|---|'-: o
I charcied, the “For auto-complete anly ¥ option will have no affect
Values: Teut: Eamoncor | key! 'Eamonton =
—— S =l _ First Nama " Robart
_ Mowelp | | MowveDown | | Remowe Nl Tniake s
Cisplay z
iy Berdn Walue; Berlin LaaE Hame * Waling
Thi iz 5 pock fed fipkd L A = sammame rgeenilieg
-
- Quaifior
. Updaste | Undate” to save changes o the dedalls
Titla Wangger
Lecaton Wi d Siratet i""
Departmeant
Edmpntan
Bacin 1

« Allow custom text? If checked, the operator can type in a new optional value into the
text box for the field value (only works with drop-down lists).

+ Radio-buttons? If checked, the operator can only select values from a radio button
list. This option disables “Allow custom text?” if checked.

+ Values: Create pre-defined values by typing in a “"Display text” and “Value” pair and
clicking the Add button which will add the value segment to the “Values” list.

Do not forget to click Update to save the changes made to this field and test the pattern using
the Preview Form button
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Modify Details (Type: Multi-select list)

“Field Type: Multi-select list” is used to create a means for the operator to select a one or more
pre-defined value(s) from a list displayed in a list box. Settings specific to “Field Type:
Multi-select list” include:

Details (Type:Mulb-select list) -

Label text: | Dapartmant -] 4
Labal aligh; M = Personal Information
- Fi L o
Attribute namae: ol w5t Name A
Meddle Tnitiats
15 required? I = i
Last Mame 3T
Yalues: Text: Sales | Key: Sales = e
Teuk: Markebng | Key: Markatmng =
Tt [T | Kay= IT Lisemame amtedd
=
x Cualingr
Mve Up Mave Diown Remmcne
Title
Display Exteiitre Walu@: Exedutes I Suppars Agent
=t
i . o Lacabon Edmonton -
Thig I & mulli-select st fiekd, T
3 Departmant Sales _'J
Update | oot ‘Lintits’ B savie changas t e datails ark i
Exgiutive ;I

+ Values: Create pre-defined values by typing in a “"Display text” and “Value” pair and
clicking the Add button which will add the value segment to the “Values” list.

Do not forget to click Update to save the changes made to this field and test the pattern using
the Preview Form button

Build the Create Profiles

Once create forms have been defined, create profiles need to be built and configured. There
are two types of create profiles:

« Simple create profile — specifies a create profile assignment that links a create form to a
single target location in a target system. A simple create profile can create a user object
and corresponding email account, and can include management of corresponding third
party extension.

e Linked create profile - specifies a create profile assignment that links multiple simple
create profiles together in a combined create wizard. Use this to create a user account
in one system and in another system using the same values, e.g. use this to create an
user account in eDirectory and a corresponding GroupWise account, and a corresponding
account in Active Directory (to support file & print & SharePoint for example). Linked
profiles are usually configured to create matching user identities in different Directory
systems that will use the same authentication credentials (username and password).

The recommended process is to:
« Add Profile folders
« Add Create Profiles inside the applicable Profile folder
e Modify the Create Profile
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Add Create Profile Folders
To build new create profile folders:

1. Under the “Create” tab, right-click the “Profiles” folder and select "New Folder”.

&8 eControl s

HOME FASHBDARD MANAGE

hianage Create Fomms, |
Profiles

Figit=ciick tree node to view options. D&
edit, To move nodes use drag & drop.

= O profiles
| =l Mew Folder...
|3 Mew Profile...

Mew Linked Profile...

Expand all
Collapse &ll

2.

(=] Mew Profile Folder

In the “"New Profile Folder” window provide a name and description for the new folder.

) = e

i~ Profile Folder
Mame: ACME Berdin
Description: Create nﬁjetts for ACME Berlin

M add another folder

| Accept | | Cancel

If creating multiple profile folder, check the Add another folder option and click
Accept. Once the last new profile folder has been specified, uncheck the Add another

folder option and click Accept.
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Build a Simple Create Profile
To build new simple create profile:

1. Right-click the desired Create Profile folder and select “"New Profile”.

i Profies | 72 e Praiie i |
21 ACME Barin 7 = ) B B
- — Arafile
Z ACME Edm - Herr Fobdar, | > - - —
B ey o I_] A . | Jatan g Seitigey et s [ CanLaiars Mgambarste g [ i Loy &
1 scME wan @ Mew Linked Profile.. | Reamie Berien Marketing wliir i op weih GrospWine
i Edit Folcer | Auxdllary hject Classes: ' [ 7]
Femove [ Syibeme
Expand All [
Colapss AR | Description: Pl eting iiie with Rl dosunt
1
|

T elondral tireciory Mrowier

¥ oeMoR-TREE
Maszter Forms: A ME el Kloet B acmi
Base Object: P O T AT D P " barin
Creathon Costainer: ouBa e eOL A 5 eCnntrod [ nctory Drormses # aControl
et e L e "H raspurted
Ister sysbem Unigue Imi " ] prep— & perinTamplatslisar
[ Allow bulk create?: F 8 B srME G BaiinTomplacalsenzy
X Basitiny
b M aCorrol
“H Anzouroes
" eComircl
“H Edmanton

2. In the “New Profile” window under the “Settings” tab:
« Provide a name for the Create Profile.
» Provide a description (optional).
« From the System drop-down, select the correct Directory system.
« From the Master Form drop-down, select the desired create form.

e Click the ellipse beside the Base Object, navigate the Directory browse window
and select the source object to use as the template for this Create Profile.

e Click the ellipse beside the Creation Container, navigate the Directory browse
window and select the target container where the new objects will be created.

¢ Check the Inter-system Unique? option if eControl will perform an entity
uniqueness check against all systems that eControl has managed connections to.

e Check the Allow bulk create option if eControl should allow bulk create of
objects using this Create Profile.
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3. In the “"New Profile” window under the “Assign Groups / Containers” tab, add those
groups or containers to identify those users that will be granted permissions to create
new user objects using this create profile:

[ Edit Profile Ly [ 28] = |HES

~ Profile 1
| settings | Assign Groups /Containers | Membership Groups | Extensions |

The following Groups [/ Acoounts In the contalmers are aliowed o create an sccount using this profile.

System 1d Fath

DEMO2-TREE tn=Rerlin-HDO0-AITasks ou=eControl ou=gerfin,o=AC ME Delate

DEMO2-TREE cr=Barlin-HR-CresteOnly ou=eaContral ou=gerin,o=aCME Dalate

DEMO2-TREE cr=aControl-Admins ou=aControl o=ACKME Delate
|

! Save | | Cancel

¢ Click the Add button. In the “Add Group or Container” window, click the browse
icon.

* In the “"Directory Browse” window select the desired group or container and click
the OK button.

* In the “Add Group or Container” window, click "Add another” to repeat the
process to select another group or container and click Accept.

4. In the “"New Profile” window under the "Membership Groups” tab, add additional
groups that the new user will be made a member of:

{=] EditFrofia * ECHEE <
[ Profile— |
| settings | Assign Groups / Containers |  Membership Groups | Extensions |
Thiz Fst aliows ou o set up acditional membarship groups for created wsers,
| ‘System id Path |
DEMC2-TREE cn=Berin Marketmg Group,ou=Barin,o=ACME L'elete!
DEMCZ-TREE cn=RBerlin Users Group,ou=Rerin,o=ACME Delete

i S | | Cancel |

¢ Click the Add button. In the “Add Group or Container” window, click the browse
icon.

* In the “"Directory Browse” window select the desired group or container and click
the OK button.
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« In the “Add Group or Container” window, click "Add another” to repeat the
process to select another group or container and click Accept.

5. In the “"New Profile” window, click the Accept button to build this Create Profile.

Profidas

17 Details
Right-ciick free mode to wiew options, Gouble-click tree node te Profile Name: Brlin harkating alir Urer with Grouptdise
erifL. To rmove nodes aie drag & drop.
Object Class InetTegPenan
A Prahles
S ACME Berlin Auy Object Clagses
1’3 By Markoting el Usar with Groupiiise Systom: DEMC-TREE
J ACME Edmonton .
3 Description: Murketsng uterwath GroupWhie account
I ACKE Tesonto
— 1 ACMEE Vanoouwisr
Master Form: STME el User
Base Object:

ecneBestn Templatellser3W, owsResoumer suss o

Croation Container: e Bedin st ME

Inter-systom HNo
Uniqued:

Edit

Edit a Create Profile

There are three ways to start the edit of an existing create profile:
e Double-click the tree node object for the create profile.
e Right-click the tree node object for the create profile and select “Edit Profile”.
e Select the tree node object for the create profile and click the Edit button.
To change the name of an existing profile object:

1. Choose one of the methods to edit the create profile, e.g. In the “Profiles” pane, right-
click an existing create profile and select “Edit Profile”.

~Profiles

Bight-click tree node to view options. Double-click
edit. To move nodes use drag & drop,

o I Profiles
1 1 ACME Berlin

& Berlin Marketing eDir User with GraupWise
_JACME Edmonton L Edit Profile

_ | ACME Toronto [3 Copy Profile

| ACME Wancouver Remove
Expand Al
Collapse &l

2. In the “Edit Profile” window, change the "Name” value and save the change.
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=] Edit Profile eta
r Profile
| Settings | Assign Groups / Containers ' Membership Groups

| Mame: e eDir - L‘;W - Berlin Marketing UiEE>

Take note that the create profile name will change in the “Profiles” pane.

L1 Profiles
a4 L 1 ACME Berlin
&'eDir - ¥ - Berlin Marketing User
1 ACME Edmontan
1 ACME Taronto

Copy Additional Create Profiles

Once the first create profile has been created, additional create profiles can be built using the
“Copy” feature. The recommended process is to:

« Use "Copy” to build additional create profiles inside the applicable profile folder
e Modify the create profile
To ‘copy’ additional create profiles:

1. In the “Profiles” pane, right-click an existing create profile and select “"Copy Profile”.

_l Profiles
a I ACME Berlin
& &eDir - GW - Berlin Marketing User
CIACME Edmonton | ) Edit Profile

1 ACME Taronto [3 Ccopy Profile
Remove

Expand all
Collapse all

This will produce a copy of the create profile in the “Profiles” pane.
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2. In the “Profiles” pane, right-click the new “(copy)” create profile and select “Edit Profile”.

__l profiles
a4 1 ACME Berlin

3 eDir - GW - Berlin Marketing Wser
& eDir - GW - Berlin Marketing User (copy)
1 ACME Edmonton [ Edit Profile |
1 ACME Toronto (3 copy Profile ‘
1 ACME Vancouver Remaove .
Expand all
Collapse All

3. In the “Edit Profile” window under the “Settings” tab, modify the name and description
(optional) of the create profile.

=] Edit Prafile

A=)

— Profile

| Setrings | Assign Groups / Containers % Membership Groups

Auxiliary Object Classes: ¢ ooeor 0oon
System: FMACI1-TREE
Description:

4. In the “Edit Profile” window under the “Assignh Groups” tab, modify the

if necessary:

assigned groups

(] Edit Profite it ECE x|
= Profile |
| Settings | Assion Groups /Containers | Membership Groups | Extensions |,
The following Growups f Accounts In the comtaliners are allowed to create an aocount using this profife.

Systam Id - Pakh

DEMOZ2-TREE tn=gerlin-HOO-4lTazks pu=eControl ou=2erin, o=8C ME Delate
DEMC2-TREE cn=Berlin-HR-CreateCnly ou=eControl ou=8erlin,o=ACHME Delete
DEMOE-TREE tri=aCantrol-Admns, cu=aContral o=~RACHME Delate

| Save | | Cancel ]
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* Click the Delete link beside an existing assigned group to remove it from the list,
and

* Click the Add button to add a new group to the assigned group list.

5. In the “Edit Profile” window under the "Membership Groups” tab, modify the
membership group list:

) Edit Profile ol L2 = [
—Prafile-
| Semings ' Assign Groups / Containers J Membarship Groups |, Extensions '\

This fist alfows vou fo sof up soditioral mambarship groups for crested users,

System Id Path

DEMO2-TREE Im-&eﬁin Sales ril"ouu.i:uu-E-'EEm.l:--ﬁtCME I Delete

[ Save | Cancel ]

» Click the Delete link beside an existing assigned group to remove it from the list,
and

* Click the Add button to add a new group to the assigned group list.

6. Click the Save button to save the modified create profile.

- Prafilas 1 Detals
Eighil-click free node (o view oplions. Double-click tree node to Profile Name: Itbr' - W - Berlin Sxles Liser I
edit, Tomove rodes wse drag & doog,
Object Class inetgPersan
o lprofiles
N Auy Dhject Clavies
&} eDir - GW - Berkn Marketing User System: DEMOR-TREE
&l - GW - Betln Salps Lsar
) : Description: I_S.mtuhr-d- lioupWise b.:munrl
—lACME Edmariton
ZJACME Taronto
— BLME Vaniouwgr
Master Form: BCME 2D Uper
Base Ohject: creBertnTemplete UserEW ousAerounces, ouwselo

Creation Comtainer: g Berin et CME

Inter-Lystem Mo
Lnique?:

Edit
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Build Group and Other Create Profiles

Use the “"New Profile” or "Copy” procedures described above to build new create profiles for
group and other object types. There are some additional tips:

e “Copy” cannot be used to build a new create profile in a different create profile folder.

«  “Copy” can be used to build a create profile for a group or contact object type using the
user object type. All that needs to be modified to make a create profile unique is the
“Profile Name"” and the “Master Form” needs to be changed to use a create form that
matches the target object type.

Build Linked Create Profiles

Linked profiles combines simple create profiles for different Directory systems into a single
create object wizard. In this example, a linked create profile is built using simple create profiles
for eDirectory and Active Directory (and presumes that Active Directory connections have been
added and licensed, and a simple create profile for Active Directory has been built.

To build new linked create profile:

1. Right-click the desired Create Profile folder and select "New Linked Profile”.

| Profiles
4 JACME Berlin
1 20 —E.eril | New Folder...
@ 20 - perl O New Profile...
& eoir - 6y @ New Linked Profile,..

2. In the “New Linked Profile” window under the “Settings” tab:

[Z] Mew Linked Profile : _ = | = i)

Linked Profile
| settings

Name: Linked Profile - Berlin Markcbné Users

Description: Cambines "D - Bealin Marketing Users” snd "allis - GW - Berlin Marketing Users®

System id Pathy
| DEMOZ-TREE ern=Aeme-Admins ou=efontrol o=ACME Dalate
DEMO2Z-TREE crn=Barlin-HR-Create<nly ou=eContral ou=Berlin o =4CME Dalate

DEMOZ2-TREE cri=Batdin-HDO-8Tasks ou=aContral,ou=Barln,o=aCME Dalata

Ldd new These Groups. ang alowed o craste ohacts wusing this profie,

™ add anather linked profile

| Accept -| [ Cancel: |
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3.

« Provide a name for the Linked Profile.
* Provide a description (optional).

* Click the Add new button and add those groups that will be granted permissions
to create users with this Linked Profile.

In the “"New Linked Profile” window under the “Profiles” tab, highlight each Create
Profile to use in this Linked Profile and click the Add button. This will add the selected
Create Profiles to a order sensitive list.

5] Mew Linked Profite L B =T |

uriked Profile :

Choose the profiles that will be lnked fogether,

s |1 Profdes ﬂ' A0 - Berin barketing Wser [Lab03.Iocal]
# T 1ACME Berlin
£ an - Berlin Marketing User
§; AD - Berlin Sales User

s e T T hoy E e
& eDir Group - Berlin m
| &CME Edmorton

—| ACME Toronto
| ACME Vancouvar |

Use the Up and Down arrows to place the Create Profiles in the desired order.

ﬁ AD - Berlin harketing User [Lab03.local]

2 eDir- GW - Berlin harketing User [DEMOZ-TREE]
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5. Click the Save button to build this Linked Profile.

- Peahles - Detaila
Fiight-click tree node fo wew opbions. Double-click free node fo Prafile nam: Linked Profile - Berbn Mirketing Len
odit. T move nodes wse drag & drop,
Description: Cambingd "AD - Byilin Marketing Ugers™ and "eDir
& F Profiles W - Beilin barkebng Wiess™
¢ 1ACME Bardin
ﬂ' A0 - Berdn Marketing Usor
ﬂ A0 = Bern Sales Usor
& exir - oW - Bertin Marketing User . r— —
a D - GW - Bariin Sales Usar ' #Thr < Gl -%lrﬂr. tlarketmg Uiver
|CErAD - TREE]

& aDir Group - Berlin

[ Linkeel Prodile - Barlin Maskering Users
L ACME Edemomban
1 ACME Torsata
L ACME Vanoouvar

ﬂ Al - Berdin Masksting User [Labld Aocsd|

Ei

eControl operators that run a Linked Create Profile wizard will progress through each Create
Profile in the order specified in this list.

CREATE AUDIT ADMINIS TRATIOMN LOGOUT
Profile 1 of 2 CREATE ALDIT ADMIMISTRATION LOGOUT

& e0ir - GW - Berlin Marketing User [DEMO2-TREE]

Parsonal Information Prafile 2 of 2

Firet Name *lancs £ 20 - gerlin Marketing User [Lab02 local]

iy i

Middia Iritisls 3 o Personal Information

Last Nama * Marnstrong First Nama | ance

i Evraae —— o HMiddle [nitials P (=]
Last Hame * Armetrong

Qualifier
Usernama |parmistre ' ]

Tithe Praduct Specialist [n]

Location E_Edmnnton '_l [x] Dascription

Department Sales = Office

Markenn
ExpCutive o Caontact Information

Telephoni Numbier TR0-473-4200 [ =]

Contact Information
Fax Number Th0-413-4711 [ = ]

Talephone Number T80-473-4100 x )

Fax Number 780-223-4711 o Password
Password - I'I-ll"l"l-l'l'l-l-

Password Re-enter passwaord . I!-l'l'll-!'l'!-

Password * [onunnunse

Ra-gntar password = ‘|-nddndn

« Back | | MNest >
—_—

Each create profile should be tested to create a new target object to ensure that the process
works as expected. Testing may reveal changes are necessary to the create form used, the
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base (source) object, or the create profile settings. Remember that create profile assignments
do not become available until the Apply New Settings button has been clicked.

ga Ecnntrnl Admintatration

Wielctome, scontraol (peontrol )

HIEME DASHEOMARE PIANAGE SELF-SERVICE ALDET LOGOWT

| L Manage Create Forms
[ Profilns - —

r Dtails
gl -click troe node to wiew options. Double-ciick tree node to Profile name; Linked Prafile « Bralin Markateng Uiers
edit, To move nodes use drag & drop.
Description: Cembings “AD = Berlin Marketing Uer™ snd “eDir
# (= Profilas - W - Berbin Muketing Uaen™

+ 1 ACME Berdin
] D - Berlin Marketing User
] A0 - Belin Sales Usar
&Y &Dir - GW - Berlin Markating Usar e o
Bs: T }
& aDir « G = Barlin Sales Usar é eDir - GW' - Bedin Marketing User
|DEMO2-TREE]
&% oir Group - Barlin
ﬂ ik B i e ” ﬂ.ﬂﬂ Betdlin Marketing Uaer [Leb03kocal]
- Barlin Markaing Wsers
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Configure the Self Service Module

The “Self Service” module allows eControl administrators to configure eDirectory and/or
GroupWise values that can be self-serviced by users. This includes password self-service. Users
can reset and change passwords from within the Self Service module of from a web-browser
using the "Forgot Your Password" challenge/response "secret answers". The User Self Service
options include allowing users to Subscribe/Unsubscribe from GroupWise Distribution Lists. User
Self Service can be configured to allow users to update their own demographic information.
How it Works

For the Self-Service Module:

1. “Forgot Password Management” is configured to enabled forgot password/reset
features and define the verification questions and mechanism.

2. “Manage Self-Service Form” can be modified. Those forms will be used by users to
modify their personal information.

3. “Self Service Group Assignments” are built which define:
« Reset password configuration;
» Forgot password configuration; and

« Managed lists configuration.

No Administrative or Supervisor Rights Required

If a group is assigned to a “Self Service Group” assignment, the “Self-Service” tab will be
visible to members of that group when they login to the eControl portal. If “Forgot Password”
is enabled, members of that group will be able to change passwords using without having to
login by using the “Forgot password” link.

Members of groups assigned to a “Self-Service Group” assignment require NO supervisor rights
or administrator-level permissions. Self-service tasks are performed by the eControl service
accounts on behalf of those users that have been assigned to a Self-Service Group assignment.

Planning Concepts for eControl Self-Service

Careful planning and preparations will result in the creation of the correctly functioning “self-
service” assignments. When looking at what self-service group assignments to create, it is
helpful to use the following strategy:

« STEP 1 - Determine a strategy for forgot password, password self-service, self adding
to/removal from groups and distribution groups and modifying personal information.

e STEP 2 - Enable and configure “Forgot Password Management” and “Manage Self-
Service Forms”.

e STEP 3 - Add self-service group assignment(s) and configure the reset password, forgot
password and manage lists features.
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Enable and Configure Forgot Password
To enable and configure forgot password management:

1. In the eControl Administration panel, under the “Self-Service” tab, click the Forgot
Password Management button.

&2 eControl ssmismien

HOME DASHEDARD MANAGE CREATE SELF-SERVICE AUDIT

B Forget Pazsword Management ‘ Manage.Self-%@n:e Farrms || Manageﬁl_:_y;mmﬂikﬂs_h_f

2. In the empty “Forgot Password Management” window, click the Enable *‘Forgot
Password’ Functionality. This will populate the “Forgot Password Management”
window with additional management options.

3. Modify the management options to meet requirements:

(] Forgot Password Management - : YT
— ¥ Enable "Forgot Password’ Functionality
IF Answaring a question incarrectly results in a denial, I

Juastion

How many pets do you have? :
What do you enjoy doing the most? Deleta
What is the location of your dream holiday? Deleta
What is your car registration number? Celete
What is vour father's middle name? Delate
What 1s your favarte color? Deleta
What is vour middle name? Delete
What iz your mother's maiden nama? Delats =
What is your partner's nickname? Delete

[ Save | [ Cancel [

« Check the Answering a question incorrectly results in a denial option if
required.

* Delete any questions that are not required to be globally provided to all
self-service group assignments.
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« Click Add new question to add questions to the list.

Question
Question text:

tWhatcu:uIItge did you graduate from: = E

[ Add question ]|

Cancel

4. Click the Save button to save the configuration settings.

Configure Self-Service Forms

There is a single self-service form that can be configured:

1.

Revised: June 11, 2010

In the eControl Administration panel, under the “Self-Service” tab, click the Manage

Self Service Forms button.

A “Manage Self Service Forms” window will open and present the “Field Collection” and

“Details” panes for the form.

(] Manage Seif-Service Forms | |t
I-SelF—Servil:E Forms
- [™ Preview data before saving
Freld Caollections Detanls (Type:IPEG Photo)-
+ [2) DEMO2-TREE = | Label text: [Phote -] &
+ @ Personal Information Label align: s ~| 1s read-only? [
3 Photo = -
[ First Narie Attribute name: |pegPhata
[ Middle Initials Is required? .
[ Last Narme 1 i
= Display: € Mign right
|_'r Generatonal Qualifier & Align lefe {without label)
3 Preferrad Mame
N ) File size limit: 0 o 7 ]
+ & additional Information
(3 pepartment Image display 121 - @ =
- height:
] Titde
] #] Image display 90 - &
a M Telanbhnnes width: :l
| Leahdodify ) | Movetp || Move Dawn | . | Updste | ‘Update” to save changes to the detals
| Preview Forrn |
Save | | Cancel |

Modifying this form uses the same procedures as used with Manage Create Forms.
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Create and Configure a Self-Service Assignment

A Self-Service assingment is required to enable self-service for users. To add and configure a
self-service assignment:

1. In the eControl Administration panel, under the “Self-Service” tab, click the Add button

in the “Groups” pane.

In the “"Add Group” window click the ellipse beside the Group textbox to add the desired
group object.

[=] Add Group or Container

S ™ O
— Group or Container Information 1
System Name: |DEMI:IE-TF!EE 1r|
Group or | en=eCaritral-Self-Service, au=eContral a=ACMI> |
Container: :
Copy From: | -|
™ Add another group

[__ Accept ] | Cancel |

Click the Accept button to create the self-service assignment.

In the “Group Information” window, select the Reset Password tab and configure the

reset password options. For eDirectory, selecting all options will provide those options
to users if they use the “"Change Password” wizard.

=] Group Information

Group Information

System MName: DEMO2-TREE

Group: cn=eControl-Self-Service, ou=eControl ,o=ACME

| Reset Password ', Forgot Password Managed Lists | Custom Tasks

¥ allow user to reset password(s)
M Directory password
M Email password
W Same directory and email password
W Different directory and email password
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4. Select the Forgot Password tab and configure those options:

=] Group Information =0

Group Information

System Mame: DEMOZ-TREE
Group: cn=eControl-5elf-Service ou=eCantrol,o=ACME
Feset Password | Forgot Password Managed Lists Custom Tasks

M Enable ‘Forgot Password’
¥ Usar can define hisfher own Forgot Password” guestions

W User can select admin-defined 'Forgat Password' questions

= Cuastion

¥ How many pets do yaou haye? ﬂ
1= In What month did you get marmad?

¥ What da you enjay damg tha mast?

17 Wihat is the location of your draam hohday? .ll

I™ User must answer a mmimurm number of questions
Minimum questions; -

; e - Cancel

e Select Enable ‘Forgot Password’ to provide the ‘Forgot Password” feature to
members of the group for this self-service assignment. If this iption is not
checked, users will not see any ‘Forgot Password’ links at the eControl Login
screen.

+ Select User can define his/how own ‘Forgot Password’ questions and User
can select admin-defined ‘Forgot Password’ questions to enable the user to
customize their ‘Forgot Password’ settings. These options will be made available
in the Self-Service page when the user logs into eControl and selects the “Self-
Service” tab.

« Selecting the specific admin-defined questions that will be made available to the
user.

e Select User must answer a minimum number of questions and specify the
minimum number (optional). Do not check this item if *Answering a question
incorrectly will result in denial” option was checked when Enable ‘Forgot
Password’ Functionality was checked as part of configuring “Forgot Password
Management”.
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5. Select the Managed Lists tab and select Members of this group may self manage
their Directory Service Group membership option if you want to allow users to add
or remove themselves from the membership list for a defined list of group objects:

E Group Information

=~ Group Information

System Mame: DEMO2-TREE
Group: on=gContral-Self-Service, ou=gControl o=ACME
Reset Password | ForgotPassword | ManagedLists | Custom Tasks |

F Mambers of this group may self manage their Directory Service Group membership Configure.. |

F members of this group may seff manage their Mall Distribution Lists membership . Configure. |

Click the Configure button. In the empty “Selected groups” window, click the Add new

button.
6. In the “Search groups:” window, add a suitable search query and click the Search
button.
=] Managed Directory Groups _ |
Search groups:
ber Search ]
Path
A
& .Baiin HelpDerk Group. Berin ACME
.(5 Barin IT Sroup.Berdin.aCHME
a Berlin Marketing Sroup: Berlin &S MHE
& Barlin Sales Group.BedinACME
&8 Berin Users Group.Berlin ATME
& Barlin Users Self Service, eContral. Barlin ACME
& (Berlin-adming-SefSarvice. e Contral. Barlin. ACME -
I Add Selected l Go back
; = =
| Close |

Select the desired group(s) from the search list and click the Add Selected button.
Users will be permitted to add and remove themselves from the selected groups.
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7. In the “Selected groups:” window, click the Close button to save the selected group(s).

8. Under the "Managed Lists” tab, select Members of this group may self manage their
Mail Distribution List membership option if you want to allow users to add or remove
themselves from the membership list for a defined list of Distribution List objects:

[=] Group Information

=~ Group Information

System Name: CEMOZ-TREE
Group: =eControl-Self-Service,ou=gControl o=ACME
Reset Password ' Forgot Password i Managed Lists Custom Tasks

W Mambers of this group may seff manage their Directary Service Group membership . Configure.. |

¥ members of this group may self manage their Mall Distribution Lists membership Configure.. |

Click the Configure button. In the empty “Selected distribution lists” window, click the
Add new button.

9. In the “Search groups:” window, add a suitable search query and click the Search
button.

=] Managed Distribution Lists . L

Search distribution lists:

DL Ber* |m

Path

DL Berlin Accounting Berdin ACKME

DL Berlin HelpDezk, Berlin, ACME

DL Berlin TT.Berlin ACHE

DL Berlin Marketing, Berlin, ACME

DL Berin Sales Berlin ACME

Bk Barin Tamplate. eSontrol. Bedin ACME
(Bl Barlin Usars, Barlin SCME

Lo N ers S

e —————

L Close I

BeeEER

Select the desired group(s) from the search list and click the Add Selected button.
Users will be permitted to add and remove themselves from the selected distribution
lists.
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10. In the “Selected distribution lists:” window, click the Close button to save the selected
group(s).

11. Under the “Custom Tasks” tab, available custom tasks can be added to the assignment
which will make those custom task pages available to users when logged into eControl

Self Service.
= Group Infor mation S | = |
Group Infarmation
System Mame: DEMO2-TREE
Group: cn=gCantrol-Sel-Service, ou=aControl,o=ACME
Reset Password  Forgot Password Managed Lists Custom Tasks

This list affows you do choose cusiom fasks that will be avaabie fo the user,

Available custom tasks Selected custom tasks

b Sl L = ﬁmmmw-:-rk:.nemh = =
- =
I b x
([4]

L oswe | comcel |

12. In the “Group Information” window click the Save button.

13. Click the Apply New Settings button to enable the eControl Self Service assignment
in the eControl portal for assigned users.

& Ecuntrul ST Welcome, scontrol {econtral) umﬁ)

HOME DASHEDARD MANAGE CREATE SELF-SERVICE AUIDIT LOGOLT

:_I'-qgu:?almud Manag = | Ienge Self-Serace Formy | Iemege Cuitam Tasks
e
Datebla-cliick group node to edit group defalis,
+ W DEMOZTREE
+ “§ acME
4+ g aControl

& eComrel-Salf-Service
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Configure the Audit Module

Revised: June 11, 2010

How it Works

The “Audit” module allows eControl administrators to configure specific group(s) of users to
access the eControl audit logs. Operators with Audit access can search for and open an audit
log file, download a copy of a audit log file and export a audit log file to a CSV format file.
Audit access is provided by creating and enabling Audit assignments.

No Administrative or Supervisor Rights Required

If a group is assigned to a “Audit” assignment, the “Audit” tab will be visible to members of that
group when they login to the eControl portal. Members of groups assigned to a “Audit”
assignment require NO supervisor rights or administrator-level permissions. Audit tasks are
performed by the eControl service accounts on behalf of those users that have been assigned to
a Self-Service Group assignment.

Manage Activities Report Settings

Manage “Activities Report
Settings” to enable the email
option and configure the SMTP
settings:

1. In the eControl
Admininstration panel,
under the “Audit” tab,
click the Activity Report
Settings button.

&8 eControl ssmwsrsier

Welcamae, i

HOME DASHBOARD FAMAGE CREATE SELF-SERVICE

Cmommima D

E Activities Report Settings

14

(¥
[s
1

W Enable Activities Report Email Option-
2. Complete the information in the MR
“Activities Report Settings”

window and click Save. server: .m.m.z.mn
Port: 5
i~ W Credentials—
Logire: econtrolidemo, ammni-1
Password: ]n LTI Y)

Re-erter Passward:  |esesssessssss

-Message

Sender Address:  eccontral@demo.omni-tacom

Sender Mamea: eControl

Please review this Audst Actraties

Message body;
B s Report]
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Create and Configure an Audit Assignment
To create an audit assignment:

1. In the eControl Admininstration panel, under the “Audit” tab, click the Add button.
2. In the “Add Group” window:

=] fdd Group or Container

—Group aor Container Information
System MName:

Group or | en=deme-AdminisuseContral o=8CME - |

Container:

Access Control: ¥ allow access to Audit Viewer

W allow audt file download
W pllow data expaort
¥ allow activities reporting

™ add another group

[ Agcept i Cancel

e Click the ellipse beside the “"Group” textbox to select the target group object.
¢ Check the Allow access to Audit Viewer option.

« (optional) Check the Allow audit file download option.

« (optional) Check the Allow data export option.

e (optional) Check the Add another group option.

« Click the Accept button.

3. In the “Success” window, click OK.

4. If the Add another group option was previously checked, another "Add Group” window
will open.
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=) Add Group or Container ==

~Group or Container Information -

System Mame: | DEMIDZ-TREE -l
Group or | en=ACME-HelpDesk ou=eCortralo=ACME
Container: i

Access Control: ¥ pllow access to Audit Viewsr

I allow audit file download
I allow data export
I™ allow activities reporting

™ add another group

[ Agcept ] l Cancel ]

Configure the desired options and click the Accept button.

Modify an Audit Assignment
To modify an audit assignment:
1. In the “Group” panel, select the desired audit assignment and click the Edit button.

~GEroups 11 Details
Docbie-ciick group node fo edit growp details, Geroup: cnzdemeddmngouzelontrol o=t ME
« &P DEMOE-TREE Aocess Control: o Bllow acoass bo fuckt Viewar
" allow audit file download
] BIC3A
& acME o Allow data export
i g acontrol «F fliow activities roportmg
& scrne-Admens | Growp Members
& ACME-HeloDesk
M B
& o ontrol-Adming L ath
&  aldo zZanon Aldo, Users.Omai
G Gordon Weling gordom. Ligers Oman
Acime HalpDek
8 CraTaint -atmahdo ACME
& Admin Aema aomaadmin ACME
s =

2. In the “Group Information” window, check or uncheck the desired access control options
and click the Save button.
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Enable the Audit Assignments

Remember that Audit access assignments do not become available until the Apply New

Settings button has been clicked.

&8 eControl e

HiME DASHEDARD MAMNAGE CREATE SELF-SERVICE
Groups - 1 1 Datails
Doetble-chick group node o edi group defalls. Groug:
o« % DEMOZ-TREE Access Conteod:
o AcwaE
s "8 aConrol
& sema-scmins ([ srous Mambars
& A ME-HelpDesk
& aControl-Admins lyiitama

Welcome, vcontrol {econtral} Dr']—ll-’[)

LOGOuT

cnadicme-Adming, ouselontrol oslCHE

W Allow access bo Audit Viewer
& Allow Judt e downlosd
o bllow data axpart
o hllow acovibes reporting

Path

& alda Zanom

Ao Lars. Omni
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Additional eControl Administration Panel Features

eControl Service Account Only Features

The eControl service account has sole access to the eControl Administration panel which
includes special access links in the footer of each page.

View Audit Trail | Wiew Logs | Request Suppart | Licenses | EditLogin Page | Delegated Administration

Copyright @ 2010 Orni Technology Solutions, Inc, All rights reserved. (v3.5.0.7255)

Access Audit Trail Logs
To access an audit trail log:
1. Click on the View Audit Trail link.

2. From the “Audit log” drop-down list, check the desired year, or month, or week, or
specific date. Click the Apply button and eControl will compile the audit log entries for
the selected date(s) into a single chronological view.

ﬁga eControl auministaton

HOME DASHEDARD MANAGE CREATE SELF-SERYICE

audit log

4 vi-g-15

¥ 3KB - Tue, 0B
¥ SKB - Mon, 07

3. Once the log file is visible, the column widths can be adjusted.

= gt lop

[Selected logaus. <l sy [ oowesd | [ cieebines [ bpon. |
| Actuities Repuet |

{width: 222 prows |
Date Actian Swicess | Host Lrsai's System Usar
¥ | [ =J| [22_=] T [a -]

SO0 D6 58 090550 405 LoadTandig Trus 10.10.3.56 k-

LG 08 306103540 Auth Altsmpt True 10100256

Z010-06-08 Grece:00,312 Login True 10,102 5k DEMCZ-TREE enmgcontrolousiFsers omdinT]
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Revised:

4. The view of the log can be filtered by selection a filter item from a drop-down list

| pate

2010-06-08 09:05:50,405

(empty)
2010-06-08 09:06;03,540 Activities Report
2010-06-08 09:06:08,312 Alth Attempt
-
| A020-06-08 09:45: 30,225 Download Audit Trail File

or by using a text box which will open a drop-down containing a list of filter options.

Action

EI {

-
MoFiftar

Contains
DoesNotContain
StartsWwith

EndsWith

EqualTo

MatEqualTa
GreaterThan

LessThan
GreaterThanOrEgualTo
LessThanQrEqualTo
Between

NaotBatween

IsEmpky

MNotisEmpty

Ishull

_rf.[q_l:lsNuII

2010-06-06 09:05:50, 408
2010-06-08 05:06:05.640 |
2010-06-08 09:06:08,312
2010-06-08 0914 3: 31,225

2010-06-08 09:46:22 420

2010-06-08 09:46:46,609

5. A filtered view of the log can be cleared at the column or by using the Clear Filters
button.

sadit log

| Selectad logre 8 " “pety | Download |

Date | Host: Lgof's Systom Usar
[x] [an -

2010-06-02 00550 405 10.110.2.56
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6. There are two options to save copies of audit logs:

* Click the Download button to download a ZIP file containing .txt versions of the
selected audit log files.

J E ” ﬁaﬂﬂmw&nad-n.zﬁ: - TIP archive, unpacked size 50,544 bytes

_Marne: | Size | Facked | Type | Modified

O Fulder

[ eC_audt (2010-06-08), bt 6,636 1,018 Test Document E{Ef2010 9:43 AM
(2] eC_fudt (2010-06-07), bt 4,557 1,093 Text Document &/7/2010 3:43 P
[E] ec_awdt (2010-06-03).txt 1,760 450 Text Document &312000 4:29 B
(2] eC_Auwdt (2010-06-02), bt 31,3509 3,234 Teuxt Dacument 6/2/2010 3:37 FM
[£] eC_pudt (Z010-06-00 ). txt 2,024 564 Test Document &/1/2010 4:20 FM
(5] eC_Ausd (Z010-06-04) bt 3,909 782 Test Document 12/12}1653 9:47 PM

®* C(Click the Export button to download a ZIP containing a single compiled CSV file of
the selected

| X ] |§ auditExport-1.50 - ZIP archive, unpacked size 103,858 bytes

Hame | Size | Packed | Type | Modfied &
& Folder
@ 0199241 6-0274-487c-a5a7-Fa5 28067 2d6 .cov 103,583 7,870 Microsoft Office Exc..,  &J8/2010 %:49 AW

Access System Logs
To eControl system logs:
1. Click on the View Logs link.
2. Select the desired log file from the drop-down list and click the Open button.

AER e !
.l

! Lt RS A s e e d e R A 7). 98 = ﬂ| DM” I

ontrol-lag {2010-6-7)-1 (45EE - 2010-06-07 12:41:24) =

w100 (2016-6-7) (KB - 2010-06-07 12:34:18)
service-log (2010-6-7) (2KB - 2010-06-07 10:53;10)
econtrol-log (2010-6-7) (34KB - 2010-06-07 10:52:04)

There are three types of system logs available.

service-log (2010-2-26) (BKB - 2010-03-26 13:22:325)
econtrol-log (2010-3-26) (45KB - 2010-03-26 13:15:50)
log (2010-3-26)-4 (4KB - 2010-03-26 13:12:06)
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3. To download a system log in the original file format, click the Download button.

Lo file

| eeamtrod-log (2010-5-8)

(49KE - 2010-04-08 09:55:46)

B rhginming oL opteoddog o f P00 =600 but

L ATl TF]
2020:06-85 09:05:46,748 [NFO [2012]
2000-06-08 09:05:46,842 [NFO [2932]
2000-06-08 09:05:47, 670 [NFO [2032]
2010-06-DF 09:05:47, 670 PaFO |3932]
20000608 D9:05:4T,670 [NFO [1932]
20006-06-08 D9:05:47,007 [NFO [2932]
2010-06-08 09:05:47,987 [NFO [2932]
2000-06-08 DR:05:48, 342 INFO [2932]
2000-06-08 09:05:48,608 [NFO [2932]
2000-06-08 09:05:-48, 809 [NFO [2032]
2020-06-DF 09:05:45, 170 BaFO |2932]
‘i ontrol.config',

2000-06-08 09:05:49,874 [NFO [2932]

Area\Configuration\16c T494d-d1bb- £5h4d-1

20200608 05:0350,200 [NFO [23312]

[Lo  You have chosen ko cpen

I8¢ 7 econtrol-log+(2010-6-8)txt

e whichis a1 Test Docunert

[ from: hip: D079

Eg: “What shoud Frefon do i this fle?

[Fo | F Cpenwih | Motepad (defat) =]
{2: " DownThemal!

fce T Onecickl [oriadmniappsiawa ot e, =
[ 1 Save Fila

[cr r' Dot pberad=Ziel o o e e o Moy,

‘Arad\Configueation' ] T4560c0-aR68- dbbe-b

2010-06-08 05:05:50, 311 Befor 2032

{3

‘Arva\Configumation\3b44ba78- b 74-40c0-a

20000608 09:03:30.327 INFO [1932]

[Or

‘Aresh\ConfigurationibIechiid- alfe- 4B01-2

Manage License Information

Click on the Licenses link in the footer to open the licenses information page.

Licensing
Detads | Requestlicense | Upload License |
BELGW wiU WILL FIND A SUMMARY OF YOUR LICENCE INFORMATIOHN. YOU CAN ALEC
LIFLOAEr NEW LLCERCE FILE.

Madule Licensed To Type Support
m Omed Technology Solutions PURCHASE 2011-08-01
| CREATE | Qmmi Technology Solutions FURCHASE £011-09-01

SELF-SERVICE Omni Technology Solutions PURCHASE 2011-0%-01
m Qe Technolagy Solutions PURCHASE 2015-09-01

Explration Dates

Software
Mener
Heyer
Hever

il

Licensed
Systems

detals >
detals »>
details »»

dotails >>

Licenses need to be requested and uploaded after a connection to an existing system is
modified or a new connection is added (refer to the applicable eControl Installation Guide).
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Request a License
To request a license:
1. Under the "Request License” tab, complete the form and click Submit.

Licensing
Dotads | ReguestLieenss | Upload License .1
—Modules and Systems to be licensed
Modules Systems User Count
] B DC-LARDIDC=LOCAL 5000
LREERIS R i §  CEMO2-TREE 5000 A
SELF-SERVICE o
BLLK b
rContact Informatan
Company NMame: * Omai Technolagy Sehubons Waebsite: L s
First Name: * Gordon Last Name: = Wellng
Phone Number: = T80-423-4200 Tithe:  Produck Speciatist
Emall Address: * gordedfomni-troom
Comments:
License reqguest will be sant eladronically.
T
Apply a License
To upload and apply a
license:
1. Click on the Select Licensing
button, browse and = Detalls | Requestlicsnse | Upload License |
select the .
Pleazse saled icance file
replacement or o
additional license DAk Do £ Al 2105 21)-LNcenan [ seka |
file. [

Click the Upload
button.

Licensing
;'"'n'ai-,aa; * Requestlicense | Upload Licanse
Blaaze salet ipancs hle

2. Click the Apply S
Settings buttonte e =

_apply the license file | Uplad | The licence file has bean ualoaded, You can upload anather.
just uploaded.

MEW LICEHZE FILE WILL BF LOSBED THE NENT TINE ¥OU APDLY SETTINGE.
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Edit the Login page

The eControl Administration panel includes the ability to modify the eControl login page by
adding text and pictures (if needed). Click on the Edit Login Page in the footer and then click
the Edit button.

|$“| verdana - 20px -+ Headingl ~| &~ g,‘h*_lué]é U abe | '9*‘{“"|
|[ws smEssE=ss=ss0ddia-]

Welcome to eControl 3

Lagin using your user name that you would use to login to your computer each
morning. eControl has been localized to support working in languages other
‘than English. Select the desired from the Language drop-down list,

| If you forget your password, click on the Forgot Your Password link and answer
i the reguired questions,

If you have any guestions, contact the HelpDesk at 111.222,3333

| ./ Design L HTML - S Previ..

Add the desired content and then format it. When the editing of the content is complete, click
the Save button. To see the changes, logout of eControl.

&o eControl

Welcome to eControl 3 eControl Login:

Login using your user name that yYou would ugse to l6gin 1S your camputer N 1 -
each moming. eContral has bean lacakized to support working in languages Uisemamae: |
othar than English. Select the desired from the Language drop-down list

Password:
If you ferget your password, cick on the Forgot Your Passward lmk: and e — =
answar the roguired questions. Language; |_Em]--ln {Tannda) i)
if you have anw questions, contact the Helplesk at 111.222.3333 r e A

| aguy ]

Forgot Your Password?
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Support for eControl
Reporting a Technical Issue

The eControl "Administration” pages include a “Request Support” link in the footer.

View Audie Trail | Yiew Logs I Licenses | Edit Login Page | Delegated Adminigtration

Copyright @ 2010 Omnl Technolagy Solutions, Inc. All rights reserved, (v3.5.0.7255)

Complete the form and click Submit. The eControl server will send the issue and a copy of the
application logs and config files to our technical support team.

eControl - Request Support

THaMK ¥oU FOR TAKING TIME TO SUBMIT AN ISSUE REPCRT. YOUR FEEDBACK IS
THVALUSBLE T HELPING IMPROVE ECONTROL AND INCREASE YOUR SATISFACTION,

TOUR 155UE WILL BE ASSIGHED TO A CASE MANAGER FOR RESOLUTION, PLEASE EXPECT
TO BE CONTACTED WITHIN TWO BUSINESS DAYS.

First Mame: * Gordon Last Name: * Welling

Company Name: = Omni Technology Solutions

Phone Mumber: * +1 7804234200 Severity: * |['1_‘_|_:Im"!ﬂi =

Email Address: * oordwi@omni-ts com
Application Emor - |

Issue Type: *
., Licensing not working

Problem Title:

Fapplied the licensa file provided and eConlrol website is stll working in "DEMO" mnﬂel

Problem Description:
[(Mote: Pleass include steps ta  *
reproduce])

Sutirnit

Upgrade and Maintenance Support Agreements

Customers who have current upgrade and support contracts are eligible to receive full email
and telephone support Monday to Friday between 9:00 a.m. and 5:00 p.m. Mountain Time
during regular working days. Limited email support may be available during extended hours.
Email and telephone support is also available to customers who are evaluating Riva.
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Contacting Support

You can contact support by phone, email or fax.

Email: support@omni-ts.com
Phone: +1-780-423-4200
Fax: +1-780-423-4711

You can also use the "Contact Us" link in the upper right-hand corner of our web site. Please
include as many details as possible when requesting support:

 contact form

Topic |Technical5uppnrt;|

Subiject ILicense niat warking

Product | M anagement - eCaontral _v_I
Your Mame IIan

Your Email ISampIe

Contact Number |+1.234.567. 8901

sl

Type the two weords: o]
. [ re GAPTCHA
twhich hallowed | - C stop spam

0 MG Dol

Message I hawve applied the _licensze file but

eControl indicates that it i=s =still

rurhing in "Demno" mode.

Send » |
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Online Resources

Online resources for Riva include:

Product Documentation: Go to www.omni-ts.com select Support, follow the link for
Documentation and select eControl and EMU Documentation

eControl Flash Tutorials: will be added to www.omni-ts.com/quicktours

Support Forum: Go to www.omni-ts.com/Forum and:

o Select the eControl ~ Installation, Management and Support forum.

o “eControl Tips” available at http://www.omni-ts.com/forum/post--2124--page-
1.html is a collection of forum articles to provide troubleshooting and advanced
management steps for eControl.

Product FAQ: Go to http://www.omni-ts.com/web-management and select Frequently
Asked Questions

Revised: June 11, 2010 © 2009-10 Omni Technology Solutions, Inc. Page 68 of 68



