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This Guide

Welcome to the “eControl 3.5 for Active Directory Installation and Update Guide” for
Microsoft Active Directory and Exchange management. This guide covers eControl 3 system
requirements, installation, initial sign-on, and upgrading or updating the eControl system.

Other guides in this series includes:
+ “eControl 3.5 Requirements Checklist for Active Directory and Exchange”
« “eControl 3.5 for Active Directory and Exchange Administrator Guide”
+ “eControl 3.5 for Active Directory and Exchange Operator Guide”
+ “eControl 3.5 for Active Directory and Exchange Self-Service Guide”

eControl 3.5 for Active Directory and Exchange delivers a simplified, web-based
management, provisioning, self-service and audit application designed for non-technical users.
eControl empowers junior administrators, help desk operators, HR staff, department managers,
support staff and even end-users to perform common user account management tasks in Active
Directory and Exchange - from a web browser, with NO security permissions and NO access to
Microsoft Management Console or Task Pads.
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How eControl Works

eControl 3.5 provides a web-based directory and email service management system with
special features designed to empower non-IT staff with the ability to manage users without
requiring SUPERVISOR or ADMINISTRATOR rights! With eControl, concerns such as WAN
bandwith, distance, time-zones, training of IT staff, improving helpdesk effectiveness, costs,
and security are overcome.
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eControl installs as a Windows service that can connect directly to the configured mail and
directory systems via native API and/or LDAP calls. This enables support staff to manage
mixed and multiple Active Directory, Exchange, eDirectory and GroupWise systems from a

single web interface.
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eControl comprises four feature modules that are enabled through the licensing process and
provisioned in the administration panel:
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Provisioning eControl is performed by logging into the eControl portal using the eControl service
account credentials and clicking the "Administration” option in the tool bar. This is the only

account that can configure how eControl works and can provision management task collections,
create profiles, self-service assignments, and audit file access to other users in the

environment.
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Planning for eControl

Planning the eControl Environment:

eControl integrates into a large number of systems using a wide variety of different
programming interfaces (APIs) to communicate with each system. Windows is the required
operating system for eControl because many of the APIs required to manage and provision user
accounts in Novell-only, Microsoft-only and mixed and multiple GroupWise, eDirectory, Active
Directory and Exchange environments are only available on the Windows platform.

Typical eControl Scenarios
There are three typical eControl scenarios:
+ eControl managing Active Directory only:

o "Domain Controller" - one per domain must be configured to support SSL LDAP
authentication to support creating and changing user account passwords.

o "Active Directory Domain" - each domain that eControl will manage must be
configured with an eControl master service account.

o "eControl Host Server" - a Windows 2003 or 2008 server that will host the
eControl website:

= Windows server that meets system requirements
= Installation of eControl

= Configure Active Directory Connections

= License the eControl installation

« eControl managing Active Directory with Home Directories - All requirements for
"eControl managing Active Directory only" and add:

o "Home Directory Servers" - must be configured to support WMI so that user
home directories can be created, managed and deleted.

o "eControl Server" - IIS must be configured to support WMI connections to remote
Home Directroy servers. Active Directory connections "WMI" settings must be
configured.

- eControl managing Active Directory with Exchange - All requirements for
"eControl managing Active Directory only" and add:

o "eControl Host Server" - Exchange connections must be added/configured in
Riva. Existing Active Directory connection "Remote Agent" settings must be
configured.

o "eControl Remote Agent Server" - eControl must be installed and then
properly configured on Windows server that will host the "Omni eControl
Connection Agent” windows service that the eControl host server will use to
connect to the Exchange server. This server must also have the applicable
Exchange Management Tools installed.
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Preparing for eControl 3

Certified Microsoft Systems

eControl 3 can connect to:
» Certified Directory: any 2000, 2003 or 2008 Active Directory system
+ Certified Email System: any Exchange 2003, 2007, or 2010 system

eControl Service Accounts

eControl service accounts will need to be created. Pay close attention to this requirement
throughout the system requirements below. It is highly recommended that the same common
name (SAM account logon name) and password be used for all eControl service accounts
created. Ensure that the service account name is not the same as the computer name of the
Windows system hosting eControl, e.g. if the eControl host server is named econtrol then use
a different name for the eControl service account like ecadmin.

All assignments in eControl are made to group objects that exist in the target Directory(s). A
best practise for “eControl objects” in the target Directory(s) is to:

* Create an “eControl” container at the top of the Directory that will not be in the same
path as other user objects that will be managed by eControl operators. This will ensure
that the eControl objects cannot be inadvertently modified by eControl.

|Il

* Create an “econtrol-admins” universal group object and make the “eControl” service

account a member of that group.
eControl Host Server - System Requirements

eControl must be installed and connections must be configured and licensed on a eControl host
server that meets the following requirements:

+  Windows Server 2003 or 2008
o Standard or Enterprise server and R2 supported (2008 R2 preferred)

= AD Domain 2008 - home folders hosted on Windows 2008 servers, install
eControl on Windows 2008 server.

= AD Domain 2003 - home folders hosted on Windows 2003 servers, install
eControl on Windows 2003 server.

o x86 and x64 server platforms are both supported
o 500 MB available disk space (in addition to server requirements)
o 256 MB RAM (in addition to server requirements)

o Full support for VMware, Microsoft Virtual Server, Xen, and other virtualization
technologies

o Can be stand alone or member server

eControl 3.x cannot be installed on Windows 2000.
« Apply the latest Service Packs and applicable Microsoft Updates.
» Install Microsoft .NET 3.5 SP1

Revised: September 1, 2010 © 2009-10 Omni Technology Solutions, Inc. Page 6 of 42
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« Webserver on Windows 2003: IIS 6 is installed. Ensure that ASP .NET v2.0.50727
web service extension is enabled in IIS Manager.

+ Waebserver on Windows 2008: IIS 7 is installed. Ensure that the following ‘Role
Services’ are installed (in addition to the standard IIS roles):
o Under ‘Application Development’ - ‘ASP .NET’ is installed.
o Under ‘Security’ - the applicable ‘Authentication’ role for your environment is
installed.
o Under ‘Management Tools’ - 'IIS 6 Management Compatibility’ and all child roles
are installed.

« Install Windows Powershell 1.0 - available through Microsoft Update as an optional
update or from:
http://www.microsoft.com/windowsserver2003/technologies/management/powershell/download.mspx

« Install Windows Silverlight (optional to support the Dashboard) download from:
http://www.microsoft.com/getsilverlight/Get-Started/Install/Default.aspx

+ Disable IE Enhanced Security (recommended)
o for Windows Server 2003:
1. Open "Control Panel" > "Add or Remove Programs".
2. Select "Add/Remove Windows Components".

3. In the "Windows Components Wizard" window uncheck the "Internet
Explorer Enhanced Security Configuration" option and click "Next" and
"Finish".

o for Windows Server 2008:
1. Open "Server Manager".
2. Under the "security information section, click on the Configure IE ESC" link.
3. Change the Administrators setting to "Off".
4. Click "OK".

Active Directory - System Requirements
« All versions of Active Directory in Mixed or Native mode supported.

» eControl 3.x Server can be installed on a dedicated stand-alone or member Windows
server:

o If eControl will manage multiple Active Directory domains in the same Forest,
install the eControl server on a member server a top-level domain that will be
least impacted by Domain GPOs (best practise).

o If eControl will manage a single Active Directory domain, install the eControl
server on a member server in that domain.

o Itis not recommended to install eControl server on a Domain Controller, or
SharePoint server or other dedicated application server utilizing IIS.

e Create an “eControl” service account in AD and make it a member of the "Domain
Admins” and “Domain Users” groups. The Domain User group should be the primary
group. Set the password to not expire.
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Requirements for SSL Certificates for Active Directory Connections

eControl must establish a SSL secured LDAP connection between the eControl host server and
the Domain Controller(s). This is a Microsoft security requirement that enables Active Directory
password management (password changes) to be made in SSL encrypted mode. The
recommended means to enable SSL support is ensure that an Enterprise Certificate Authority
server is installed and functioning in each Active Directory Forest/Domain (as applicable):

e if the eControl Host Server is installed on a member server in the same Active Directory
domain as the Domain Controller server being connected to, SSL certificates will be
automtically configured and no additional setup is required:

o The Enterprise CA will automatically issue a server certificate to the domain
controller server, and

o the member server that is hosting the eControl Host Server will automatically
trust that Enterprise CA.

« if the eControl Host Server is installed on a stand-alone server, export a trusted root
certificate from each Enterprise CA and import it as a trusted root certificate on the
stand-alone server hosting the eControl Host Server.

Refer to the following documents for additional information:

o “Enterprise Certificate Authority” - Do not install the Enterprise Certificate Authority on
the eControl server.
http://technet.microsoft.com/en-ca/library/cc700804.aspx

o "“How to enable LDAP over SSL with a third-party certification authority”
http://support.microsoft.com/kb/321051

Home Folder Support Requirements for the eControl Host Server

WMI is used to manage home folders and network shares. User home folder support requires
additional configuration of the eControl host server which is normally completed as part of the
initial eControl host server installation and configuration. Create a local user account that uses
the same name and password as the Active Directory eControl Service Account (this will be the
local eControl service account). Set the password to never expire and add this account to the
local "Administrators" group.

eControl Requirements for Windows Servers Hosting Home Folders

The following additional configuration is required on Windows servers hosting user home
directories:

« Configure the eControl Service Account:

o if user home directories are hosted on Windows member server, create a local
user account that uses the same name and password as the Active Directory
eControl Service Account (this will be the local eControl service account). Set the
password to never expire and add this account to the local "Administrators"
group.

o if user home directories are hosted on Domain Controller servers, add the Active
Directory "eControl" service account to the built-in "Administrators" group.
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« Configure File System Permissions: Administrators can use any share/security
permissions plan that meets corporate security policy. The eControl service account
must be granted full control security permissions to the parent "Home"” folder. As an
example, the following permissions are based on SBS 2003 deployment:

o Share the Home folder off and modify permissions as follows:
0 Share Permissions:
= Domain Admins group - assign full control
= Domain Users group - assign full control
= NETWORK SERVICE - assign full control
o Security Permissions:
= Domain Admins group - assign full control

= Domain Users group - assign special permissions - that apply onto
"This folder and files" (Ensure that "Apply these permissions to
objects and/or containers within this container only" is checked):

» Traverse Folder / Execute File - Allow
» List Folder / Read Data - Allow

» Read Attributes - Allow

* Read Extended Attributes - Allow

e Create Folders / Append Data - Allow
e Read Permissions - Allow

= eControl service account (applicable local or AD account) - assign
full control

= Network Service - assign full control
= SYSTEM - assign full control

Requirements for Microsoft Exchange Support

The eControl host server must connect to a supported Exchange system via an Omni
Connection Agent service installed on a Windows 2003/2008 server. The Omni Connection
Agent service can be installed on the eControl host server, an Exchange server, a domain
controller or a server which meets the requirements:

« Exchange 2003 - Minimum Exchange 2003 SP1+ is required. Corresponding Exchange
Management Tools must be installed on the server hosting the Omni eControl
Connection Agent service.

« Exchange 2007 - Minimum Exchange 2007 SP1 with Rollup 1+ is required.
Corresponding Exchange Management Tools (32 bit only) must be installed on the server
hosting the Omni eControl Connection Agent service.

« Exchange 2010 - Minimum Exchange 2010 with latest updates is required. Contact
Omni Technical services to schedule their assistance to add support for Exchange 2010.
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Common Requirements:
o Windows Powershell 1.0 (Exchange 2003 / 2007) or 2.0 (Exchange 2010)
o Microsoft .NET 3.5 SP1

o The AD “eControl” service account must be added to the group(s) necessary to
create and manage Exchange mailboxes. Recommend logging onto this server as
the "eControl" service account and manually create/manage an exchange
mailbox.

o TCP Port 7190 (configurable) in/out must be enabled on the server's Windows
Firewall (if active) to ensure that the eControl host server can communicate with
the Omni eControl Connection Agent service.

Requirements for Multiple Exchange Version Systems

For those Exchange systems that host multiple versions of Exchange, e.g. Exchange 2003 and
2007 in the same system, the Omni eControl Connection Agent service must be installed:

Exchange 2003 / 2007 - Install Exchange Management Tools (32 bit) for both
Exchange versions on the same server. This can be on the eControl Host Server or
another Windows server. eControl will be installed and configured. The Omni eControl
Connection Agent service will be installed.

Exchange 2007 / 2010 - Install Exchange Management Tools for Exchange 2007

(32 bit). This can be the the eControl Host Server or another Windows server.
eControl will be installed and configured for Exchange 2007. The Omni eControl
Connection Agent service will be installed. Contact Omni Technical services to schedule
their assistance to add support for Exchange 2010.

Exchange 2003 / 2007 / 2010 - Install Exchange Management Tools (32 bit) for
both Exchange versions on the same server. This can be the the eControl Host Server
or another Windows server. eControl will be installed and configured. The Omni
eControl Connection Agent service will be installed. Contact Omni Technical services to
schedule their assistance to add support for Exchange 2010.

Firewall Requirements for eControl in Active Directory and Exchange

Ensure that any firewalls between the eControl host server and the all Windows servers that the
eControl host server will connect with are open for:

TCP Port 636 In/Out to support SSL for password management with the Domain
Controller.

TCP Port 7190 In/Out to support connection between the eControl host server and the
Exchange server where the eControl Remote management Agent is installed.

TCP Port 135 In/Out to support WMI connections between the eControl host server and
Windows servers hosting home directories.

Revised: September 1, 2010 © 2009-10 Omni Technology Solutions, Inc. Page 10 of 42



omnb

eControl 3.5 for Active Directory & Exchange Installation & Update Guide Www.omni-ts.com

Install and Configure eControl

There are 6 steps to install and configure the eControl host server:

 Step 1 - Install eControl

e Step 2 - Configure the target Active Directory domain connection(s)

e Step 3 - Configure the target Exchange Mailbox server connection(s)

e Step 4 - Configure home folder support

e Step 5 - Install and configure the Omni eControl Connection Agent service
e Step 6 - Configure Remote Agent support

e« Step 7 - Restart IIS

Step 1 - Install eControl
Downloading eControl

Prior to installing the eControl host server, ensure that the server meets the system
requirements. Download the econtrol.setup-latest.zip file from the download link provided by
the eControl download email.

The recommended best practise is to create a C:\Download-Omni\eControl folder and
extract the the econtrol.setup-latest.zip file to that folder. This should create a
C:\Download-Omni\Control\3.x.xx.xxxx eControl setup folder that is specific to the release
version contained in the econtrol.setup-latest.zip file.

IMPORTANT NOTE: Do not delete or remove the folder containing the eControl installation
files. You can use those files to upgrade or uninstall eControl in the future.

Where to install eControl

Prior to installing eControl, ensure that each target server meets the system requirements.
Run the eControl installation on the following host servers:

« On the Windows server that will host the eControl host server and website

e On each Windows server that will host the "Omni eControl Connection Agent” service

Run the eControl Installer

The eControl setup.exe file will ensure that Windows installation and .Net framework
requirements are met, then install eControl and Riva on the host Windows system:

1. Execute the setup.exe file in the C:\Download-Omni\Control\3.x.xx.xxxx eControl
setup folder.

2. If you see the EULA license agreement page for Windows Installer 3.1 click Accept.
This indicates that the Windows Installer 3.1 application is not installed and you agree to
install it.
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3.

10.
11.

If you see the EULA license agreement page for .NET Framework 3.5 SP1 click
Accept. This indicates that the required .Net Framework components are not installed
and you agree to install it. Clicking Accept will start the installing the installation of the
Windows 3.1 installer software.

When you see a window indicating that Setup must reboot before proceeding click
the Yes button to allow the host Windows system to reboot.

After the Windows system reboots, login and the installation of the .Net Framework 3.5
SP1 components will automatically continue. This may take some time so please be
patient.

When you see a window indicating that Setup must reboot before proceeding click
the Yes button the host Windows system reboot.

At the Welcome to the Omni eControl Setup Wizard window click Next >.
At the License Agreement window, ensure that Agree is selected and click Next >.

At the Select Installation Folder window you can make the necessary adjustments
and click Next > to continue.

At the Confirm Installation window click Next >.

At the eControl Language Settings window, select the default language and remove
the checks from the languages that you do not want installed.

eControl Language Settings

Fleaze chooze desired [anguage support and the default language. Ar least
one language needs to be zelected,

Default Language: | Englizh [Canada] j

Default language 1= used far the login page that is first time
dizplayed for a uger.

Languages: 1 Deutzch [Germany] i
[wl Endglizh [Canada]
[w] Ezpafiol [Chile]
[w] Frangais [Canada)
[7] Frangaiz [France]
[ Mederlandze [Metherlands] ;I

Ok |

eControl has been localized to support English, French, Spanish, German, Dutch, and
Polish in the eControl web portal. Click OK to continue.
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12. At the eControl Web Component Configuration Window window:

eControl Web Component Configuration Step B

If you are installing the eControl Web Component, IS must be configured.

Mote: Do not run for remote serders runhing Groupyvise, Exchange.

Would you like to install eControl to the ‘Default Veb Site’ on port 807

Hote: Any existing Web Site confiagured on the 'Default¥weh Site'will be replaced.

ez, Install to Default Web Site Mo, Skip or Configure M arnually

» Click Yes if installing on to the eControl Host Server and the eControl Portal will
be the default web site.

« Click No if this server hosts another website in the default website folders. You
can always configure the eControl website manually in IIS manager. Contact
Omni support for additional information.

e Click No if installing on the server that will host the *"Omni eControl Connection
Agent” service.

13. At the Installation Complete! eControl Web Server restart required window,
click Yes (this window will not appear if you selected No in the previous step)

Installation Complete! eControl Web Server restart required |

In order to apply the changes rmade to the Web Server it needs to be restarted,

Mote: Hestarting the Web Server will termporarily stop all web sites on this server.

Would you like to restart the Web Server ?

Mote: Advanced users can restart the semver manually.

‘res, Restart the server i Mo, | will restart the server manually

14. At the Installation Complete window click Close.
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Step 2 - Configure the Target Active Directory Domain Connection(s)

The next step involves running a “Microsoft Active Directory” wizard to create an eControl
connection to a target Active Directory (AD) domain. This procedure needs to be repeated for
each target AD domain that will be managed using eControl. Connections need to be created
for each instance where eControl has been installed in Step 1 (eControl Host Server and
eControl Remote Agent Server).

Prior to running the Active Directory wizard, ensure that an eControl service account has been
created in each target AD domain, that this account uses the same username, e.g. “econtrol”
“ecadmin”, that each account uses the same password and that the password is set to never
expire, and that each account has been added to the corresponding "Domain Admins” group for
the corresponding AD domain.

or

To create an Active Directory connection:

1. From the windows desktop of the Windows system where eControl is installed click
"Start" > "All Programs" > "Omni" > "eControl" > "Configure Connections". This will
open the Riva Application.

k:_a| Movell Groupiiise k |
3‘-7 omni
All Programs ) Administrative Tools ¥ ] Address Book Update

d ¥ 7 Configure connections

|#istart | & (5 B H W |

2. Select "Setup" and click on the "Microsoft Active Directory" link in the "Connection
Wizards" box. This will start the Active Directory Connection wizard.

3. At the "Welcome to Microsoft Active Directory Connection Wizard" windows click Next >.

4. At the "Target Information” window provide the IP address or DNS name of the Domain
Controller and ensure that Enable SSL is checked (mandatory). Click Next >.
F# New Microsoft Active Directory Connection Wizard

Target Inform ation
Enter the connection information for the Active Directory Server.

Active Directony Ldap Host I'I 0102141 Port: {636

V' Enabls 551
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5. At the “Enter the information to connect to Microsoft Active Directory” window, ensure
that you specify the eControl service account AD logon credentials. If the user specified
is not a member of the "Domain Admins” group of the target AD domain, then
management functions in eControl will encounter permission-based errors.

1 New Microsoft Active Directory Connection Wizard

Entes the mformation to connect tn Microsoft Adtive Drectony
O nce completed, press next and o test the connedion

—Cornection Details

User Name: |ecnnh‘cu|@nrrmidevlaha.mm |

Passwaord: |iiilllliiliil |

Click Next > to continue.

6. If an IP address was specified for the Host in step 4, you may see a
“Conflict Hostname Detected” window:

Conflict Hostname Detected |

"'-. Detected a host name conflict,
L

Connected using! 10,102,141
Server response; demod-ex07?. omnidewlabs. com

Proceed with detected host name instead?

« If this server is a member server of the AD domain and is configured to use the DNS
server for the AD domain, select Yes, otherwise

e Select No to use the IP address configured in step 4 above.
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7. At the “"Detected Available Services” window, click Next >.

[ New Microsoft Active Directory Connection Wizard (=] [X] )

Detected Availlable Services
Summary screen of detected available services. Used for reference and broubleshooting.

The tollowing services and zettings were auto-detected and should be used to confirm connection

settings and details prior to continuing. These zettings may affect the expected functionality o
configuration.

Detected Server Hozstname
dernoZ-exly omnidevlabz. com
Detected Server DN
CH=DEMO3I-EXO7 0U=Domain Contrallers,D C=omnidevlabs, D C=com

Detected Server Platform Detected Exchange Services

YWindows Server 2003 Service Pack 2-52 (3 Yes ¢ OmniDevlabs EXO7 Orgl

Detected Certificate Authority Detected Forest Functionality

ez / OmnillevlabsCo Mo

< Back [ et Cancel

8. At the "Microsoft Active Directory connection Wizard complete" window, uncheck
Launch Exchange Connection Wizard option and click Finish to create the
connection.

[ iainch Evehanae Lonnechion wizard

< Haok Finizh Earcel
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9. This will add a Microsoft Connector in the Riva Connections panel under Setup.

.9 etup

Managing Your Connections

ey
|
His

Connection Wizards ~ Microsoft Active Directory

= Novell eDirectory
= Movell GroupWwise @ DC=omnidevlabz, D C=com

4= Micrasoft Active Directory

10. Double-click the Active Directory connection. Under the “General” tab, confirm that
the correct LDAP distinguished name for the Domain Controller is displayed and that
the Username shows the LDAP distinguished name for the eControl service account.

ﬂ EunrrEl:t_lun Ef_i_'it: DE=u_rru€iiﬂé\ElaEs’,DE=cnm. I

| General

Eonfection Marme
Parent Conrmection

Distinguished Narma

Lizername

11. You should test the connection to make sure that it is working. Double click the Active
Directory connection. This will open a "Connection Edit" window.
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12.

¥ Connection Edit: DC=omnidevlabs,DC=com I

Select the "Connection Targets" panel. Highlight the Idap connection and click the
"Test the connection target" link. A "Connection Successful" window will open if the
connection is working. Click OK to close the window and select Save >> to save the
settings and close the "Connection Edit" window.

Repeat steps 1-11 above for each Active Directory domain that will be managed by
eControl.

Step 3 - Configure the Target Exchange Mailbox Server Connection(s)

The next step involves running the “Microsoft Exchange” connection wizard to create an
eControl connection to a target Exchange mailbox server. This procedure should detect all
Exchange mailbox servers and build a unique connection for each server.

To create the Exchange Mailbox server connection(s):

1.

If the “Riva” application is not already open, click "Start" > "All Programs" > "Omni" >
"eControl" > "Configure Connections". This will open the Riva Application.

In the Riva Application select "Setup"” and click on the "Microsoft Exchange" link in the
"Connection Wizards" box. This will start the Exchange Connection wizard.

In the "Welcome to Microsoft Exchange Connection Wizard” window, click Next >.

In the “Choose Active Directory Connections” window, select those AD domain
connections where Exchange servers are installed and click Next >.
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7§ New Microsoft Exchange Mailbox Store Connection Wizard

Choose Achive Directory Connechons
Pleaze choose one ar more Active Directory Connectiong to gearch for Exchange Mailbox Stores.

Flease choose one ar more connections:

5. In the “Exchange Connections Detected” window, select any Mailbox connections that
you do not want to create an eControl connection for and click the Remove button.
Click Next > to continue.

E xchange Connections Detected
Remove any unwanted connections and preszs Mext' to continue.

<= Exizsting connections

Refrezh |

tailbox [ atabaze <= Connections to add

FRemove |

< Connections to skip

&dd

6. In the “Configuration Results” window, click Finish to close the wizard and create the
Exchange mailbox server connection(s).

7. This will add the Exchange connections below the Active Director connections under
“Setup”.
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Managing Your Connections

Connection Wizards

Maovell eDirectary

Movell GroupWise

Microsoft Active Directory
Microsoft Exchange 2003
Microsoft Exchange 2007
Microsoft Exchange 2010
Microsoft Exchange Mailbox..,

SR R R R

2

= Microzoit Active Directory

@ DC=armnidevlabs. D C=com

Microzoft Exchange Mailbox Store

Uﬁi Mailbox [ atabase

Step 4 - Configure Home Folder Support

eControl uses WMI to enable home folder creation support between the eControl host server
and the home folder host server(s). Prior to configuring home folder support and testing WMI,
ensure that each Windows server hosting home folders has a local user created that uses the
same account name and password as the AD eControl service account. The local “eControl”
service account must be added as a member of the local "Administrators” group. If the server
hosting home folders is a domain controller, add the AD eControl service account to the
“Built-in Administrators” group. Test and ensure that the local eControl service account can

create user accounts including home folders.

To configure home folder support on the local IIS server:

1. Open “Configure Connections” (Riva application) and open the AD domain connection

under “Setup”.

2. Under the "Home Directories” tab, configure the account details and configure the web

server:

"} connection Edit: DC=DEV03-EX07,DC=local

—account Detalls - En Saryer

SESE = econdral

Home Directories [

Thiz eption will create usern account; websitE apalication

poal and set appropriste parmissions,

Passward

© 2009-10 Omni Technology Solutions, Inc.
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» Specify the “Username” and “Password” for the local eControl service account.
This account must use the same logon name and password as the AD domain
eControl service account.

* Under “"Web Server” click the Configure button. This will:

o Create the local eControl service account and add it to the IIS_WPG
group,

o Create an “eControl Pool” IIS application pool, set the identity for the
application to use the local eControl service account, and

o Set the eControl website to use the “eControl Pool”.

* At the “"Success” window, click OK.

3. Add all the home folder hosting servers to the “"Configured servers” list.

ﬁ'{ﬂnrrmﬂm Edit: DC=omnidevlabs,DC=com

~Web Server

Thisop
posal s =

e

Harme Directory servears

All Horme Directory 5 e e local iser atmount wilfy na LsErname and pasiword
o b aneailiabile an the web

Confipured sendare:

DEMCA-EXDF . CHINIDEWL ABS, COM If yiou. sri adding 4 new secver, pleasa make
sira the seerrame and paeswird sre the same
a5 for-other servers.

The Home Directories server has been
configured,

e Use the same Account Details “"Username” and “Password” as was used for the
Web Server configuration (step 2 above).

« Add the DNS name of a home folders host server to the “Host” field and click the
Add link.

o If the target server is configured with the local eControl service account,
the server will be added to the list.
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o If the target server is Windows 2003 and is not configured with the local
eControl service account, eControl will create and configure the eControl
service account on the target server and then add the server to the
“Configured servers” list.

o If the target server is Windows 2008 or if eControl cannot access the
target server, then the attempt will fail. Hold down the Ctrl key and click
Add again and eControl will manually add the target server to the
“Configured servers” list. NOTE: The local eControl service account will
still need to be created and configured on the target server.

» Click OK.

To test WMI:

1. Use the "WMI Access” tab to test remote windows servers that are hosting home folders
to verify that they are WMI compliant:

i Connection Edit: DC=omnideviabs,DC=com I

i ection Ta WMI Access

This option allews you' i st WM connectivity betwisen the server and the
home directoriss host

Plzase enter usarname and pasaword of the user that has WL access to the
remoke computer (username@domain:

Sl econtroliSiommdeylabs com

S T
S e demmoZed 7 omrideviahs corm
. g

* For “Username”, specify the AD logon name of the eControl service account for
the AD domain that server hosting the home folders is installed into.

* For “Password”, specify the AD password for that eControl service account.

+ For“Server”, specify the DNS name or IP address for the server hosting the
home folders.

2. Click the “Test” button. If WMI is configured correctly, a successfully connection window
will open.
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Step 5 - Install and Configure the Omni eControl Connection Agent Service

The eControl host server needs to communicate through an Omni eControl Connection Agent to
Exchange servers. This agent service needs to be installed on a designated server. The
options include:

« Single Version of Exchange (2003 or 2007) - install the eControl Connection Agent
service on the eControl Host Server or a domain controller, an exchange server, or other
server that will act as an eControl Remote Agent Server. Exchange management tools
(32 bit only) for the version of Exchange being managed must be installed on this
server.

+ Single Version of Exchange 2010 - contact Omni technical for assistance.

e« Mutiple Versions of Exchange (2003 and 2007) - install the eControl Connection
Agent service on the eControl server, a domain controller, or a designated server.
Exchange management tools (32 bit only) for both versions of Exchange being managed
must be installed on this server.

« Multiple Versions of Exchange that include Exchange 2010 - install the eControl
Connection Agent service on the eControl server, a domain controller, or a designated
server. Exchange management tools (32 bit only) for 2003 and/or 2007 versions of
Exchange being managed must be installed on this server. Contact Omni technical
support for custom configuration.

Install the eControl Connection Agent Service
To install and configure the eControl Connection Agent service:

1. If eControl has not been installed on this server, ensure that the server meets system
requirements for eControl and following the procedure detailed in STEP 1 - Install
eControl (see pages 10-13). At the eControl Web Component Configuration
Window window

eControl Web Component Configuration Step B

If you are installing the eContral YWeb Component, IS must be configured.

Mote: Do not run for remote servers running Grouptise, Exchandge.

Would you like to install eContral to the 'Default Web Site’ on port 807

Mote: Any existing Wyeh Site configured on the 'Default ¥Wweh Site'will be replaced.

ez, Install to Detault \Web Site Mo, Skip or Configure M anually

click No, Skip or Configure Manually.

2. Create and configure the Active Directory connections following the procedure detailed in
STEP 2 - Configure the Target Active Directory Domain Connections (see
pages 14-18).
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3.

4.

6.

Create and configure the Exchange connections following the procedure detailed in
STEP 3 - Configure the Target Exchange Mailbox Server Connections (see
pages 18-20).

To install the eControl Connection Agent service, run the InstallAgent.bat file located
in C:\Program Files\Omni\eControl\Omni.Services.Connection

alling Service...

fully configured Failure Actions

cessfully set descrip

any key to continue . . .
t the sewvice now 7 Cus/ndz

Answer y to complete the installation of the service.

Open Computer Management and under Services locate the Omni eControl
Connection Agent.

=10 x|
:; Fle Acion View Window Help _[_|_||
& = | &alm| B R B @Eﬁll I om |
= Computer Mansgement {Local) | Mame | eseription | Statiue | Starkin Tvps o]
= Systern Tools Sy Microsoft Exchange Service Host  Providesa ..,  Started Automatic
[ (8] Event Viewer &8 Microsoft Exchange System Atte... Forwardsd... Started  Automatic
i) Shared Folders &b MicrasaFt Exchange Transport The Micros... Skarked  Aubomatic
PB"TI‘:"“"“”‘I Logs and Alert: | 8 Microsoft Exchange Transport Lo... Providesre... Stated  Automatic
= Stﬂg::ce Manager %Mcmsnft Search (Exchange) Cuickly cre..,  Started Manual
= il Micrasaft Software Shadow Cop...  Managess.., Disabled
@&y Removable Storage 4
8 Dik Deragmenter % het Logon . . Maintains a... Started Automatic
EB bisk Management 15%r'-hs:t.mn Part Sharing Service Provides a.., Disabled
E @ Services and Applications %Netﬂeetmg Remote Deskiop Sha,,, Enables an.., Disabled J
% 5 Telephany %Netwwktnnnecmrﬁ Manages o... Started Maral
Carvices £ Network DDE Provides . .. Disabled
WML Cantral £ Network DDE DSOM Manages D... Disabied
#-E8 Indexing Service S%Nuoalzq.\uscrkl.vr:u:atn:urm Awarensss (MLAY Collecks an..,  Starbed Manual
* FIJ Internet Information Service 5%r‘|5t.=:ta-m:nkF'r-:wisil:unirn;| Service Manages ¥... Manual
#- % DS %}Nr LM Securiby Support Provider  Providess,.., Starsted  Manual
ni eContral Omni —8C..,  Started Autormatic
"%}Pﬁrfummtﬂ Logs and F'.Ierl's Collects p=.., Aubormatic
B i s ) Erishise s = Shnekad Midamakie o0
& B |
< | | N Extended ) Standard /
i ' |

Open the properties of this agent and select the Log On tab. Modify the settings to use
This account, click the Browse button and locate and select the eControl AD domain
service account.
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B

N O eControl Connection Aogent Properties (Lo cal |:|_|||'|p|_|f_l_-r}

™ Blloiy sevnce taintetsck i destiton

[sesesrssences

Provide the password and click OK.
7. At the “Services” window, click OK. In Computer Management > Services, restart
the Omni eControl Connection Agent service.
Step 6 - Configure Remote Agent Support

» If the eControl Connection Agent service is installed on the eControl host server, there is
no additional configuration required.

» If the eControl Connection Agent service is installed on a different server, then both the
eControl host server and the Remote Agent server need to be configured.

Configure "Remote Agent” Support on the eControl Host Server
To configure the eControl host server to connect to the Remote Agent server:

1. Open “Configure Connections” (Riva application) and open the AD domain connection
under “Setup”.

2. Under the “"Remote Agent” tab, specify the Host that is running the eControl Connection
Agent service.

'Fi Connection Edit: DC=omnidevlabs,DC=com I

Femote Agent

To enabile MS Exchangs 2003,2007 support, he Remote Agent connection has
to be configured.

ecorivol server [

= 10, 10,2141
et |

Tesl
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3. Click Save >> to save the settings and close the Connection Edit window.

Configure "Remote Agent” Support on the “"Agent” Server
To configure the Remote Agent server to connect to the eControl host server:

1. Open “Configure Connections” (Riva application) and open the AD domain connection
under “Setup”.

2. Under the "Remote Agent” tab, specify the eControl Server IP that is running the
eControl website.

1"} copmiection Edit: DC=omnideviabs,DE=com

Tiz enabie M5 Exchandge: 20002007 cuppoct, §e Bemals Agenl cormetion has
{y b con g,

o S TR0 10,2144 |

e
ot GE

Tiad

3. Click Save >> to save the settings and close the Connection Edit window.

Step 7 - Restart 1IS

1. Once all eDirectory and GroupWise connection settings have been configured and tested,
IIS on the eControl Host Server must be restarted by performing an iisreset /restart.

Initial Sign-on

The first time that an eControl Login is performed is important as there are some initialization
tasks that get performed. The first login should use the credentials of the account configured in
the Active Directory connection for the primary Active Directory domain.

The initial login will provide an option to create a sample eControl configuration which can be
used for training and evaluation.

You can access the eControl login from:

= http://localhost on the eControl host server
= http://<eControl host server IP address> from any browser on any desktop

eControl has been optimized to work best with Internet Explorer 7.0 or higher, but would work
with most browsers that support AJAX.
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&2 eControl

eControl Login:

Lsername: econtrol
F‘-EISSWDr‘d: LTI T TR R R YR Y]
Language:

Login B Espafiol (Chile)

= Frangais (Canada)

+ Username - provide the login name configured to the Active Directory connection
configured during the installation. If there are multiple AD connections, choose the
domain where you want to host the eControl management accounts from.

« Language - This will appear if eControl was installed with multiple language support.
The visible language of the eControl web pages will be localized to the language selected
during the login.

To properly initialize the eControl web portal:

1. Login as the primary eControl administrator configured in the Active Directory
connection during the installation.
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2. At the "Welcome to eControl” page:

ﬁ-"ﬁ eControl suswae

Welcome to eControl

This gt oun setup wizard will uida you through the creation of a sample configuration customiced for
WOUT SyEhem.

Thus wizard s ideal for those who have maver configured eControl before and would B bo bry it our
wmm::dvm ta imenadiately bacome an expert. Readng theough the dotumentation & always
recomm

Mo permanent _l;h_anﬂ-zs are made toany of your Systems. This process will create a sample daka

conbamnaer consistng of users, groups and templabes, This sample data container will then ba configured

taua;;:tl mﬂnr‘ﬁﬂm of eControl, pre-popudating the configuration to provide you an instant access
] B features.

o you sre sanshed with your besteng cr 31 any pont sfter the wizasd compbetes, by simply delstng
the sample data conbamer i your System, af aces of the zamplée dots 15 remaved,

Lat's get started!

« Choose START to run the basic configuration wizard, or

* Choose Skip wizard to skip the wizard (see “"Setup the Basic Configuration”
below)

Setup the Sample Configuration

3. Assuming that START is selected, Step 1 will present a list of Active Directory domains
that connections have been created during the eControl installation. If you want sample
eControl objects created in all the domains, click “"Select All”, otherwise, select the
domain(s) from the list and click Next >.

Step 1 - Choose the systems

Please choose the systems you want to conhigura,
You may conbinue without choosing the connadtions, In thas case basic configuration will be used.

Use O or 'Shaft key to select mulbiple svstems,

Systam
(B omnideviabs.com

Salict A

| et > | |. Cancel |
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4. In Step 2 - Choose Containers, click on the ellipsis beside the empty text box

Step 2 - Choose containers

eCantrol will create a container that indudes the default accounts, groups and templates.

Choose a parent container in which eContral will mstall the default setup.

Systerm Contaimer
B omnideviabs.com O

to open an eControl Directory Browser window. Navigate the Active Directory domain
and select the container to act as the parent for the eControlSample container and
sample objects.

Step 2 - Choose containers
=] eControl Directory Browser ] ]
s ortrol wiil =
¢ B omnidevlabs.com
Choose & g & ACME
& Buittin
Sysia 21 Computers
: &3 Domain Controflers
¥ omnide
& eControl
b _I ForeignSecurityPrincipals beisal
phjects. &2 Microsoft Exchange Secunty Groups
& MS Dynamics CRM
Contais B Bl
- Program Data
» L System
-_l Ifsars
() Microsoft Exchange System OGbjects
[k ] [oouines. ]

In this example, an eControl container has been previously created to hold the econtrol
user object that was configured in the Active Directory connection during the setup.

Click OK to close the eControl Directory Browse window. The selected container will
appear in the text box.
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System Container
:i? omnidevlabs.com :_DU:ECDhtml__,_ﬂ C=omnideutabs,DC=com *

5. In the Step 2 - Choose Containers window, click Next > to continue.

6. In the Step 3 - Select modules window click Next >.

Step 3 - Select modules

Please select the modules you would like to configure,
If you continue without selecbng the modules, a basic configuration will be used.

Press ‘Mext' to view the summary.

MANAGE 2
CREATE =
SELF-SERVICE 2
AUDIT P
[ eBoee || Meas || cancer |

7. In the Step 4 - Summary window, click Next >.

Step 4 - Summary

Flease confirm the following information is correct.

After you press Wext', eControl will create sample objects for the selected modules.

Selected moduleds)

= AUDIT
= CREATE
= MOAMAGE
= SELF-SERVICE

Container(s) to be created

Systern Container
@ omnidevlabs.com ou=gControlsample,OU=aCantrol, DC =omnideylabs D =com
L emsck [l Net» [ cancet
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8. In the Save configuration to disk window, click Next >.

Save configuration to disk

The data creabion step has been completed.
Please take a moment to review results.

Press Mext' to continue,

Successful

Sample data has been generated succesafully and the configuration file has been saved,

Summary:

9. In the “Wizard Complete” window, click Apply Settings.
Wizard Complete!

eCantrol is now configured,

To apply this configuration, press "dooly Setings’.

L Apply Setting:

Setup the Basic Configuration

1. Assuming that the Skip wizard button is clicked, in last step window click the Finish

button.

Last Step - Use basic configuration

You have not selected any connections to be configured.
The basic configuration will be used.

Press ‘Frush’ to iimsh the wizard,

<Bock J[ Finh ][ Conce
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2. In the “Wizard Complete” window, click Apply Settings.
Wizard Complete!

eCantrol is now configured,

To apply this configuration, press "dooly Setings’.

[ AepySewngs |

License eControl

Request a License

eControl is licensed from the “Administration” panel in the eControl portal website. You must
first request a license:

1. In the eControl portal, notice that the footer indicates that eControl is running in DEMO
mode.

&8 eControl

Welcome, econtral (econtrol)

HOME CREATE SELF-SERVICE ADHINISTRATION LIFGILET

Search f-:-r_ri:s_-_ Hame = WSBmame Path Systam

l-‘_‘-':u-a;:l;.i.-llhrn ] Mo recards to desplay
Ohject Name: (min 1 dhr.)

Fast Mami: fn 1 chr)

Last Mama: (min 1 chr.)

Search |

Copprght @ 2000 Omni Technalogy Solutions, Ine Allpights rbrarsud. (03.5.0.723%)

=% Thid £ & DEMO vergion of the madule ==*

Click on the Administration in the menu bar.
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2. In the “"Administration - Manage” page, click on the Licenses link in the footer.

&8 eControl summsmien

Welcome, scantral {ecantral)

HOME DASHEOARD MANAGE CREATE SELF-SERVILE ALIDET LOGOUT
| Meanage Task Comecbans ]| Manige Identfication Fars | | Wanage Search Forrs | | Manage Cuslom Tasks ]
| Moy tewSemngs
= Groups = Cetails
Douhie -click growup node to edit group delalls.
—as | [ Remoe |
View AulE Trad | Yiew Loge | Raqosss Quppedt E2% Login Page | Oalegatad Sdminiztraticn
3. In the “Licenses - Details” page, click on the Request License tab.
Licensing
{ Detads ppioad License |
BELOW vOU WILL FIND & SUMMARY OF YOUR LICENCE INFORMATION, YOU CAN ALSO
UBLOAS RIW LISENEL PILE,
Expiration Dabes
Licensed
Madale Licensed To Ty Support Softveare Sy stems
{reot avalable) DEMy Wavar Mevar
| CREATE | {not avadahle) DEMO Never Newver
SELF-SERVICE {not avadabla) DEMO Nevar Nevar
m (oL avadabis) DEMO Nevar Never

4. In the “Licenses — Request License” page, select modules to license, specify the desired
license count and complete the contact information. The **’ next to a field indicates
information must be provided.

Revised: September 1, 2010 © 2009-10 Omni Technology Solutions, Inc. Page 33 of 42



eControl 3.5 for Active Directory & Exchange Installation & Update Guide

omnb

WWW.0omni-ts.com

Licensing

Details Raguest Licanse \ Upload Licensa

rwodulas and Systems 1o be Bransed

Systams
@ CC=CMNIDEVLARS DT =C0M

Modules

Contact Information

Eompany Mame: * Omni Technology Solutions Wiphsite:
Flrst Mame: = Gordon Last Mamer
Fhone Mumber; = TR0-473-4200 Title:

Emall address: = g.nrd*ﬂnmrl-ts.:um

Comments;

Licanse requast will be sent elactronically.

o
| Submit

* Welkngy

User Count
5.000

‘s Cumim | -3, £ 0T

TE-413-4711

Click Submit to continue. A successful upload will be indicated.

Upload the License

A .license file will be sent by email within 24 working hours. Save a copy of the .license file

locally and complete the following steps:

1. Login in eControl as the eControl service account.

2. Select Administration from the menu bar and click on the Licenses link in the footer.

Wiew Audit Trail | View Logs | Reguest Support EditLogin Page | Delegated Adminiztration

3. To apply the license file, click the Upload License tab. Click the Select button, navigate

to and select the .license file and click Upload.

Licensing
Details '. Reguest License Upload License |
Mease salect heence file
SmnkDemo-eControl201005-2 1845 Llicense Zetect |
| Upioad
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4. If the license file upload is successful, click Apply New Settings.

Licensing

Details Request License Upload License

1

Please select licence file

(BN

Upload The licence file has been uploaded, You can upload another,

MEW LICEMCE FILE WILL BE LOADED THE MERT TIME vOU APPLY SETTINGS.

Apphy Mew Settings |

5. License details can be verified under the Details tab.

Licensing

| Details Reguast Licansa Upload Liceanse

BELOW TOU WILL FIND A BUMMARY OF TOUR LICENGE [NFORMATION. YOU CAN ALSD
UPLCAD HEW LICENCE FILE.

Expiration Dates

Module Licensed To Type Support Softveare
Omni Technaolagy Solutions TRIAL 2010-06-20 2010-06-20
Omni Technology Solutions TR1AL 2010-06-20 2010-D6-20
Omni Technology Salutions TRIAL 2010-06-20 2010-05-20
Ormini Technology Solutions TRIAL 2010-06-20 2010-06-20

Licensed
Sysbems

Hetalls ==
details »»
details »»

details »»

6. Once the license has been applied, the license status in the footer should change.

Coperight @ 2010 Smni Technology Solutions, Inc, All rights reserved, (v2.5.0,7205)

Expires on 20/06/2010 {in 29 days).
®¥*E This is a TRIAL wersion of the module ***

Note: If the footer information does reflect the new license information, logout of

eControl and close the browser. Perform an IISRESET /RESTART. Open a browser

and logon into eControl and check the footer information.
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Assign Delegated Administration

Access to the eControl "Administration” pages is limited to the account configured in the
eDirectory connection (or an Active Directory connection in a mixed Directory environment),
and to members of the group that is assigned “Delegated Administration.

To assign “Delegated Administration”:

1. Create a group in eDirectory (e.g. eControl-Admins) and add members that should be
provided access to the eControl administration panel.

2. Login to eControl as the eDirectory connection user.
Click on “Administration” in the menu bar.

4. Click on the “Delegated Administration” link in the footer of any “"Administration” panel
page.

5. Click Add. Navigate to and select the desired group for eControl Delegated
Administrators.

Navigate to the “"Manage” page and click the Apply Settings button.

Logout and login as a Delegated Administrator.

Upgrading eControl
There are 2 types of upgrading for eControl:
« Upgrade - upgrade an existing installation of eControl to a new major release, e.g.

from eControl 2.5 to eControl 3.x

- Update - update an existing eControl installation to a newer minor release, e.g.
from eControl 3.3 to 3.4

Upgrade eControl 2.5 to eControl 3.x
Upgrading eControl 2.5 to the latest release of eControl 3.x is a two step process:

» Upgrade eControl 2.5 to eControl 3.0. This usually involves migrating eControl 2.5 from
a Windows 2000 server platform to eControl 3.0 on a Windows 2003 or 2008 server
platform.

« Update the eControl 3.0 installation to the latest 3.x release.

Upgrading eControl requires direct intervention and assistance from Omni technical support.
Customers must contact Omni to schedule an eControl 2.5 upgrade.

Update eControl to the Latest Release

Upgrading eControl 3.x to the latest release can be performed by the customer without
assistance from Omni technical support.
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Confirm the eControl Installation

It is important to upgrade all related installations of eControl. Confirm the following
information:

¢« On the eControl host server:
o Is the Omni Connection Service Agent installed?

= Open Windows Manage > Services and confirm if there is an Omni
eControl Connection Agent service installed and "Started".

= View the properties of this agent and under "Log On" confirm how the
agent is configured to log on as. If the "Local System account" is not
selected, record the account being used as this will have to be
reconfigured after the agent is reinstalled (see below).

+ On the eControl remote agent server hosting the Omni eControl Connection Agent:

o Open Windows Manage > Services and confirm if there is an Omni eControl
Connection Agent installed and "Started".

o View the properties of this agent and under "Log On" confirm how the agent is
configured to log on as. If the "Local System account" is not selected, record the
account being used as this will have to be reconfigured after the agent is
reinstalled (see below).

Backup eControl Configuration and License Files
On the eControl host server, use Windows explorer make a copy of the following folders:
¢« On a Windows 2003 server:
o C:\Program Files\Omni\Riva\Configuration
o C:\Program Files\Omni\Riva\Licenses
¢« On a Windows 2008 server:
o C:\Program Files (x86)\Omni\Riva\Configuration
o C:\Program Files (x86)\Omni\Riva\Licenses

On the eControl remote agent server, use Windows explorer make a copy of the following
folders:

¢ On a Windows 2003 server - C:\Program Files\Omni\Riva\Configuration

¢ On a Windows 2008 server - C:\Program Files (x86)\Omni\Riva\Configuration

Uninstall the Omni eControl Connection Agent Service

Uninstall the eControl Connection Agent service from the eControl host server or the eControl
remote agent server where the Agent is installed (Note: the path will vary depending on the
release of eControl currently installed). Run the UninstallAgent.bat file from one of the
following locations:

= C:\Program Files\Omni\eControl\Agents\Omni.Interop.Agent\

= C:\Program Files\Omni\eControl\Agents\Omni.Services.Connection\
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= C:\Program Files\Omni\eControl\Agents\Omni.Services.Connection.Agent\
= C:\Program Files (x86)\Omni\eControl\Agents\Omni.Interop.Agent\
= C:\Program Files (x86)\Omni\eControl\Agents\Omni.Services.Connection\

= C:\Program Files (x86)\Omni\eControl\Agents\Omni.Services.Connection.Agent\

Uninstall eControl

Uninstall eControl from the eControl host server and the eControl remote agent server where
the Omni eControl Connection Agent is installed. This can be done in one of two ways:

= Use Windows Control Panel > Add or Remove Programs to remove "Omni
eControl" OR

= Run the eControl setup.exe installer for the version of eControl currently installed and
select "Remove Omni eControl"

Reinstall eControl

Reinstall eControl on the eControl host server and the eControl remote agent server where the
Omni eControl Connection Agent needs to be installed.

1. Download and extract the latest release of eControl

2. Run the setup.exe file and install eControl in the same manner and in the same
locations that it was previously installed.

= on the eControl host server first

= on the eControl remote agent server

Reinstall Omni eControl Connection Agent Service

Reinstall eControl on the eControl host server or the eControl remote agent server, wherever it
was installed previously:

1. Run the InstallAgent.bat file on the eControl server and on the Exchange servers
where the Omni Services Connection Agent is installed:

= Run the InstallAgent.bat file from
C:\Program Files\Omni\eControl\Agents\Omni.Services.Connection

= Answer Y to the question to start the service.

= Using Windows Manage > Services configure the Log On properties of the Omni
Services Connection Agent to match those credentials confirmed before starting the
update process and restart the agent service.

2. Run iisreset /restart

Restore the eControl Configuration and Licenses Folders

(Optional) After the update is completed, if eControl does not appear to connect to the
configured AD domains and Exchange Mailbox servers, or if the eControl website appears to be
running in "DEMO"” mode, restore the backup copies of the \Configuration and \Licenses folders:
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Close the Riva application.

2. Using Windows Task Manager, end the process for the Omni.Services.Connection.exe
process.

3. Restore the backup files as required:

= Copy the backup \Licenses folder to C:\Program Files\Omni\Riva\Licenses

= Copy the backup \Configuration folder to C:\Program Files\Omni\Riva\Configuration
4. Run iisreset /restart

Open a browser and login into the eControl portal. A new
Omni.Services.Connection.exe process should launch in Windows Task Manager.

Confirm that the eControl web portal is behaving as expected.

Close Windows Task Manager.
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Support for eControl

Reporting a Technical Issue

The eControl "Administration” pages include a “Request Support” link in the footer.

View Audie Trail | Yiew Logs I Licenses | Edit Login Page | Delegated Adminigtration

Copyright @ 2010 Omnl Technolagy Solutions, Inc. All rights reserved, (v3.5.0.7255)

Complete the form and click Submit. The eControl server will send the issue and a copy of the
application logs and config files to our technical support team.

eControl - Request Support

THaMK ¥oU FOR TAKING TIME TO SUBMIT AN ISSUE REPCRT. YOUR FEEDBACK IS
THVALUSBLE T HELPING IMPROVE ECONTROL AND INCREASE YOUR SATISFACTION,

TOUR 155UE WILL BE ASSIGHED TO A CASE MANAGER FOR RESOLUTION, PLEASE EXPECT
TO BE CONTACTED WITHIN TWO BUSINESS DAYS.

First Mame: * Gordon Last Name: * Welling

Company Name: = Omni Technology Solutions

Phone Mumber: * +1 7804234200 Severity: * |Nomal =

Email Address: * oordwi@omni-ts com

Application Emor * |

., Licensing not working

Issue Type: *

Problem Title:

Fapplied the licensa file provided and eConlrol website is still working in"DEMO" mode |

Problem Description:
[Hote: Pleass includs steps ta  *
reproduce])

Sutirnit

Upgrade and Maintenance Support Agreements

Customers who have current upgrade and support contracts are eligible to receive full email
and telephone support Monday to Friday between 9:00 a.m. and 5:00 p.m. Mountain Time
during regular working days. Limited email support may be available during extended hours.
Email and telephone support is also available to customers who are evaluating Riva. 365x7x24
support is available for optional purchase.
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Contacting Support

You can contact support by phone, email or fax.

Email: support@omni-ts.com
Phone: +1-780-423-4200
Fax: +1-780-423-4711

You can also use the "Contact Us" link in the upper right-hand corner of our web site. Please
include as many details as possible when requesting support:

 contact form

Topic |Technical5uppnrt;|

Subiject ILicense niat warking

Product | M anagement - eCaontral _v_I
Your Mame IIan

Your Email ISampIe

Contact Number |+1.234.567. 8901

sk

Type the two weords: o]
. [ re GAPTCHA
twhich hallowed | - C stop spam

0 MG Dol

Message I hawve applied the _licensze file but

eControl indicates that it i=s =still

rurhing in "Demno" mode.

Send » |
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Online Resources

Online resources for Riva include:

Product Documentation: Go to www.omni-ts.com select Support, follow the link for
Documentation and select eControl and EMU Documentation

eControl Flash Tutorials: will be added to www.omni-ts.com/quicktours

Support Forum: Go to www.omni-ts.com/Forum and:

o Select the eControl ~ Installation, Management and Support forum.

o “eControl Tips” available at http://www.omni-ts.com/forum/post--2124--page-
1.html is a collection of forum articles to provide troubleshooting and advanced
management steps for eControl.

Product FAQ: Go to http://www.omni-ts.com/web-management and select Frequently
Asked Questions
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