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This Guide

Welcome to the “eControl 3.5 for Active Directory and Exchange Administrator Guide”.
This guide is for system administrators and deals with creating and managing the “back-end”
eControl elements using the eControl administration panel.

Other guides in this series includes:
+ “eControl 3.5 Requirements Checklist for Active Directory and Exchange”
« “eControl 3.5 for Active Directory and Exchange Installation and Update Guide”
+ “eControl 3.5 for Active Directory and Exchange Operator Guide”
+ “eControl 3.5 for Active Directory and Exchange Self-Service Guide”

eControl 3 for Active Directory and Exchange delivers a simplified, web-based
management, provisioning, self-service and audit application designed for non-technical users.
eControl empowers junior administrators, help desk operators, HR staff, department managers,
support staff and even end-users to perform common user account management tasks in Active
Directory and Exchange - from a web browser, with NO security permissions and NO access to
Microsoft Management Console or Task Pads.
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How eControl 3 Works

eControl 3 provides a web-based directory and email service management system with special
features designed to empower non-IT staff with the ability to manage users without requiring
SUPERVISOR or ADMINISTRATOR rights! With eControl, concerns such as WAN bandwith,
distance, time-zones, training of IT staff, improving helpdesk effectiveness, costs, and security
are overcome.

& econtrol wWelcome, eContral Admin {ecadmin) 0'@

HOME MAMNALE ADMINISTRATION LOIGILIT
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eControl installs as a Windows service that can connect directly to the configured mail and
directory systems via native API and/or LDAP calls. This enables support staff to manage
mixed and multiple Active Directory, Exchange, eDirectory and GroupWise systems from a
single web interface.
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eControl comprises four feature modules that are enabled through the licensing process and
provisioned in the administration panel:

; Provide simplified, role-based management of user accounts, email lists, groups, Terminal
u-r__ Services profiles and other directory objects to support skaff, eControl Manage allows
wioll ko control users' search and task authority, MO special permissions required, MO

aCantrol access bo Microsoft Management Console or Task Pads,
Manage
= =g eControl Create bo empower HR and office staff to provision user accounts, email
E o lisks and groups based on pre-configured profiles, Simplfiy and standardise wour
é provisioning processes and ensure compliance with naming standards and passwiard
requirements, Mow with support For bulk, creaking users from a-C3Y file,
eControl
Create

Deliver user self-service functions for Ackive Direckory, Exchange, elirectory and
Grouphise, These funckions incude password changes, “forgot-ry-password” challenge
phrases, subscriptions ko distribution lists and the ability to update demographic
infFormation,

eCantrol
Self-Service

.&.5?5* Al changes made in eConkral are wrikken ko an audit lag Far administrakar oversight,
- eControl Audit Wiewer and Reporting enhances compliance and secarity audits,

eControl
Audit

Types of eControl Access

Access to the eControl web portal is limited to users who have been assigned some type of
access:

= eControl Service Account - accounts that are configured in the Riva eDirectory or
Active Directory connections. These accounts have supervisory rights / permissions to
their corresponding eDirectory tree or Active Directory domain. These accounts have
automatic access to the “Administration” panel.

= eControl Delegated Administrators - eDirectory or Active Directory group members
assigned “Delegated Access” do not need supervisor rights / permissions to their
corresponding eDirectory trees or Active Directory domains. These accounts are
granted access to the “"Administration” panel.

= eControl Operators - eDirectory or Active Directory groups that are assigned to a task
collection, create profile or audit view assignment. These accounts can perform
delegated administrative tasks in the “"Manage”, “Create”, or “Audit” panels.

= eControl Users - eDirectory or Active Directory groups that are assigned to a user self-
service assignment. These accounts can change their own password, configure ‘Forgot
password’ settings, and personal information.
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Login to the eControl Portal

To access the eControl web portal login:

= http://localhost using a web browser on the eControl host server
= http://<eControl host server IP address or DNS name> from any desktop web browser

&S eControl

eControl Login:

Lisarname: econtral
PﬂsE'ﬂ!’ﬂl"d:’ (ETTTRTIT I L]
Language:

ao Francais {Canada)
Forgot ¥our Password?

+ Username - provide the login name configured to the Active Directory connection
configured during the installation. If there are multiple AD connections, choose the
domain where the eControl management accounts are located.

+ Language - This will appear if eControl was installed with multiple language support.
The visible language of the eControl web pages will be localized to the language selected
during the login.

Access the eControl Administration Panel

eControl is administered using an “Administration” panel available only to eControl service
accounts and delegated administrators. Only those accounts will see the Administration link
in the menu tool bar.

s i
"‘u ecnntrnl Wislonmie, control (econtrnl ) nnll-]-'[)

HIRME MANAGE CREATE SELF-SERYILE ALDLT ADMINISTRATION LOGOUT

R ——
Search | Browse
| Search farms! HAmE - LIsErranme Path Sy sbam
| Search bl Typed - Na records to deplay
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Provisioning eControl is performed by logging into the eControl portal using the eControl service
account credentials and clicking the "Administration” option in the tool bar. This is the only
account that can configure how eControl works and can provision management task collections,
create profiles, self-service assignments, and audit file access to other users in the
environment.

m econtrol e Wolcome, eControl Admin (ocadmin) Dm@

HOME DASHOOARD MANAGE CREATE SELF-SERVILE AUGET LOGOUT
| Manage Task Collections | | Manage Identdication Furms. | | Manage SeavshFormy || ManageCutom Tasks | | ApplyMewsomngs |
GroUpS - rDetails -

Doebfe-ciick group nodi fo odit groue dedails,
« B omnideslabs.com
+ 123 ACME
« ElpT
1 acmEe-admins
+ | eCantral
€0 ccontrol-adming

Assign Delegated Administration

Initial access to the eControl "Administration” panel is limited to eControl service accounts.
Delegated Administrators can access the Administration panel. Assigning eControl delegated
administrators should be the first management task performed.

For eControl installations that have been upgraded from eControl 3.4
or earlier, this procedure is now available.

To assign “Delegated Administration”:

1. Create a group in Active Directory for eControl delegated administrators (e.g. econtrol-
admins) and add members that should be provided access to the eControl administration
panel.

2. Login to eControl as the eControl service account.
Click on “Administration” in the menu bar.

4. Click on the “Delegated Administration” link in the footer of any “"Administration” panel
page.

5. Click Add. Navigate to and select the eControl delegated administrators group created
in step 1. Click OK and click Accept.

Navigate to the "Manage” page and click the Apply Settings button.

Logout and login as a delegated administrator.
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Configure the Manage Module
The "Manage" module provides web-based Directory object management tasks for eControl
operators.
How it Works
For the Manage Module:
1. Task collections are created and configured. This defines what tasks can be carried out.

2. Task collections are assigned to Directory groups. This defines who has the authority to
carry out the assigned tasks in a task collection (we refer to this as "Task Authority").

3. Search paths are assigned to each Task Authority and task collection assignment. This
determines where (in which containers and therefore against which users and groups)
the assigned tasks can be carried out (we refer to this as "Search Authority").

Task Collections are based on the types of tasks available for the type of Directory and email
system being managed. eControl 3 currently supports:

« Active Directory 2000, 2003 and 2008
« Exchange 2003, 2007 and 2010

Calculating Cumulative Authorities
Important concepts to remember are:
e« A user can be a member of multiple groups
e Task collections are assigned to groups
e A task collection can be assigned to more than one group

« A group can be assigned only one task collection but can be configured for multiple
search contexts and exclusions

« Search contexts can be specific to a single container or can allow for sub-containers to
be searched and containers can be excluded from a search context

e Each task collection assignment may be assigned more to multiple search contexts in
multiple Directory systems

The cumulative affect is that a single user can be assigned conflicting task sets (e.g. a
restricted set from task collection "A” and a fully-enabled task set from task collection “B") for
the same group of target users being managed. In that case, eControl calculates:

« Search Authority - the cumulative list of all containers in all managed directories that
can be searched by the operator, and

« Task Authority - the cumulative list of tasks that can be performed by the operator
against the selected user is based on adding together all of the assigned tasks for every
task collection that applies to the selected user. eControl will apply the least restrictive
(most permissive) set of tasks.

If an eControl operator is assigned to a “"Task Collection”, the *“Manage” tab will be visible when
they login to the eControl portal. Search operations will only work for those search contexts
defined in the task collection that has been assigned to the group the Operator is a member of.
This limits the scope of task ability for each eControl operator to assigned task collections.
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No Administrative or Supervisor Rights Required

User accounts that will be enabled to use eControl to manage network users and resources
require NO supervisor or administrator rights in the file system, in the Directory or to email
systems being managed. Management tasks are assigned to eDirectory or Active Directory
groups through the eControl Administration panel. Any member of a group that has been
assigned a specified task can carry out that task.

Planning for eControl Manage

To implement eControl, some time can be taken to create and configure objects in advance.
Some things to consider are:

« What different types of administration do you want to implement:
o Will there be system-wide administrators?
o Will there be container specific administrators?
o What other types of administrators do you want to enable ... for example:

= IT help desk operators who can enable/disable accounts, change
passwords, and modify group membership

= Office Managers who can enable/disable accounts and change passwords

= Regional Administrators who can perform user and group management
across multiple locations

« What types of tasks do you want each type of administration to perform? This will help
to define task collections.

« Where in the Directory will each type of administration be able to perform assigned
tasks? This will help to determine “scope” defined as the “search context” (the parent
and child containers) that can be assigned to each task collection assignment.

Planning Concepts for Task Collections

Careful planning is required to determine where to add, remove or adjust task.

When looking at what task collections to create, it is helpful to use the following strategy:
e« STEP 1 - Determine which containers are going to be managed by eControl.

e STEP 2 - Determine the types of task collections that are needed to support the desired
user account and email account management strategy, e.g. all tasks, tasks for office
managers, tasks for user support staff. In this step, you should always have an “All
Tasks” collection and a list of additional task collections that are required. Each task
collection should have the exact set of tasks to be configured in that collection. (e.g. a
set of minimal tasks that a junior level help desk operator can perform). Be detailed with
this step and decide on an appropriate naming strategy for each task collection.

« STEP 3 - Determine which group of “operators” will be assigned to each task collection.
You can choose existing Directory groups or create additional user groups as required.
Decide on an appropriate naming strategy for each “eControl” group.

After the plan has been completed, the next step is to create the new task collections and
assign them to groups to match the user account management strategy.
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Configure Super Administrator Task Collection

The recommended first task after the initial login to the administration panel, is to enable a
system-wide administrator using the econtrol-admins group. This includes:

« Modify the “All Tasks” task collection to select appropriate tasks, and

e Assign the “All Tasks” task collection to the “econtrol-admins” group.

Modify the “All Tasks” Task Collection

The recommended first task after the initial login to the administration panel is to modify the
“All Tasks” task collection to ensure that the desired tasks are enabled:

1. Login into eControl as the eControl service account.

2. Select the Administration tab in the top tool bar. This will take you to the eControl
Administration panel.

3. Select the Manage tab in the top tool bar. This will take you to the administration panel
for the "Manage" module.
4. To modify the task collection to be assigned to the econtrol-admins group, click the

Manage Task Collections button. The “All Tasks” task collection will be selected and
there are no groups listed as having this task collection assigned to them.

| (2] Manage Task Collections Sl |
‘ Systams and Tasks assignad Groups

i w5 All Tasks Systam Id Path

{ ::3] Active Directory No records to display

—

Click on “Active Directory” to display the full list of available tasks.

5. Scroll down through the available tasks and select the ones that should be made
available to the “econtrol-admins” group.

— Systems and Tasks r— active Directary
oy All Tasks I solect / Deselect &l
B active Diractory &5 Task: Account Lockout

I Manage account Lockout
& Task: Account Restrictions
™ view Account Restrictions
I™ View Account Expiration Date
™ Modify Account Expiration Date
I Wiew Last Login Date
™ view Password Expiration and Last Changed Date
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6. Click the Update button to record the setting changes. Click the OK button to close the
“Success” window and the click the Save button to save the changes and close the
Manage Task Collections window.

[% Success! ' E ,ﬁ| d

Authority was updated,

F. I —\
[ox
o TasRy
I¥ Delete Object
| Update |
| Save [ | Cancel |

Assign the “All Tasks” Task Collection

Once the desired tasks have been selected, the “All Tasks” task collection must be assigned to
the the system-wide administrator group (e.g. “econtrol-admins”):

1. In the “Groups” pane, click the Add button.

2. Ensure that the correct Directory is displayed for the "System Name”. Beside the
“Group or Container:” field, click the browse icon open the Directory browse window.
Navigate and select the system-wide administrators group and click the OK button.

(21 AddGroup | (=] SComirel Diceclosy Beowrser (o
— Group Info &% DC=amnideviabs,DC=com = I
System MNa a3 ACME
Group: 2 compaters
a3 Doman Controllers
Task Collec @ econtrol
Capy From 4 Resources
{5 eControl Self Service
I add anot ) seontrol-admins
2l ForeignSecurtyPrincipals
J (5 Microsoft Exchange Security Groups
= — 3 M5 Dynamics CRM
F) Microsoft Exchange System Objects T

| 0 1 _ Cancel

I
3. In the “Add Group or Container” window, click Accept.
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4. The selected system-wide administrators group will now appear in the “Groups” pane
and the “"Group Information” window will automatically open.

-

g8 oC [ nb
“’u E untru e welcome, sControl Admin (ecadmin) nm"
HOME DASHEDARD MANAGE CREATE SELF-SERVICE AUDIT LONGOLT

[LupamgeTask:Caict | [L-nsnngsidensticaion Eoana | [ amege Sesech Gone | [ Manage Custam Taske. | | ﬂq:pm: ]
[~Eroups Dataits

Daebta-click growp nods to adit groc details. Group:
- @ irdda] ke com CHetcontral-edmin, DU =¢Contral, DC zormrededa

s =1 aCantral Task Collection:
0 wcontral-adinds | AN Tasms
(5] Group ktormation it Dmleted abjected = =
-
~Groasp Informaton 2
| System Name: DC=ommidaylats,OC=com
GrO CH=econtrol-admins, OL=eCorntrol DC=omnideviabs, BC=com T
Task Collection: [ £ Tasta «| Manage
Sparch Contexts Ml Stores
Dhgect
s System Jd Path o X et
Mo records o display,
(2 |
—
[ NP e =
-

In the "Group Information" window:
« Confirm that the correct System Name is displayed.
« Confirm that the correct Group is displayed.
+ Confirm that the correct Task Collection is selected.

 Below "Search Contexts" click the Add button to select the search contexts which
also define the “scope” of administration for this assignment.
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5. In the “Add Search Context” window, use the drop-down button to select the System
Name and click the browse icon to select the top level container for the search context

(e.g. 0=ACME). Click the Ok button to add this search context.

: 1= Greup bnfos ma thon

s |

Group information
System Mame:
Group

Task Collection:

ExC=amnedevlates, CC =oom

CH=acontral-adming OUselontrel DC=gmnidavlabs DC=com

A Taak ' fl eLonirol Directory Browses

|
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Search Deleted Objects?r [~ &)

Search Contoxts Mail Storas
Shtam 1d Patk |
| Fd fecorsdd ko display
.

=
= Add Search Conlext

& grmideviabs.com
2] ACHE
=l Computars
&8 pomain Contrallers
o eCantred
= FarsgnSemuntyPrntipals
£ Mirresalt Exchange Sacunty
£ M5 Dynamics CRM
< S
=1 Program Daka
=] Systam
1 sers

Ok

Sstem Mame:
Containar: T

A= ACMET

Search:

Conkmrei and ol ¢hdderm

Ll aned
Is excluded 7: r o

1s browvesahle 1 =

Ohjedt classes:

Fladd ancther search mntest

ﬁc:ep.t Cancel

=arnmded s

Click the down arrows beside the “Advanced ...” field:

« Select Is excluded? to specify that this container is excluded from the search
context (used to create exclusion filters).

« Select Is browsable? To enable viewing this container in a tree-view pane for

object searching.

« Object classes: is used to add a list of object types that can be searched and

displayed.

If Add another search context is checked, when the Accept button is clicked, the
container will be added to the search list. At the “Success” window, click OK, and the
“Add Search Context” window will open again to allow the selection of another
container. With the final container to be added, uncheck the Add another search
context option and then click Accept.

If a container was missed, repeat steps 4 and 5 to add as many additional search
contexts as required for all the Directory systems that are being managed.

If the assigned task collection has the “"Restore Active Directory Object” tasks enabled,
ensure that the Search Deleted Objects? Option is checked. This will allow
operators to see deleted Active Directory objects in a search request result and then
restore any of those deleted objects.
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Group [nformation
System Name:
GroUp:

DC=omnideylabs, DC=oom
CH=econtrol-admins OU=eConkrol DC=ommdevlabs DC=com

Task Collection: 'l_g." Taski = | Manage

!5!mh Deleted Objectst & @0 I

Search Contexts € Mail Stores

Ober
System 1d Path | X dusses
omnideylats.com OU=aCME, DCmomnidav abs, DC=oom i o &
ampidpyiabs com = Onen, DEmomrideviabs, D C=osm = o |

Select the “Mail Stores” tab to manage the available email systems.

8. Ensure that the “Enabled” is checked for the email system listed.

| Search Conbekts Mail Stores

& i Enabled Denied

Hama = r

omnidavlakbs com Mailbox Database W [

9. Click the Save button to save the task collection assignment to the econtrol-admins
group.

10. Click on the “"Group Members” tab to view the users that are members of the group
assigned to the task collection.

&& eControl asmsmion

Wonlcome, eContrel Admin { econtral} m

HOME DASHEDARD MANALE CREATE SELF-SERVICE ARIEIT LOGOLT

Mamsge Seanch Faimis I

[ MsnageTaskComectiong | | Munage identificabion Foam | | Mansgs Guitom Tadks. |
- Graups - -Details- -
Group:

Bowble-click growp node to edif group dedails.

+ B pevizexn? lacal Eb=eeontral-ademing (l=eCamtrsl OLI=ACMEDC

+ G acME Task Collection:
4 20 etantral Al Tasks
8 econtral-agmins Swearch Debotod Objects?__tg
e
Hame. Fath

acme adman ACME
gCantrol Admin.aControl ACME

£ aome admin
B oControl Adman

11. Click the Apply New Settings button to apply the changes to the eControl portal.
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12. eControl will switch view to the “"Manage” tab and display the default Manage page
that is available to eControl operators. Type a* in the “"Object Name” text box and
click the Search button to display a working search result.

ﬁ.a ecuntro' Welcome, eControl Admin {ecadmin} om@

HIEE

MAMAGE ADMINISTRATION LOGELT

Sdarch | Browse
Search forms; Hame - Usamame Bath Systam
e %! e
| Search 20 Types = Al M
i
TR T = ﬂ Aldo Sanom sldams S aricini O omnideviabL,com
8 ado Zanoni aldoz JAbdo ZanoniOmnai omnidawlabs.com
o SratirEw
£ Andrew Todd androwt Todd Edrminrton AcHE omnidavlabs.com
Last Name: {min 1 chr.) ffl  ACME-Edm-Administeation st ompidevlabs com
Edm-Admmistration.E :
ALME-
Cish
| i ':':ME;E_UM FLERE Edm-Customer omnpidevlabs.com
L= Search. WL Support Sdmanban A4

Click the Administration tab to return to the administration panel.

Create and Manage Task Collections

Different task collections can be created and modified allowing granular assignment of tasks to
those groups that will manage resources using the eControl portal.

To create and manage task collections:
1. Click the Manage Task Collections button.
2. Click the Add button.

3. In the “Add Task Collection” window, provide a name for the task collection. Select “All
Tasks” from the “Copy From"” drop-down list to use the same tasks as the “All Tasks”
task collection.

[=5] Add Task Collection |

add Task Collectiaon
Collection Name: Net Adrmins

Copy From: | Al Tasks o

! Arcept ] [ Cancel |

If the Add another task collection option is checked, then the "Add Task Collection”
window will open to allow the creation of another task collection after the Accept button
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is clicked. Click Accept to create the task. For this documentation, a Net Admins and
a Helpdesk task collections will be created and modified.

4. Repeat step 3 to create as many new tasks collections as needed. Uncheck the Add
another task collection option before clicking the Accept button for the last task
collection to be created.

5. Select the Net Admins > Active Directory task collection and modify the assigned
tasks as desired.

[Z] Manage Task Collecti iy | = )|
— Systems and Tacks — Active Directar
i MI T k ", o MENlE SSLL P RS O e :1
asks =
A Task: Rename Object
& HelpDask
o Net Admins ¥ Rename Object
I
@M rr— = Task: Reset Password
¥ LI
¥ Reset Password
& Account Lockout ;
" Email
& Account Restnctions
¥ Diractory
¥ Account Status )
) ™ Do not expire password
W Delete Objoct i
[T Same diractory and email passwards
™, Enable Exchange Mailbox i
. [T Differant directory and email passwords
&, Exchange Delivery Options :
! B3 Tack: Terminal Sorvices
=i Exchange Delivery Restrickions S
& Eved Dal Restricti
Flwiew Terminal Sarvices
HCNange Featuras
&, Exchange Featu ;
o [F Wiew Profile Settngs
& Evchange Storage Limits :
[ Manage Profile Settings
w8 Eupine Password =
ST [? “iew Remote Conkrol
é ldentification = R el
s < Manage Rem oritra
[ M+ Archive Policies ;
¥ View Sessions
[0 Membership =
PR ;I Manage Sessians -
ddd | Update |
| Sirve Cancel

Click Update to save the settings.

6. Select the HelpDesk > Active Directory task collection and modify the assigned tasks
as desired.
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%] Manage Task Collections _ (S o i)
[ g?ﬂtﬂmg anﬁ TaSks _mvg D;I:EFFEI.II-?IE LAY E L EiLUE § aLgeLL
o Al Tasks = ! =l

A* Task: Rename Object
IT Rename Object
w2 Task: Reset Password
IF Resst Password
I” Email
¥ Directory
I Do not expire password

&5 HelpDesk
ﬁl fgtive Dhrectory

& Account Lockout
& sccount Restrickions
¥ Account Status
1 Delete Objact
¥, Ersble Exchiange Mailbox
lt, Exchange Delivery Options
&, Exchange Delivery Restrictions

T Same directary and email passwords

I Different directory and email passwaords
BL Task: Terminal Services

™, Exchange Featuras

. IC] view Terminal Services
, Exchange Storage Limits

w2 Expire Password

f3 {dentification =
0 M+ archive Policies

[ Membership

[ Move Object

-
B MNecmmen Arbim Plom ke s Ml _.J

Add | Update

™ view Profile Sattings

T Manage Profile Sethngs
™ view Remote Control

™ Manage Remaote Control

I Viaw Sassions

T Manage Sessions -

| Save | Cancel

Click Update to save the settings.

7. Click Save to save all the new task collections and close the "Manage Task Collection”
window.

Assign Task Collections

The “"Manage” module depends on the assignment of task collections. Observe the following
considerations when assigning a task collection:

e A task collection can be assigned to multiple groups.
e« A group is limited to one task collection assignment.

e Each task collection can be assigned more than one search context. The combination of
all Directory containers in all search contexts assigned to a task collection define the
management “scope” of that task collection. A member of an group assigned to a task
collection is limited to managing those objects that are “in scope” or exist in the path of
the assigned search contexts.

To assign task collections:
1. Add one or more Directory groups to the list.
2. For each group, assign a task collection.

3. For each task collection assignment to a group, specify the search context and the
manage email stores.
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Add Groups

To add multiple groups to the list:
1. In the “Groups” pane, click the Add button.
2. Select the desired group and click OK.

eControl Directory Browser

+ B DCc=omnidevlabs,DC=com
4 (€8 ACME
i €3] Edmanton
a @17
€ ACME-admins
€ ACME-HelpDesk
i (€] Toronto
o € ACME Users

3. In the “Add Group” window, ensure that the correct Directory is displayed for the
“System Name”. Click the “...” ellipse to open the Directory browse window. Navigate
and select the desired group and click the OK button.

=] Add Group |42 . il
— Group Information
System Mame: OCsommidedabis DC=cam =
Group: | CN=ACME-Admirs, OU=TT.OU=ACMEDC=ami™ | ...,
Task Collection: [t Tasks -
Copy From: All Tasks
HelpDesk
Metadmins m—

™ &dd another group

|_ Bccept J [ Cancel ]

Select the desired task collection from the drop-down list. If Add another Group is
checked, the “"Add Group” will open after this group is created and confirmed. Uncheck
the Add another group option before accepting the last group to be created. Click
Accept to continue.
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Configure the Task Collection Assignments

When all the groups have been added, they will be visible in the list. Each group must have its
corresponding task collection modified to define the search contexts and enable the email store.

& eControl st

Walcomis, #Control Admin {ecodmin

HOME DASHEDARD FIANAGE CREATE SELF-SERVICE ALDTT LEFGOLT
Maninge Tusk Collactions: | [ iinage MentBiestion Faemic | [ Munage Searchibormas. | [ Ielanage Cikar Taiks | [ sy Wew Sittings. |
= Girgaaps - - Datads
Dotble-ciick group mode to edit group detalls, GFnLp;
+ 53 omeadevlabs com =R ME A g GU=IT OU=ACME DC zameande
¢ = ACME Task Collection:
¢ ' Edmonton et Adrum
£8 AcHE-Edm-HelnDesk Search Deleted Objects?  No
g [ ‘Search Cortests | Group Members |
0 sicME Admins
2] ACME-HaipDesk | System ld  Path
4 2 Toranbo Yo records to degplay
1 ACME-Tor-HelpDesk
+ [ acontral

'm epontrol-adming

To modify the task collection of a group, either double-click the group or select the group and
click the Edit button.

To manage the Search Contexts:

1. In the “Group Information” window, ensure that the correct task collection has been
assigned. Click the Add button.

— Group Informaton
System Mame: DC=ommdevlabs, DC=com

Group: CH=ACME-HalpDask, GU=1T,0U=4CME - =ommidevlabs 0D C=com
Task Collection:

| Hiap sk = | Manags

Search Deleted Objects? [~ &8
| search contexts T\ Mad Scares |

Sysbem 1d Path - i dﬂ:;g;ts
Mo records ta display. e . ==

sve || canea |
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2. In the “eControl Directory Browser” window, select the top-most container for a search
context and click OK.

E efontrol Directory Browser e
¥ bc=omnidevlabs, DC=com
b [SACME: T
3 E Add Search Contesxt i |
b Comput
'{&t CRmPi System Name: .o neoon =
4 (8 eContre
@ Rasc| | Container: OU=ACME,DC=omnidevisbsD * | ..
'—T Fﬂrﬁiﬂﬂ Search: Contsinier Bad all ehildren - |
b L} Migross
(] M5 Dyn, Advanced ... -
[ Omni
(3 Progran| ™ add another search context
£ system - E:g_e_pt [ cames |
1 Users
i) Micraso
4 |
I ok |[ cancet

In the “Add Search Context” window, check the Add another search context option to
select another Directory container. Click the Accept button.

3. In this example, we want to add a child IT container and exclude it. This will prevent
the HelpDesk operators from seeing and managing the IT department objects.

[F] Add Scarch Context

L

System Nane:
Contaimer:

Search:

Advanced ...
Is excluded 7;

Object classes:

rmnce sl [ =rof -
OU=IT.OU=ACMEDC =omnide * | ..

Caontainer onky -

Fl@
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Ensure that the Search option
uses Container only or
Container and all children
as desired.

Drop the Advanced options
and ensure that Is excluded
is checked.

Uncheck the Add another
search context option if this
is the last search context to be
added.

Click the Accept button.
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4. Notice that Search Deleted Objects? Option is not checked as the corresponding
"Restore AD Object" task is not enabled in the “HelpDesk” task collection.

= Group infaemation
System Marme:

OC=gmnidavlabs, DC=com
Group; CH=ACME-HelpDesk OU=IT,0U=ACHE OC =amnidevlabs 0 =cam
Task Collection: | HatpDesh

= Manage

|E5urrji Deleted Objects? [~ &

Search Contexts G, |

‘System id

armrndeslakeg com QU=ACME DC=ammdaylabng, DC=camm

omnidewlabs com

OU=[TOU=ACME, DC=ommdevlabs, DC=com

Confirm that the “Scope”, “Is Excluded” and “Browseable” options are correctly
indicated. Click on the Mail Stores tab.

5. Ensure that the mail store(s) and enabled.

| SearchiContexts | Mail stores |

| | system id Name

Enabled P Danied
= |

| | omnideylabs.com Mailhoy Database

6. Click Save to the changes to the task collection assignment. Once all task collection

assignments have been configured, click the Apply Settings button to make the task
collections available in the Manage page for eControl operators.

&8 eControl s

Welomimed, L onfrmd Bdmin {scadmin ) ﬂ

M- NASHEDARD MANALLD CREATE SELF-SERVITE AUDIT LG ENT

. Manage Twok Collectons. | | Manage demificanon Farv| | Mamage Search Forma: || Manage Cumam Tasks |
Groups Coatads-

Dowtle-citck group node fo edit groep details. Graup:

. i'ﬂmn—ﬂarlabs r— CH= A ME Edm - HelpDe 0L =Edreeatan, DU =AC

« Bl acuE Task Collection:
+ 2 Edmentan HelpDert
_ hacke-edm-tolpOnst Search Deloted Objectst  Ho
e Soarch Comnts | Grou Members ),
£ scme-Admine S bk il e L
0 ACME-HelpDesk Syatanm io _p-.m
a | Taronko

penrudiviabs.cam OUI=Edmtnbon, DU =ACME, DC=cmrdavishs
£ acmg Tor-HalpOnak
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Manage Identification Forms

eControl Operators who are granted “"Manage Identification” tasks in their assigned task
collection can view and modify the personal information of user accounts. Click the Manage
Identification Form to modify how the form works.

Q ECBI’ItI’Dl Adminiatratian ED
gu Waelcome, eControl Admin {ocadmin) om
HOME FASHEDARD MAMAGE CREATE SELF-SERVICE AUDIT LOGOUT
i | Manadge Task Collactions. li Manage ldentification Farms |i Mankge Search Form: bannge Custorn Tatks | | Agphy New Settings i
[ Groups | = Manage dentification Forms L T |
Doublyl ldentification Forms
rl @nr . T o -
« & ~Field Collactions — — r Details (Type:1PEG Photo)-
o + _lomnidevlabs com A Label text: | Pt B
. Genaral Label align: (Lot «| Isread-only? [~
[ photo -k .
™ Emal attribute name: jpeaPhatn
[3 First Name || 15 required? o
el Hovlabs:
13 Middle Irsnals .
Displaye  plign right
- U Fas- Bpn & align left (withous labal)
4= 19 Full Name
i, File size limit: w0 - B
9 Generatonal Qualdier B
4 Titke E‘gu“?‘i:lispluv 19 - [ 7] |
i
- Besatun _"_1 Image display a0 A ﬂ
= — | <
L | [ oty || movetip | [ Mo Do | | Upclate: | it ‘Update’ to save charges to the datalls —
1]
| Previes Foren |
| S | | Cancel

The “Manage Identification Form” can be modified in the same manner as "Manage Create
Forms” (see “Create” then “"Manage Create Forms” for more details).
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The important differences is that with "Manage Identification Form”, the Headers match the
Tabs in the actual form and the Fields match the Input Fields in the actual form.

(=] Mansge Kentification Fos ms il A3 | = 6

- [dentification Forms

- Cretails

[ Fiald Colectians
S el Header:

Beneral =

Display header?: =
I Disabled?: r

[2) Preview Form

[+ 1?

& middle Ini
[ Last Nams
[ Full Hame
[ Generational Qualific
3 Tidde

9 Degeriphion

M Emmdnves M

[ oty || Moveup || Move pown |

Y corporate | Telephones |\
IEmaiI l
e

Middle Intials
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Manage Search Forms

eControl Operators are granted the ability to search for objects in the “search scope” defined in
the assigned task collection. Click the Manage Search Form to modify how the search form

works.
e’ I Administration u"ul
““ econtru Welcame, eContral Admin { ecadmin)
HOME DASHEDARD MAMNAGE CREATE SELF-SERYICE AUDLT LOGOUT
i .Mn_mnguk Callections ' Manage Identification Farms E . M;npgtw;:f:F.wms _[ Manzge Cusbom Tazks i i ﬁﬂﬁ-bl'NHS'&ﬂDﬂgl
~ Groups = 5
= Manage Sessch Farms o |
Doulie :
=4 Search Farms Details -
s Bom
s B !' Object types: InetCrgPeron,organzationalPerson, Persan group O i}
Grougps - e
drganizational Roles Search Fields " Search Result Columns
Mame: (min 1chr)
Last Hama; (min 1 chr.)
= L
Attribites: en, b8 countflame ﬂ Eylahs
. = Move Up || Move Diown |
— | Moveup || MoveDown | s [
IS L S [ agd |l et || Deetn
| Enable fDisabile | it Deefnil
E [ ndd Edit | Dl te
swe. || Canent |

The “Search Forms” and “Search Fields” details control how search form area of the Operators
“Manage” page will look like and perform.

“Search Forms” can be used to add, modify or remove search types. Each search type is
associated with one or more object types (LDAP object classes). “Search Fields” is used to
define the field name and matching LDAP attribute and how many minimum characters to
match.

Note: Modifying the default provided search form types and search fields
requires extensive knowledge of LDAP classes and attributes for the
associated Directory systems being managed. Do not attempt to modify
any Search Form or Search Fields settings without assistance from
Omni Technical Support.

“Search Results Columns” can be used to modify the order that the search columns will display
search results. Existing results columns can be removed or modified. Other search results
columns can be added.
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' -
‘a ecnntro' Welcame, sControl Admin (ecaidmin) um

HIGME MANAGE ADMIMISTRATION LOGELT

Search | Browse

Search forms: Hame = Usernama Pathy Systam

( - —— il

| Sxarch &0 Tigpes | I

- ﬂ Aldo Sanare aldoms s lid amnidevlabs.com
Object Name; {min L chr.} Sanani Omn

a* €  AdoZanam aldoz Alda ZanoniOmni ommnidevlabs.cam
Firgt Namae: {min 1 chr.) SArstdrpw

1 andrew Todd andrewt Todd Edmanton.Acss 2mnide vlabs.com
Last Hame: {(min 1 chr.) ] ACME-Edm-ademnistration A amnidevlabs. cam
. Edm-administration B 2
ACME-
o gﬁzl::_dm-cusmrner Edm-Custommer omnidexlabs.com
— ¥ Support Edmonkan &1
i Saarch Farms ~Datails

Usars Object types: inetOmPerion organzationsiPerion Péron, groupOfl ﬂ
Groums

Organizabonal Roles p - ' Y

| Search Figlds | Search Result Columns
o I

[ Move | [ Move D |

[ Erisble f Dssabte: | st Dsfault System
[ rT— | —ra—

Type: Predefimed: Full Mame

[ Detaids - Header text:  Mame

Object types; inetlegPerson crganizationstPerson Persan.gravptfl 00
Data field: AR

i Search Fislds | Seardy Result Columns

= | Movellp | | Move Down |
oot ot [ add || Edt ][ Detete

Attributes: on, LML e e

| Mowep || Move Down |

YT | T | T

Manage Custom Tasks

Custom tasks can be created and added to eControl and the corresponding custom tasks can be
enabled in task collections.

Note: Modifying the default provided custom tasks requires extensive
knowledge of LDAP classes and attributes for the associated Directory
systems being managed. Do not attempt to modify any Custom Tasks
without assistance from Omni Technical Support.
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Configure the Create Module

The "Create" module provides web-based enable eControl operators to create objects within the
Directory(s) being managed. Complete granular control is provided through the eControl
Administration panel where the eControl administrator control what objects are created by
which group of users and in which containers in the Directory.

How it Works

For the Create Module:

1. Source objects are created in the Directory(s). This provides an object that can be used
as a template for creating objects of the same type.

2. “Create forms” are built and configured. Those forms will be used by eControl
operators to create new objects.

3. “Create Profiles” are built which define:
» the create form to use;
« the source object (the template) to use;
« the target location where the new objects will be created;
» whether bulk create will be enabled;
« which Active Directory groups can be assigned to those create objects; and
« which additional groups to make the new objects a member of.
If an eControl operator is assigned to a “Create Profile”, the “"Create” tab will be visible when
they login to the eControl portal. Operators will only be able to see and use those “Create
Profiles” that they have been assigned to.
Types of Objects that can be Created
The Create Module supports the individual and bulk creation of:
« Active Directory user objects, including the creation of:

o corresponding home folders provided WMI support has been configured and
share/file system permissions have been configured, and

o corresponding Exchange accounts provided an eControl Connection Agent has
been installed and configured.

e Active Directory security and distribution group objects.

e Active Directory contact objects.

No Administrative or Supervisor Rights Required

Directory groups will be assigned to create new objects and members of those groups require
NO supervisor rights or administrator-level permissions in the file system, in the Directory or to
email systems being managed. Create tasks are performed by the eControl service accounts on
behalf of those users that have been assigned to a create profile.
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Planning Concepts for eControl Create

Careful planning and preparations will result in the creation of the correctly functioning “create
profiles”. When looking at what create profiles to create, it is helpful to use the following
strategy:

STEP 1 - Determine the target objects to be created in terms of context (location in the
Directory system) and the configuration of the new objects that will be created. For
user objects consider home folders, Exchange account, common identification
information (like department, location, mailing address, telephone numbers, etc),
account profile, terminal services configuration, remote access settings, and group
memberships.

STEP 2 - Create an appropriate source or base object to be used as a template that will
be used to create the new object. Since a Create Profile can specify a create form, a
target location, and group membership (for user objects), create the minimum number
of source objects needed. Focus on creating source objects that specify configurations
that can be common for all as many target objects as possible and specify unique
settings using the combination of a create form and create profile settings.

STEP 3 - Determine which values the eControl operator must provide in the create form
when creating the new target object. Keep in mind that you may need different create
forms for the same target objects: one for single object creation and one for bulk
import. This step involves identifying the field definitions that will be mapped to the
target Directory system.

STEP 4 - Determine which Directory group(s) will be assigned to use each create
profile.

Build the Source Objects

Once planning and preparations have been completed, source objects that will be used as
templates for new objects need to be created. Consider the following factors:

User Objects - create source user objects that are common to a context and configure
the object with the common settings (e.g. home folder, terminal settings, common
identification information, common group memberships, etc). For example, if the
Directory has containers based on geographic location, and users are differentiated by
the group memberships (Sales or Marketing or Administration), create a single source
user object for that location. Unique information can be specified in the create form and
uniqgue membership associations can be specified in the create profile. Using this
strategy a single user template object can be created for the "New York” container and
multiple create profiles such as "New York — Sales” and “New York — Administration” can
be created to meet unique requirements.

Group and Contact Objects - there is not a lot of unique information that can be
pre-configured in a source group or contact object. Typically, a single group and contact
source object can be created per Active Directory domain.

As a best practice, it is recommended that:

source objects include ‘eControl’ in the object name,

source objects are located in a ‘Resources’ child container inside the ‘eControl’ container,
and

the *‘eControl’ container should be outside the scope of management for all task
collection assignments except for the eControl service account.
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Build the Create Forms

Once source objects have been created, create forms need to be built and configured. eControl
ships with 4 pre-built create forms which should not be modified in any way. Those create
forms are normally used as a source to create new unique create forms. The pre-built create

forms include:
e User (Active Directory)
e Group (Active Directory)
e User (eDirectory) — not used in Active Directory only environments

e Group (eDirectory) - not used in Active Directory only environments

To build a new create form for a user object:
1. In the Administration panel, select the “Create” tab.

& Ecn ntrnl B Welcome, nControl Connection {econtrol ) @

HOAMLE CREATE SELF-SERYICE ApT LGN

Mlinage Creste Forena |

Frofias Details

Right-click free mode fo wiew optlons, Bouble-click free node to
edit, T rnove rodes wre drag & drop

| Profiles

2. Click the Manage Create Forms button.
3. In the "Manage Create Forms" window click the Add button in the "Forms" pane.

4. In the "Add Form" window, provide a descriptive name for a new form.

Add Form

MName: ACKE AD User
Copy From: ser (fctive Directonyd -
Description: ACMWE A0 User used to create

newe A0 accounts in
ampideylabs.camm|

[ Accept I [ Cancel J

Enter a description for this form (optional). Select the applicable pre-built create form
as a source object from the Copy From: drop-down list and provide a suitable
description. Click the Accept button.
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5. In the “"Manage Create Forms” window, select the new create form (e.g. ACME AD User)
from the forms drop-down list. You can then manage the create form:

] Manage Create Forms = o b -
:FUITI'IE
| SCME LD Usay - | DESfrilltiﬂl'I! BCRAE AD Dier wied ta cresks nag AD s cauntin
I ) emmideviabs.com
[ mgd || Edit || Remowe
s S5 {Type. mplete
s | ACME AD User = Label text: Userrame -
« & P.ersnhal Information Label align: Left -| Is read-only? [
L3 First Name -
P Attribute name:
(3 middle Initials g
3 Last Name Is reguired? =
_:‘l Usemame Dizplay mode: Disphay in form -
3 Full Hame G
= attern: : P
B Description (L grvenMarmed{initsal ) (Tjsndir] 100
1 Office el Syrda
& Contact Information Fiajﬁ?}rﬁmﬁ-}m Jis|separator 2 |attnbName ) * latinbiame)
) e
A Telephone Mumber
5 Email ;I MOFE 53
I Madify | | Mave Up | | Move Dowm | Lipdats | Ciick “Uipdade’ fo save changes lo the dedalls
| PreviewForm: |
| Save | | Cancel

The "“Manage Create Form” is made up of three panels:

« The “"Forms” panel allows the administrator to select the create form to manage.
In addition, the administrator can add a new create form, and edit or remove the
create form that is displayed in the form drop-down list.

« The “Field Collections” panel displays in a tree-view the fields that will be used
in the create form. Fields are contained in categories.

o An administrator can create a new category, edit the category currently
selected, move the category currently selected up or down (which changes
the order of categories as displayed in the create form), and remove an
existing category (that contains no fields).

o An administrator can create a new field, move a field up or down in the
current category (which changes the order of the fields as displayed in the
create form), change the type of a field, and can remove a field.

« The "Details” panel shows the unique information for each category or field.
This is where changes can be made and updated.

« Below the “Details” panel is a "Preview Form” button that can be used to
display a sample create form using the settings currently saved for that form.

4. Make the necessary modifications to the create form and click Update.
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5. Use the Preview Form button to open a preview form and test the changes that have
been saved.

6. Click Save to save all changes to the create form and make it available to a create
profile.

How to remove an existing field

In some cases, existing fields will need to be removed, e.g. if the source user object that will be
assigned to the create profile that uses this create form is configured with an Exchange
account, then the email field should be removed to prevent problems. Warning - do not
remove an existing field marked as “Required”. Those fields are required by Active Directory
and if removed, the object create process will fail.

To remove an existing field from a create form:
1. Right-click the field to be deleted and select "Remove”

2 4 Contact Information

[§ Telephone Mumber
Note - Removal of fields cannot

5 Eml'_L| Copy ' be undone. Once a field has been
9 we ~ removed the only way to add it
L3 Change Type back is to manually recreate it.
Q - Mowe Lp
[q Pas
E Mowve Down

[ Mogiy [  Remove

2. Verify the removal action.

How to add a new field
To add a new field to an existing create form:
1. Right-click the category which will contain the new field and select “"New Field”

- Field Collections

__IACME 8D User ;i |7
. & Persanal Informatine 1N
I | [§ New Field...
[ First Mame | —
[ Middle Initiy M2V YR
Y Last Mame Move Down
4 Username | Remave

2. In the “Add Field” window:
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@ Add Field |
— &dd Field

Label text: | Department -

Attribute name: depzrtrment

Field type: | Text |

W add another field

| Sccept l l Cancel |

e Select the label text from the drop-down list, or type in the desired label text.

e Provide the LDAP Attribute name that eControl will use to link the field to the
applicable Active Directory attribute for the object type. Refer to Microsoft
documentation for LDAP names for Active Directory attributes.

e Select the desired field type from the drop-down list. The most common are:
o Text used to record text values,

o AutoComplete used when values from other attributes will be used to
automatically fill in the value,

o Pick List used to create a drop-down pick list, and
o Password used to record passwords.

« Select the Add another field option to open a new “Add Field” window after the
current new field is added. Uncheck this option when configuring the last new
field to add.

e Click Accept to add the new field to the create form.

How to change the type an existing field

In some cases, the administrator may want to change the type of an existing field. This is
commonly done to change a “Text” type to a different type to better automate the create form,
e.g. change a "Department” field from a “Text” type to a “Pick List” type.

To change the type of an existing field in an existing create form:

1. Right-click the field to be modified and select “"Change Type”
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D Delr:nar.TmEmr..
(9 Copy
(4 change Type
Move Up

Move Down

Femove

Note - Changing field type removes the current settings associated with the field. Once
a field type has been changed the only way to revert it back is to change type back and
manually recreate the desired settings.

2. Select the desired type and verify the action.

Modify Details - Common Settings

All field types share the follow
common settings:

+ Label text: is the
label for the field that
will be displayed in
the create forms.

« Label align: the
alignment that will be
applied to the data
inputted into the field.

Label text:
Label align:
Attribute name:

Is required?

| First Marme -
| Left -

givenMarme

[ For auto-complete only? [~ @

+ Attribute name: is the LDAP attribute name that is being mapped to the field. Refer
to Microsoft documentation for LDAP attribute names for Active Directory attributes.

+ Is required: this field must contain a value.

+ For auto-complete only? - data inputted to this field will not be saved to the
Directory. It will be used for other auto-complete type fields in this form. If this option
is selected, ensure that the “Attribute name:” field is set to NOFIELD.

There are two buttons that apply to all field types:

 Update button
will save the
changes made
in to the

|
| Click ‘Update’ fo save changes o the details

settings for the
field.

Prewiews Form ]

e Preview Form

button will open a window and display the form that includes the field being modified.
Changes made to a field being modified will not appear in the “Preview Form” unless the
Update button is clicked before clicking the Preview Form button.
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Modify Details (Type: Text)
“Field Type: Text” is used to record text values. Settings specific to “Field Type: Text” include:

+ Default Text: The
value in this setting
will be displayed and

- Details (Type: Text)

mg E:Ijﬁ’?rﬁs to Default text: Enter default value
operator does not Empty message: Enter empty message
modify the value

while running the Max Length: 0 =
create object

wizard. Leave blank Number of rowes: 0 .

if a default value is

not required. o
‘Wax Length’ set o 0 {defawilt) means no limit,

« Empty Message: Womnber of rows” set to 0 (defallt) reans single line text field,
The value of this
setting will be
dlspla_yed as a note Click “Undate’ to save changes o the details
but will not be
applied to the field
value if the operator does not modify the value while running the create object wizard.
Use this to provide additional instruction to the operator.

+ Max Length: Specify the maximum number of characters for this field’s value
(optional). Leave as ‘0’ to indicate as no limit (default).

« Number of rows: Specify the maximum number of rows available in the create form.
Leave as ‘0’ to indicate no limit (default).

Modify Details (Type: Autocompletion)

“Field Type: Autocompletion” is used to create a value based on a “pattern” by using data from
other fields. Settings specific to “Field Type: Autocompletion” include:

+ Display Mode: Specifies
how the value will be
displayed on the create
form.

Display mode: | Display in form| i

Display in preview
Do not display

o ‘“Display in form” -
this field will display
onn the create form
and can be modified
by the operator.

o “Display in Preview” - this field will display on the create form in a read-only
mode.

o "“Do not display” - the value is created but is not displayed on the create form.

+ Pattern: The value of
(tjr;laswﬂneﬁoﬁejtr?::a Pattern: (LgivenName)(Llinitials)(T|sndir| Y ([ |
fields.
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Click the elipse to open the “Pattern Builder”.

=] Autocomplete Pattern Builder 5

fwailable form fislds

Pattern sagments

Departmant
Cescription
Email

Fax Number
First Mame
Last Name
Location
Middlz Initials
Qualifiar
Telephone Number
Title

Mumber of characters

 Add segment

=

&l

Take "1° chars. from 'First Name®

Take ‘7" chars. from ‘Last Mame®
Remove text '’

Remove text ™

Result will ba 'lowercase’

Take "1° chars. from "Middle Initials'

Separator text
Remove text

| Make result

i |
| Replsce accents | &5

 Add sugment | &

Add s:gme.nt s}

PRERCA wescase | Mevelip | | M Down | Rrafiane

| Remee il

Sawe ' i_._‘,:mcel |

lak

To use the pattern builder:

o

Highlight a field from the “Available form fields” list box and specify the number
of leading characters to use, or check “All” to use all characters. Multiple fields
can be selected, which will result in the resulting characters being concatenated

together to form a new resulting value.

To add separator text, like a blank space or a hyphen *-', enter the desired value
and click the Add segment button.

To remove blank spaces, hyphens or other symbols, enter the desired value and
click the Add segment button for "Remove text”. Use this to remove a null
space at the end of a character string.

Click UPPERCASE or lowercase buttons to force the result value to be all caps
or all lower case characters.

“Pattern segments” list box contains all selected patterns. Use the Move Up and
Move Down buttons to place patterns segments in a specific order if required.

Click Save to save the configured pattern to the field configuration.

Do not forget to click Update to save the changes made to this field and test the
pattern using the Preview Form button.
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—Details (Type:Autocompletea)

Display mode: |Disp|a}finfnrm v|

Pattern: 1|givenMarmed(Linitials)(T|sn){r] 2|20\
Syhigx
{9 |attribMarme)(r| s |separator)(Q|attribName ) |attribName)
fu|e i)

mare =

Click "Update” fo save changes fo the detalls

Modify Details (Type: Pick List)

“Field Type: Pick List” is used to create a means for the operator to select a pre-defined value
from a list. The default list type is a drop-down selection. Settings specific to “Field Type:
Pick List” include:

Detats (TypeiRick list)

Attribute name: 1 |
1% required? I~ For awto-camplote anly? [~ &0
Allaws costom text? & @ | chocied duplues " il R My k s

This Fatad-buthons” ofbor

Rodio-buttons? = ﬁ 11 chaecked displays the options a8 & |-".|'I|---|'-: o
I charcied, the “For auto-complete anly ¥ option will have no affect
Values: Teut: Eamoncor | key! 'Eamonton =
—— S =l _ First Nama " Robart
_ Mowelp | | MowveDown | | Remowe Nl Tniake s
Cisplay z
iy Berdn Walue; Berlin LaaE Hame * Waling
Thi iz 5 pock fed fipkd L A = sammame rgeenilieg
-
- Quaifior
. Updaste | Undate” to save changes o the dedalls
Titla Wangger
Lecaton Wi d Siratet i""
Departmeant
Edmpntan
Bacin 1

« Allow custom text? If checked, the operator can type in a new optional value into the
text box for the field value (only works with drop-down lists).

+ Radio-buttons? If checked, the operator can only select values from a radio button
list. This option disables “Allow custom text?” if checked.

+ Values: Create pre-defined values by typing in a “"Display text” and “Value” pair and
clicking the Add button which will add the value segment to the “Values” list.

Do not forget to click Update to save the changes made to this field and test the pattern using
the Preview Form button
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Modify Details (Type: Multi-select list)

“Field Type: Multi-select list” is used to create a means for the operator to select a one or more
pre-defined value(s) from a list displayed in a list box. Settings specific to “Field Type:
Multi-select list” include:

Details (Type:Mulb-select list) -

Label text: | Dapartmant -] 4
Labal aligh; M = Personal Information
- Fi L o
Attribute namae: ol w5t Name A
Meddle Tnitiats
15 required? I = i
Last Mame 3T
Yalues: Text: Sales | Key: Sales = e
Teuk: Markebng | Key: Markatmng =
Tt [T | Kay= IT Lisemame amtedd
=
x Cualingr
Mve Up Mave Diown Remmcne
Title
Display Exteiitre Walu@: Exedutes I Suppars Agent
=t
i . o Lacabon Edmonton -
Thig I & mulli-select st fiekd, T
3 Departmant Sales _'J
Update | oot ‘Lintits’ B savie changas t e datails ark i
Exgiutive ;I

+ Values: Create pre-defined values by typing in a “"Display text” and “Value” pair and
clicking the Add button which will add the value segment to the “Values” list.

Do not forget to click Update to save the changes made to this field and test the pattern using
the Preview Form button

Build the Create Profiles

Once create forms have been defined, create profiles need to be built and configured. There
are two types of create profiles:

« Simple create profile — specifies a create profile assignment that links a create form to a
single target location in a target system. A simple create profile can create a user object
and corresponding email account, and can include management of corresponding third
party extension.

e Linked create profile - specifies a create profile assignment that links multiple simple
create profiles together in a combined create wizard. Use this to create a user account
in one system and in another system using the same values, e.g. use this to create an
user account in Active Directory and a corresponding Exchange account, and a
corresponding account in eDirectory (if required). Linked profiles are usually configured
to create matching user identities in different Directory systems that will use the same
authentication credentials (username and password).

The recommended process is to:
« Add Profile folders
« Add Create Profiles inside the applicable Profile folder
e Modify the Create Profile
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Add Create Profile Folders
To build new create profile folders:

1. Under the “Create” tab, right-click the “Profiles” folder and select "New Folder”.

&8 eControl amm

HOME MANAGE CREATE

| hanage Create Farms ]

— Profiles

Right-click tree node fo view options,
edit. To mowve nodes use drag & drop.

—| Profiles.
\—! New Folder...
| [ Mew Profile...

Expand All
Collapse Al

2. In the “New Profile Folder” window provide a name and description for the new folder.

(5 ew Profie Folder ™ e

— Profile Folder
Name: ACME - Toronte

Description: Create abojects for ACME Taronto

¥ Add another falder

[ accept  |[ conce |

If creating multiple profile folder, check the Add another folder option and click
Accept. Once the last new profile folder has been specified, uncheck the Add another
folder option and click Accept.
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Build a Simple Create Profile
To build new simple create profile:

1. Right-click the desired Create Profile folder and select “"New Profile”.

A Profias —_] B Profile = |i
— I BCHE Edmonton e
1 AN 1T I N Fiidge.... | ks
| Sattngs " oy Conkama shrsh T s g
L4 NE Tornri Ll How Profis.. : Satt=ng fegn Geoups [ Conkamaers Mmbaershin Groups Extiny :r!| j eComtrel Di echory Big
B hew unked Py Mame: ATE Edirantion Wit tirg AD Uie siEachange T
1 | .'_H-'.'m vislaba rom
I Eiit Folices 1 Aumiliary Object Clasces: 8 ACHE

Rpnce I Sysbam: W uakin

Expard &8 =] Computers

o =4 Doscrigthen: Ectrmesatin Marketireg A0 wier with Exhangs scdauns

e A AR &) Daman Controkers

ol e onkml
X Ririruroet
Mhatar Femm; | ACRE AD et ﬂ-:-':n.":lc Domasniocal-Se oy
Mane Gbjeet: i sCantrol-[ dramne- U OU a8 oaree | O sl anbepl DE 5 1 scontms-Eomanton-Uieg
Creation Contalner: L= Edmondon GU2 A0 WE W semrdrdutn SCazom | eLomrel Disecsory Diewies
Iriber-sysiem Linlges?: r &
¥ ameedsstabs oo
Albew bulk create?: F QO o
& Edmrigs
Faad snat®ar prcitla =T
Adgept Caneil o Terants

e EE———

2. In the “New Profile” window under the “Settings” tab:
» Provide a name for the Create Profile.
e Provide a description (optional).
« From the System drop-down, select the correct Directory system.
« From the Master Form drop-down, select the desired create form.

e Click the ellipse beside the Base Object, navigate the Directory browse window
and select the source object to use as the template for this Create Profile.

e Click the ellipse beside the Creation Container, navigate the Directory browse
window and select the target container where the new objects will be created.

« Check the Inter-system Unique? option if eControl will perform an entity
uniqueness check against all systems that eControl has managed connections to.

e Check the Allow bulk create option if eControl should allow bulk create of
objects using this Create Profile.
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3. In the “"New Profile” window under the “Assign Groups / Containers” tab, add those
groups or containers to identify those users that will be granted permissions to create
new user objects using this create profile:

= i '~ LB | = |

—Profile -
Settngs | Assign Groups / Containers | Marn:'i:lal:shlnﬁmups " Extensions

The following Groups / Asourts in the condainers B0 alfowdd fo Sraste B0 ooound waing this profike.

| system 1 _Path
DC=ommidevlabs Ol=¢ CHeACME-Edm-adminstration, CU=Edmonton OU=4CME DC=ommdevlsbs DC=com O ele‘:a!
DC=omnideslahs DC=1 CH=ACME-Edm-HeipDesk, DU=Edmanbon, DU =ACME DC=ommsdeylabhs DC=com Delrte!
DC=amnidoylabs DC=i CH=ACME-Adming, Ol=[T 0U=ACHME DC=ammidaviabs, Do=oom Dalatm|
DC=omnidevliabs, DC = CH=ACME-Helplesk GU=IT,OU=ACME DC=pmnidevlabs, BC=com ] E|E?'.E'E
FAdd s

W add another profile

[ e |[ comcel |

¢ Click the Add button. In the “Add Group or Container” window, click the browse
icon.

* In the “"Directory Browse” window select the desired group or container and click
the OK button.

* In the “Add Group or Container” window, click "Add another” to repeat the
process to select another group or container and click Accept.

4. In the “"New Profile” window under the "Membership Groups” tab, add additional
groups that the new user will be made a member of:

=] Mew Profile Rzl 12 =

—Profile

. . i " b . "\
Settings - ', Assign Groups f Containers | Membership Groups - Extensions
Thiz st allows you to set up addisonal rmermbersiip groups for created Lsers.

i Systam 1d Path

DC=omhideviabs D=t CN=8CME-Edm-Marketing, OU=Edmonton OU=ACME DC=ompideviabs, DC=com Dralete
DC=omnidevlabs, D=t CH=ACME-Edm-Sales,0U=Edmonton, OU=ACME DC=omnideylabs DC=com Dalete

¥ add anothar profile

| Becept | .[ Cance|

¢ Click the Add button. In the “Add Group or Container” window, click the browse
icon.
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e In the “Directory Browse” window select the desired group or container and click
the OK button.

« In the “Add Group or Container” window, click “*Add another” to repeat the
process to select another group or container and click Accept.

In the “"New Profile” window, click the Accept button to build this Create Profile.

Profiles Datals
Riglt-cifck tree mode fo viow optfons, Dowbde-ciick troe mode fo Profile Mane: ALME Edmgrion Marketing A5 Uier wiErchange
et To mrave podes gse drag & drop.
Object Class user
— Prafiles
24 ACHE Edmariton Aux Object Classes
£ AcME Edmonton Marketing AD User w/Escharga System: PL=ommddaby, Pocom
J ACHE T .
Description; Edmanken Marketing Al userwith Exthange
1 WCHE Tororto sccount
Master Form; BCME AD Uses
Base Ohject: CH el ontrol-Edmuntar: Uaer OU Briources Ol

Creation Container:  gi)afdemonton, GUaACME DC s crmnidevdabs, DC ac

InteEr-cystiom 1]
Linfigue?:

Edd

Edit a Create Profile

There are three ways to start the edit of an existing create profile:
« Double-click the tree node object for the create profile.
« Right-click the tree node object for the create profile and select “Edit Profile”.
e Select the tree node object for the create profile and click the Edit button.

To change the name of an existing profile object:

1. Choose one of the methods to edit the create profile, e.g. In the “Profiles” pane, right-

click an existing create profile and select “Edit Profile”.

Profiles

ﬁght click tree node to view options. Double-click tree m
edit. To move nodes use drag & drop,

_ A profiles
) ACME Edmonton
£] ACME Edmenton Marketing AD User w/Exchange

Chacme 1T [0 EditPrafile

CNACME Tororta | [ Copy Profile
Remove
Expand all
Collapse All
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2. In the “Edit Profile” window, change the "Name” value and save the change.

=] Edit Profile |

—Profila
Settings | fssign Groups f Containers . Membership Groups

Mame: EAD - Bx - Edenonton Marketing Llstr.I

Take note that the create profile name will change in the “Profiles” pane.

L1 Praofiles
a4 L1 ACME Edmonton
€ A0 - Ex - Edmonton Marketing Lser
LI ACME IT
L1 ACME Toronto

Copy Additional Create Profiles

Once the first create profile has been created, additional create profiles can be built using the
“Copy” feature. The recommended process is to:

e Use "Copy” to build additional create profiles inside the applicable profile folder
e Modify the create profile
To ‘copy’ additional create profiles:
1. In the “Profiles” pane, right-click an existing create profile and select “Copy Profile”.

—| Profiles
4 || ACME Edrmonton
€ 4D - Ex - Edmanton Marketing User.

CIACME IT (3 Edit Profile

1 ACME Toronts (L) Capy Prafile
Remoye
Expand all
Collapse all

This will produce a copy of the create profile in the “Profiles” pane.
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2. In the “Profiles” pane, right-click the new “(copy)” create profile and select “Edit Profile”.
__I Profiles
a4 1 ACME Berlin
& eDir - GW - Berlin Marketing User
@ eDir - GW - Berlin Marketing User (copy)
| ACME Edmonton [0 EditProfile.
1 ACME Toronta 1 Copy Profile
_1ACME Vancouver Remaove
Expand all
Collapse All
1. In the “Edit Profile” window under the “Settings” tab, modify the name and description
(optional) of the create profile.
E .Eﬂ.t.ﬂ?ﬁlﬁ.,..u PR Funi s h i el b g ity Prafile MName
—Profile
Settings ﬁ'a,_ fssign Groups f Containers f'mi .Hemhership Groups .ﬁ-x
MNarme: A0 - Ex - Edrmonton Sales User
Buxiliary Object Classes: - ., olsjeet clasze;
System: | DC=omnideviabs D C=com
Description:
2. In the “Edit Profile” window under the “Assign Groups / Groups” tab, modify the

assigned groups if necessary:

@ Mew Profile

[ I'E-ig:

e

—Prafile

Systamid

| settngs | Azsign Groups [ Contaners

Mermbarship Groups \‘.. E:-.-t'aensmns"..

Thr Foliwing Groups / Actdurits 111 e Corainers ot altowdd (o Ereate on Socound using this pvolils.

Path

DC=omnidevlabs, D=t CH=ACME-Edm-admimstration,GU=Edmanton, OU=aCME, DC=cmnmdevlsbs, DC=com
DC=omnideylabs DC=¢ CH=4CME-Edm-HelpDesk,0U=Edmanton,DL=AC ME DC=omnedewlabs DC=com
DC=amnidovlabg D= CH=ACMEAdming, QL= [T 0= ACHE DiC=anmn deviabs, DO=oom
DC=omnideviabs, Dt =t CH=ACME-Helplask, OU=IT, OU=ACME DE=omnidevizhs DC=com

Dalata
Deleta]
L'I-l.'lr.':IJ|

Delebe)

Add new

¥ add another profile

[ Accepr || concd |
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* Click the Delete link beside an existing assigned group to remove it from the list.
¢ Click the Add button to add a new group to the assigned group list.

3. In the “Edit Profile” window under the "Membership Groups” tab, modify the
membership group list:

=] Mew Profile oLk =N

—~Profile
. 1 " . 8 "\
Settings - ' Assign Groups f Containers | Membership Groups -, Extensions

This bzt allows you to set up addivonal mermbership groups for created users.

i System Id Path
DC=omnideviabs DC=¢ CN=ACME-Edm-Marketing, OU=Edmonton, OU=ACME, DC=omnideviabs, DC=com Dalets
DC=omnidavlabs, DC=¢ CH=ACME-Edm-Sales, OU=Edmonton, OU=ACME DC=omnpideylabs DC=com Dalete

 add another profile

| Arcept | [ Cancel

» Click the Delete link beside an existing assigned group to remove it from the list,
and

¢ Click the Add button to add a new group to the assigned group list.

4. Click the Save button to save the modified create profile.

r Prafiles - Dstails
Riglet -citck troe node o view optfons. Doubie-ciick tree mode fo Profiie Mame: Elb-h-EMnnmmnu“. l
ealt. Tio rivawe fades ose drag & drog,
Objeet Class LT
# _liFrafiles
+ _IACME Edmantan Ay Object Clasiies
£ & - Ex - Edmonton Markating User System: DE=gmmidndibiDC=gomn
1 A0 - £5 - Edmonton Salas Lisar
Rescription: Emurt:-rl Tadez AL u!lrwthﬁocmn-;elﬂuurﬂj

A acME IT
=1 ACME Tarongg

Master Form: BCSE AD User
Bate Olject: CHzsContral-fdmanen: Lo OilizReeounges Ol =
Creation Contalner:  (u=fdennnben, DU=ACME DG = prvededibs D0zt
Inter-system Mo
Unlgue?:

Edt |
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Build Group and Contact Create Profiles

Use the “"New Profile” or "Copy” procedures described above to build new create profiles for
group and contact object types. There are some additional tips:

e “Copy” cannot be used to build a new create profile in a different create profile folder.

« "“Copy” can be used to build a create profile for a group or contact object type using the
user object type. All that needs to be modified to make a create profile unique is the
“Profile Name"” and the “Master Form” needs to be changed to use a create form that
matches the target object type.

Build Linked Create Profiles

Linked profiles combines simple create profiles for different Directory systems into a single
create object wizard. In this example, a linked create profile is built using simple create profiles
for eDirectory and Active Directory (and presumes that Active Directory connections have been
added and licensed, and a simple create profile for Active Directory has been built.

To build new linked create profile:

1. Right-click the desired Create Profile folder and select "New Linked Profile”.

I Profiles
d TVACME Berlin
€ a0 -E.eﬂ' 1 Wew Folder...
@ £ -perl O New Profile...
@ e0ir - cv @ New Linked Profile,,,

2. In the “New Linked Profile” window under the “Settings” tab:

@Mhu‘lﬁb - | |

-Lirked Profile
[
Name: Linked Profile - Berlin Murk:hné Users

Description: Cambines “AD - Berdin Marketing Users” and "sDir - GW - Berlin Marketing Users”

System id Pathy
| DEMOZ-TREE cri=feme-Admins ousefontrol o=58CME Dalabe
DEMOZ-TREE en=RardinHR-Creatasnly ou=aContral ou=Bearlin o =4CME Dalate

DEMOZ2-TREE er=Batdin-HOO-4iTasks ou=eContral ,ou=Barkn,o=~ACME Dalata

Add new These Groups are atfowsd fo craste obiects wsing s orodie,

I add another linked profile

| Accept -| [ Cancel

 Provide a name for the Linked Profile.
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3.

* Provide a description (optional).

¢ Click the Add new button and add those groups that will be granted permissions

to create users with this Linked Profile.

In the “"New Linked Profile” window under the “Profiles” tab, highlight each Create
Profile to use in this Linked Profile and click the Add button. This will add the selected

Create Profiles to a order sensitive list.

] Meew Linked Profite

Uriked Profile

Chooze the profies that will be linked fogether,

¢ 1 Profles | €7 ab - Bedin Marketing User [Lab03.Iocal]
« 1ACME Berlin
£ a0 - Berlin Marketing User

e ————— .
& eDir Group - Berlin @
| ACME Edmorton

—| ACME Toronto
| ACME Vancouver

Use the Up and Down arrows to place the Create Profiles in the desired order.

€3 AD - Berin Marketing User [Lab03.local]

2 eDir- GW - Berlin Marketing User [DEMOZ-TREE]
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5. Click the Save button to build this Linked Profile.

- Praklag 1 - Detads
Fght-click trew nods fo view ontions. Double-click free pode fo Profile name: Linked Profile - Berbn Marketing Uren
edit. To move nodes use drag & drop,
Description: Cambingd "AD - Byilin Marketing Ugers™ and "eDir
& F Profiles GW - Berlin Marketing Uiess™
¢ LIACME Badfin
ﬂ' A0 - Berdn Marketing Usor
ﬂ A0 = Bern Sales Usor
& exir - oW - Bertin Marketing User .
& o0i - GW - Berlin Sales User ) s - W - Bark Mirtong User
ICEnAD-TREE]

& aDir Group - Barlin

[ Linkeel Prodile - Barlin Maskering Users
L5l ACME Edmontan
— 1 ACME Tarmata

ﬂ Al - Berdin Masrksting User [Labll Aocsl|

= ACME Vanmoguvar

eControl operators that run a Linked Create Profile wizard will progress through each Create
Profile in the order specified in this list.

CREATE AUDTT ADMINIS TRATIOMN LOGOUT
Profilé 1 gf'2 CREATE ALIBIT ADMINISTRATION LOGOUT
& e0ir - GW - Berlin Marketing User [DEMO2-TREE] .
Parsonal Information Prafile 2 of 2
First Hame * Lanes € 2D - Barin Marketing User [Lab0Z local]
Middia Iritisls 3 o Personal Information
Last Name ® Barnstrong First Name " Lance
i Evraae —— o HMiddle [nitials P (=]
Last Hame * Armetrong
Qualifier
Usemame Iparmitre [ =]
Titha Product Specialist =]
Location E_Edmn-ntnn '_l a Dascription
Department Sales = Office
Markenn
ExpCutive o Caontact Information
Telephoni Numbier TR0-473-4200 [ =]
Contact Information
Fax Number Th0-413-4711 [ = ]
Talephone Number T80-473-4100 x )
Fax Number 780-223-4711 o Password
Password - Inu-no-u
Password Re-enter passwaord . IH-u“-ull-
Password “ [ennseanne
Ra-gnter password * [enunsnnan
« Back | | MNest >
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Each create profile should be tested to create a new target object to ensure that the process
works as expected. Testing may reveal changes are necessary to the create form used, the
base (source) object, or the create profile settings. Remember that create profile assignments
do not become available until the Apply New Settings button has been clicked.

&8 eControl smnsesion

Welcmme, elaatrnl Connecon { econtrol )

HOME SELF-SERVICE ALDITE LOGIAET

| [ biomgeconterorms__|

— Profiles

g -clfck free node to view opfion . Double-cifck tree mode to
i, Fo mrove podes wie drag & doop,

i _lPrafiles
o _JACME - Edmnntan

— Detasls

Prafile Mame:
Oilject Class

Aux Object Classes

ACKE AD Edimerton Glabal Seeunty Graup

gup

€5 ACME AD Edencnkorn Ghobal Secunty Grom Sistanms D somridadsbi Bz com
€] ACME AD Edrnpntan Univers#l Distribution Group Dosirlpthon:
1 AD - ACME Edmorton Administratian Users
ﬂ Al = ACME Edmonton Customer Support Usars
£} AD - ACME Edmonton TT Usars R
& e
] AD - ACME Edmarmon Marketing Users PRV A Sl
4D - ACME Ed Sales L Base Object: t o .
4] mortan Sales Lsers asw Obje GhmeControl-Global-Securty ClksAesources Olize
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Configure the Self Service Module

The “Self Service” module allows eControl administrators to configure Active Directory and/or
Exchange values that can be self-serviced by users. This includes password self-service. Users
can reset and change passwords from within the Self Service module of from a web-browser
using the "Forgot Your Password" challenge/response "secret answers". The User Self Service
options include allowing users to Subscribe/Unsubscribe from Exchange Group Lists. User Self
Service can be configured to allow users to update their own demographic information.

How it Works

For the Self-Service Module:

1. “Forgot Password Management” is configured to enabled forgot password/reset
features and define the verification questions and mechanism.

2. “Manage Self-Service Form” can be modified. Those forms will be used by users to
modify their personal information.

3. “Self Service Group Assignments” are built which define:
« Reset password configuration;
» Forgot password configuration; and

« Managed lists configuration.

No Administrative or Supervisor Rights Required

If a group is assigned to a “Self Service Group” assignment, the “Self-Service” tab will be
visible to members of that group when they login to the eControl portal. If “Forgot Password”
is enabled, members of that group will be able to change passwords using without having to
login by using the “Forgot password” link.

Members of groups assigned to a “Self-Service Group” assignment require NO supervisor rights
or administrator-level permissions. Self-service tasks are performed by the eControl service
accounts on behalf of those users that have been assigned to a Self-Service Group assignment.

Planning Concepts for eControl Self-Service

Careful planning and preparations will result in the creation of the correctly functioning “self-
service” assignments. When looking at what self-service group assignments to create, it is
helpful to use the following strategy:

« STEP 1 - Determine a strategy for forgot password, password self-service, self adding
to/removal from groups and distribution groups and modifying personal information.

e STEP 2 - Enable and configure “Forgot Password Management” and “Manage Self-
Service Forms”.

e STEP 3 - Add self-service group assignment(s) and configure the reset password, forgot
password and manage lists features.
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Enable and Configure Forgot Password
To enable and configure forgot password management:

1. In the eControl Administration panel, under the “Self-Service” tab, click the Forgot
Password Management button.

2. In the empty “Forgot Password Management” window, click the Enable ‘Forgot
Password’ Functionality.

ew@ eco nt ro I Administration

MANAGE CREATE SELF-SERYICE

| Forgot Password Management ][ Manage Self-Service Forms .!

=] Forgot Password Management

™ Enable 'Forgot Password” Functionality

This will populate the “Forgot Password Management” window with additional
management options.

3. Modify the management options to meet requirements:

Sl =T
— ¥ Enable "Forgot Password” Functionality

IF Answearing a question incorrectly results in a denial. I

| Questian
How many pets do you have? id
Whiat do you enjoy doing the most? Delete
What is the location of your dream holiday? Deleta
What is your car registration number? Oelete
What is your father's middle name? Oelete
What is vour favante color? Oeleta
What is your middle name? [relete
What iz your mother's maiden namea? Delete =
What is your partner's nickname? Oelets
Silat pralen e wme fridas
+Add W gUesHon

( Save (| Cancel |
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« Check the Answering a question incorrectly results in a denial option if
required.

« Delete any questions that are not required to be globally provided to all
self-service group assignments.

« Click Add new question to add questions to the list.

Question
Question text: fihat college did you graduate fromi = |

[ Add question H Cancel

4. Click the Save button to save the configuration settings.

Configure Self-Service Forms
There is a single self-service form that can be configured:

1. In the eControl Administration panel, under the “Self-Service” tab, click the Manage
Self Service Forms button.

2. A “Manage Self Service Forms” window will open and present the “Field Collection” and
“Details” panes for the form.

Manage Sell-Service Forms oy
iz i s

= Salf-Sgrvice Forms

= Freld Collactions Details
—l omnidgvlabs.com = [Huqdnr. Pl i et -
& Parsonal :lnfn.rm.?unn Display header?: P
2 First Hama -J Hew Figld... o
Is Disabled?:
[y Middle Initi Move Up r
13 Last Name RIS Digathd Section wil not cispley ek,
9 Ganeration Fmmove
#F Additional Infarmation
1 Dapartment
3 Title
Q Telephonas
2 Telephone Numbsir
& Hama biimbar -‘J
Modify || Movellp | Move Down | Updste | click “Undate® to save changes o the defadls
- P:_meui;wm x
Save |1 Cancel

Modifying this form uses the same procedures as used with Manage Create Forms.
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Create and Configure a Self-Service Assignment

self-service assignment:
1.

A Self-Service assingment is required to enable self-service for users. To add and configure a

In the eControl Administration panel, under the “Self-Service” tab, click the Add button
in the “Groups” pane.

In the “Add Group” window click the ellipse beside the Group textbox to add the desired
group object.

=] Add Group

— Group Information
System Name:

L =arnmidevlaba, DL =cor

Group: | Ch=eCantrol Self Service, OU=eControl OC=arr | ...

Copy From: |

I add another group

Accept Cancel

Click the Accept button to create the self-service assignment.

In the “"Group Information” window, select the Reset Password tab and configure the

reset password options. For Active Directory, select the Allow user to reset
password(s) and Directory password options.

(&) Group Information

Group Information

System Name: DC=omnideviabs DC=com
Group: CH=gControl Self Service, OU=aContral DC=omnideviabs DC=com
| Reset Password | Forgot Password

Managad L.|st5 3 CL.ISI:DITI.TESkS
W allow user to reset password(s)

¥ pirectory password

I Email password

I” Same directory and email password

I™ pifferent directory and email password
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4. Select the Forgot Password tab and configure those options:

|j Group Infor mation 2l = ks

Group Information

System MName: DC=omnideviabs, 0C=com
Group: CH=aControl Self Service, OU=aControl,BC=omnideviabs, DC=com
Reset Password Forgot Passwaord Managed Lists Custom Tasks

M Enable ‘Forgot Passwaord'
W User can define his/her own 'Forgot Password' questions
¥ Uscer can select admin-defined ‘Forgot Password' questions

[ Ciiastian

o What is your mother's maiden name? =]

¥ What 12 your partner's nickname?

- What make is your fridge?

C Wha s your Favarite actor? j
-

[T user must answer a minimum number of guestions
Mirumum queshions: o »

« Select Enable ‘Forgot Password’ to provide the ‘Forgot Password” feature to
members of the group for this self-service assignment. If this iption is not
checked, users will not see any ‘Forgot Password’ links at the eControl Login
screen.

+ Select User can define his/how own ‘Forgot Password’ questions and User
can select admin-defined ‘Forgot Password’ questions to enable the user to
customize their ‘Forgot Password’ settings. These options will be made available
in the Self-Service page when the user logs into eControl and selects the “Self-
Service” tab.

« Selecting the specific admin-defined questions that will be made available to the
user.

¢ Select User must answer a minimum number of questions and specify the
minimum number (optional). Do not check this item if "Answering a question
incorrectly will result in denial” option was checked when Enable ‘Forgot
Password’ Functionality was checked as part of configuring “Forgot Password
Management”.
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5. Select the Managed Lists tab and select Members of this group may self manage
their Directory Service Group membership option if you want to allow users to add
or remove themselves from the membership list for a defined list of group objects:

[Z] Group Information

Group Information

System MName: DC=ommdeyiabs, DC=com
Group: CH=oControl Self Saryvice, OU=eControl,DC=omnidevliabs, DC=com
Reset Password | Forgot Password | Managed Lists Custom Tasks

M members of this group may self manage their Directory Service Group membership | Configures. |

If "Managed Lists” is enabled for users, click the Configure button and select the groups

users can self manage their membership in.

In the empty “Selected groups” window, click the Add new button.

In the “Search groups:” window, add a suitable search query and click the Search

button.

=] Managed Directory Groups

Search groups:

ac™

Path

JACME Usars. ACME
MACME-Edm-Marketing., Edrnonton, ACME
ACME-Edrm-Administration, Edrmonton. AC ME

ACME-Edr-Customer Support Edronton, ACME

o e s R e

JACHME Newslattar, ACME -
i Add Selected i Go back

l _ Claze

Select the desired group(s) from the search list and click the Add Selected button.
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8. In the “Selected groups:” window, click the Close button to save the selected group that
users will be able to self-modify their membership.

() Menagedd Dk crioef Chane:

WiRjRzea= | 1 ] RATE HI
Selected groups:
path
CH=A8CME Newsletter, OU=ACME DC=omnidevlabs DC=com Delete

9.

In the “Group Information” window click the Save button.
10.

Click the Apply New Settings button to enable the eControl Self Service assignment
in the eControl portal for assigned users.

&8 eControl s . ~omnp
Welcome, eContral Connectlon [ ecentrol)

HOME DAGSHEODARD MAKAGE CREATE SELF-SERVICE ALIDIT LOGOUT

[ FargotPassword Mansgement | | Manage Seif-Sendce Forms || Mamage Custom Tasks |

“Grouns.
Dotble-chick group node to edlt group details,

] w osmrideylabs com
+ [ ecartral
£ sControl Sedl Sarvice
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Configure the Audit Module

How it Works

The “Audit” module allows eControl administrators to configure specific group(s) of users to
access the eControl audit logs. Operators with Audit access can search for and open an audit
log file, download a copy of a audit log file and export a audit log file to a CSV format file.
Audit access is provided by creating and enabling Audit assignments.

No Administrative or Supervisor Rights Required

If a group is assigned to a “Audit” assignment, the “Audit” tab will be visible to members of that
group when they login to the eControl portal. Members of groups assigned to a “Audit”
assignment require NO supervisor rights or administrator-level permissions. Audit tasks are
performed by the eControl service accounts on behalf of those users that have been assigned to
a Self-Service Group assignment.

Manage Activities Report Settings
Manage “Activities Report

Settings” to enable the email o c t I
option and configure the SMTP L eLoNIrol asminisration Viliowis o
settlngS: HOME DASHEOARD FLAMAGE CREATE SELF-SERVICE

1. In the eControl

Admininstration panel, '

under the “Audit” tab,

click the Activity Report

Settings button. =] Activities Report Settings

@
B

2. Complete the information in the ~ M Enable Activities Report Email Option

“Activities Report Settings” [~ SMTR
window and click Save. Server: 10,10.2.141
Port: 25

— M Credentials —

Loain; econtrol@omnideviabs

Password: [llll EREE RN

Re-enter Password: [T

rMassage

Sender &ddress: econtrollomnideviabs.com
Sender Mame: eCantral

Please review this Sudit Activties

Message body: Regioet
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Create and Configure an Audit Assignment
To create an audit assignment:

1. In the eControl Admininstration panel, under the “Audit” tab, click the Add button.
2. In the “Add Group” window

=] Add Group or Container 2 || = | 3

Group or Container Information
System Name:

Group or

! CH=ACME-Sudit-Full, OU=IT, OU=ACME DC =™
Container:

Access Control: M Allow access to Audit Viewer

W Allow audit file download
W allow data export
M sllow activitios repartinig

i add another group

I Accept ; | : Cancel

Click the ellipse beside the “"Group” textbox to select the target group object.
¢ Check the Allow access to Audit Viewer option.
« (optional) Check the Allow audit file download option.
« (optional) Check the Allow data export option.
« (optional) Check the Add another group option.
« Click the Accept button.
3. In the “Success” window, click OK.

4. If the Add another group option was previously checked, another "Add Group” window
will open.

=] Add Group er Container 9 || = |43

—3roup or Container Information —
System Mame:

Group or

5 | CH=ACME-Rudit-Yiew-Only, OU=IT, OU=ACME= |-
Container: e :

Access Control: W allow access to Audit viewer

™ allow audit file download
™ allow data export
Clallow activities reparting

Configure the desired options and click the Accept button.
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Modify an Audit Assignment
To modify an audit assignment:
1. In the “Group” panel, select the desired audit assignment and click the Edit button.

Groups - — Dt aits -
Dauble-click group rode to edit group detalls. roup; CH=ACME-Dudit-Fll QU=IT, BA=AC MEDC=p i
a @ omnediowlabs, com Access Control: w Allow atcoss to Audt Viewsr
o B & Allow audit fdo download
—"'!:'EME W Allow oyt axport
a BT « Allow achvibies reportng
0 ACHEAuda-Full Group Members
€2 scME-tudie Wisw-Only : =
- ame B
« ] aControl —
€ eContral-audit-Full ACME Bty ACME Bamir [T ACHE
1 Gordon Wellng Lordon Waling.ITACME
Loomad || Remowe | ———
e )
< Ml —e——
—

2. In the “Group Information” window, check or uncheck the desired access control options
and click the Save button.

=] Group Information

- Group Information -

System Name: DC=omnidevlabs, DC=com
Group: CH=ACME-Audit-Full OU=IT,0U=ACME, D C=omnideylabs, DC=com
Access Control

W allow access to sudit Viewer
¥ allow audit file download
¥ Allow data export
¥ alliow activities reporting

[ Save ] [ Cancel

Enable the Audit Assignments 1
Welcome, eControl Connection {(econtrol) omjD

Remember that Audit access assignments
do not become available until the Apply ! ! LOGOUT
New Settings button has been clicked.
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Additional eControl Administration Panel Features

eControl Service Account Only Features

The eControl service account has sole access to the eControl Administration panel which
includes special access links in the footer of each page.

View Audit Trail | Wiew Logs | Request Suppart | Licenses | EditLogin Page | Delegated Administration

Copyright @ 2010 Orni Technology Solutions, Inc, All rights reserved. (v3.5.0.7255)

Access Audit Trail Logs
To access an audit trail log:
1. Click on the View Audit Trail link.

2. From the “Audit log” drop-down list, check the desired year, or month, or week, or
specific date. Click the Apply button and eControl will compile the audit log entries for
the selected date(s) into a single chronological view.

ﬁga eControl auministaton

HOME DASHEDARD MANAGE CREATE SELF-SERYICE

audit log

4 vi-g-15

¥ 3KB - Tue, 0B
¥ SKB - Mon, 07

3. Once the log file is visible, the column widths can be adjusted.

= gt lop

[Selected logaus. <l sy [ oowesd | [ cieebines [ bpon. |
| Actuities Repuet |

{width: 222 prows |
Date Actian Swicess | Host Lrsai's System Usar
¥ | [ =J| [22_=] T [a -]

SO0 D6 58 090550 405 LoadTandig Trus 10.10.3.56 k-

LG 08 306103540 Auth Altsmpt True 10100256

Z010-06-08 Grece:00,312 Login True 10,102 5k DEMCZ-TREE enmgcontrolousiFsers omdinT]
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Revised:

4. The view of the log can be filtered by selection a filter item from a drop-down list

| pate

2010-06-08 09:05:50,405

(empty)
2010-06-08 09:06;03,540 Activities Report
2010-06-08 09:06:08,312 Alth Attempt
-
| A020-06-08 09:45: 30,225 Download Audit Trail File

or by using a text box which will open a drop-down containing a list of filter options.

Action

EI {

-
MoFiftar

Contains
DoesNotContain
StartsWwith

EndsWith

EqualTo

MatEqualTa
GreaterThan

LessThan
GreaterThanOrEgualTo
LessThanQrEqualTo
Between

NaotBatween

IsEmpky

MNotisEmpty

Ishull

_rf.[q_l:lsNuII

2010-06-06 09:05:50, 408
2010-06-08 05:06:05.640 |
2010-06-08 09:06:08,312
2010-06-08 0914 3: 31,225

2010-06-08 09:46:22 420

2010-06-08 09:46:46,609

5. A filtered view of the log can be cleared at the column or by using the Clear Filters
button.

sadit log

| Selectad logre 8 " “pety | Download |

Date | Host: Lgof's Systom Usar
[x] [an -

2010-06-02 00550 405 10.110.2.56
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6. There are two options to save copies of audit logs:

* Click the Download button to download a ZIP file containing .txt versions of the
selected audit log files.

J E ” ﬁaﬂﬂmw&nad-n.zﬁ: - TIP archive, unpacked size 50,544 bytes

_Marne: | Size | Facked | Type | Modified

O Fulder

[ eC_audt (2010-06-08), bt 6,636 1,018 Test Document E{Ef2010 9:43 AM
(2] eC_fudt (2010-06-07), bt 4,557 1,093 Text Document &/7/2010 3:43 P
[E] ec_awdt (2010-06-03).txt 1,760 450 Text Document &312000 4:29 B
(2] eC_Auwdt (2010-06-02), bt 31,3509 3,234 Teuxt Dacument 6/2/2010 3:37 FM
[£] eC_pudt (Z010-06-00 ). txt 2,024 564 Test Document &/1/2010 4:20 FM
(5] eC_Ausd (Z010-06-04) bt 3,909 782 Test Document 12/12}1653 9:47 PM

®* C(Click the Export button to download a ZIP containing a single compiled CSV file of
the selected

| X ] |§ auditExport-1.50 - ZIP archive, unpacked size 103,858 bytes

Hame | Size | Packed | Type | Modfied &
& Folder
@ 0199241 6-0274-487c-a5a7-Fa5 28067 2d6 .cov 103,583 7,870 Microsoft Office Exc..,  &J8/2010 %:49 AW

Access System Logs
To eControl system logs:
1. Click on the View Logs link.
2. Select the desired log file from the drop-down list and click the Open button.

AER e !
. @

3 Lt LT B LD, ot S 2 s T = ﬂ| Clp.tn I

ontrof=lag {2010-6-7)-1 (45EB - 2010-06-07 12:41:249} =

100 (2016-6-7) (KB - 2010-06-07 12:34:18)
service-log (2010-6-7) (2KB - 2010-06-07 10:53;10)
econtrol-log (2010-6-7) (34KB - 2010-06-07 10:53:04)

There are three types of system logs available.

service-log (2010-2-26) (BKB - 2010-03-26 13:22:325)
econtrol-log (2010-3-26) (45KB - 2010-03-26 13:15:50)
log (2010-3-26)-4 (4KB - 2010-03-26 13:12:06)
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3. To download a system log in the original file format, click the Download button.

Lo file

| eeamtrod-log (2010-5-8)

(49KE - 2010-04-08 09:55:46)

L ATl TF]
2000-06-86 09:05:46,748 INFO [3012] (Lo
2000-06-08 09:05:46,042 INFO [2032]  [Ce
2008-06-08 09:05:47,670 DNFO [2832]  [Ce
2035-06-D8 D3:05:47,670 BNFO2932]  [Cc
2000-06-08 09:03:4T,670 INFO [1932]  [Cc
2006-06-08 D9:05:47,003 [NFO [2032]  [Pe
2010-06-08 09:05:47,983 [NFO [2832]  [Pe
20200688 09:05:48,342 INFO [2332]  [Pe
2000-06-08 09:05:48,608 [NFO[2932]  [Pa
2008-06-08 09:05:48,800 NFO [2032]  [Po
2035-06-D8 D3:05:45,170 BNFO2932]  [Cc
‘i ontrol.config',

2000-06-08 09:05:40,674 [NFO[2032]  [Or

Area\Configuration\16c T494d-d1bb- £5h4d-1

20200608 05:0350,200 [NFO [23312]

[or

‘Arad\Configueation' ] T4560c0-aR68- dbbe-b

2010-06-08 05:05:50, 311 Befor 2032

{3

‘Arva\Configumation\3b44ba78- b 74-40c0-a

20000608 09:03:30.327 INFO [1932]

[Or

‘Aresh\ConfigurationibIechiid- alfe- 4B01-2

B rhginming oL opteoddog o f P00 =600 but

‘i‘w’hwndm_ﬁmhwm_
wohich i 3t Teck Docsiinerk
from: hip: D079

“What shoukd Frefox do wih this Fle?

A5 Crenwah | Metepsd defat)
™ DowniThemils

S e

" draoneckkl [DAAdeelapesewR Ol el 7

r' Dot pberad=Ziel o o e e o Moy,

Manage License Information

Click on the Licenses link in the footer to open the licenses information page.

Licensing
Detsis | Reguestlicense |, Upload License |
BELOW Wil WILL FIND & SUMMARY OF vOUR LICENCE TMFORMATTON. Yol Can LB
LIPLOAES NEW LICENCE FILE.

Module Licensed To Type Support
m Omed Technology Solutions FURCHASE 2011-02-01
| CREATE | Ommi Technolagy Solutions PURCHASE 2011-09-01

SELF-SERVICE Ommni Technology Solutions PURCHASE 2011-0%-01
m Qe Technolagy Salutions PURCHASE 2018-09-01

Explration Dates

Softwrare
Hener
Heyer
Never

il

Licensed
Systems

details 5>
details >
details =»

datilg >

Licenses need to be requested and uploaded after a connection to an existing system is
modified or a new connection is added (refer to the applicable eControl Installation Guide).
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Request a License

To request a license:

1. Under the "Request License” tab, complete the form and click Submit.

Licensing
Dstals | Requestlicense | Upioad License |
—Modules and Systems to be licensed
Modules Systems
B DCeLABOZ,DC=LOCAL
CREERIE ®  DEMOZ-TREE

SELF-SERVICE 3

BLELK el

User Count

S0
3000 -

r-Cantact Intarmaton

Company Mame: = Omni Technelogy Selubons Waebsite:

First Mame: * Gordon Last Mame: *

Phong Number; < 730-423-4200 Title:

Emall Address: * gordedomni-troom

Comments:

License reguest will be senk elacronically.

(i |

e ORI ST
Welling

Praduack Speciahist

Apply a License
To upload and apply a license:
1. Click on the Select

button, browse and Licensing
select the | Detals | RequestUcense | Upload Licerse |
replacement or { ST A S 4
additional license Please salect licance fils
file. Do £ b [P 05 23)- Licene uﬂl
Click the Upload Lo
button.
Licensing
nmus A _'é]aq;'é&'hcia'r:sle' | Upload License !

Click the Apply
Settings button to
apply the license file
just uploaded.

Plaase salaet ivants hle

lsislem
| Uplad | The licence file has bean ualoaded, You can upload anather.
MEW LICENCE FILE WILL BB LSABED THE HEXT TINE 900U APDLY SETTIHGE.
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Edit the Login page

The eControl Administration panel includes the ability to modify the eControl login page by
adding text and pictures (if needed). Click on the Edit Login Page in the footer and then click
the Edit button.

|$“| verdana - 20px -+ Headingl ~| &~ gh*_lué]é U abe | '9*‘{“"|
|[ss smEssE=se =21 @230

Welcome to eControl 3

Lagin using your user name that you would use to login to your computer each
morning. eControl has been localized to support working in languages other
‘than English. Select the desired from the Language drop-down list,

| If you forget your password, click on the Forgot Your Password link and answer
i the reguired questions,

If you have any guestions, contact the HelpDesk at 111.222,3333

| ./ Design L HTML - S Previ..

Add the desired content and then format it. When the editing of the content is complete, click
the Save button. To see the changes, logout of eControl.

&S eControl

Welcome to eControl 3 eControl Login:

Login ugng your user name that you would uie Lo 16gin 1o your camputer . |- -
each maming. eControl has been localized to support working in languages SR
other than English. Select the desired from the Language drop-down list

Password:
If wou farget your password, chek on the Forgot Your Passward lnl: and . —
answar the maured questions. Language; |.Em]-.||. {1 Y R '_I
If you have any questions, contact the HelpDesk at 111.222.3333 r e ol

| agi ]

Forgot Your Password?
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Support for eControl
Reporting a Technical Issue

The eControl "Administration” pages include a “Request Support” link in the footer.

View Audie Trail | Yiew Logs I Licenses | Edit Login Page | Delegated Adminigtration

Copyright @ 2010 Omnl Technolagy Solutions, Inc. All rights reserved, (v3.5.0.7255)

Complete the form and click Submit. The eControl server will send the issue and a copy of the
application logs and config files to our technical support team.

eControl - Request Support

THaMK ¥oU FOR TAKING TIME TO SUBMIT AN ISSUE REPCRT. YOUR FEEDBACK IS
THVALUSBLE T HELPING IMPROVE ECONTROL AND INCREASE YOUR SATISFACTION,

TOUR 155UE WILL BE ASSIGHED TO A CASE MANAGER FOR RESOLUTION, PLEASE EXPECT
TO BE CONTACTED WITHIN TWO BUSINESS DAYS.

First Mame: * Gordon Last Name: * Welling

Company Name: = Omni Technology Solutions

Phone Mumber: * +1 7804234200 Severity: * |['1_‘_|_:Im"!ﬂi =

Email Address: * oordwi@omni-ts com
Application Emor - |

Issue Type: *
., Licensing not working

Problem Title:

Fapplied the licensa file provided and eConlrol website is stll working in "DEMO" mnﬂel

Problem Description:
[(Mote: Pleass include steps ta  *
reproduce])

Sutirnit

Upgrade and Maintenance Support Agreements

Customers who have current upgrade and support contracts are eligible to receive full email
and telephone support Monday to Friday between 9:00 a.m. and 5:00 p.m. Mountain Time
during regular working days. Limited email support may be available during extended hours.
Email and telephone support is also available to customers who are evaluating Riva.
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Contacting Support

You can contact support by phone, email or fax.

Email: support@omni-ts.com
Phone: +1-780-423-4200
Fax: +1-780-423-4711

You can also use the "Contact Us" link in the upper right-hand corner of our web site. Please
include as many details as possible when requesting support:

 contact form

Topic |Technical5uppnrt;|

Subiject ILicense niat warking

Product | M anagement - eCaontral _v_I
Your Mame IIan

Your Email ISampIe

Contact Number |+1.234.567. 8901

sl

Type the two weords: o]
. [ re GAPTCHA
twhich hallowed | - C stop spam

0 MG Dol

Message I hawve applied the _licensze file but

eControl indicates that it i=s =still

rurhing in "Demno" mode.

Send » |
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Online Resources

Online resources for Riva include:

Product Documentation: Go to www.omni-ts.com select Support, follow the link for
Documentation and select eControl and EMU Documentation

eControl Flash Tutorials: will be added to www.omni-ts.com/quicktours

Support Forum: Go to www.omni-ts.com/Forum and:

o Select the eControl ~ Installation, Management and Support forum.

o “eControl Tips” available at http://www.omni-ts.com/forum/post--2124--page-
1.html is a collection of forum articles to provide troubleshooting and advanced
management steps for eControl.

Product FAQ: Go to http://www.omni-ts.com/web-management and select Frequently
Asked Questions
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